This lecture will be recorded!!!

Welcome to

CS 3516:
Computer Networks

Prof. Yanhua Li
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Zoom Lecture
Fall 2020 A-term
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Some slides are originally from the course materials of the textbook “Computer Networking: A Top Down Approach”, 7th edition, by
Jim Kurose, Keith Ross, Addison-Wesley March 2016. Copyright 1996-2017 J.F Kurose and K.W. Ross, All Rights Reserved.



Updates

» Quiz8 on |0/9F

= Topics: IP addressing, and Routing protocols

+ Project 3
" Due nextR |0/15
= Extra office hours will be offered.

+» Project 2
* To be graded by Sat 10/10
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IP addresses: how to get one!

Q: How does a host get |IP address?

+ hard-coded by system admin in a file

* Windows: control-panel->network->configuration-
>tcp/ip->properties
= UNIX: /etc/rc.config

% DHCP: Dynamic Host Configuration Protocol:
dynamically get address

= “plug-and-play”
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DHCP client-server scenario

DHCP
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223.1.3.1 223.1.3.2
S0
= il
223.1.3.0/24
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DHCP client-server scenario

Transport Layer protocol: UDP

DHCP server: 223.1.2.5

server port
number: 67

DHCP discover

arriving

client

Broadcast: is there a Client port
DHCP server out there? | <> number: 68

4/[)HCP offer

\

Broadcast: I'm a DHCP
server! Here's an IP
address you can use

DHCP request

Broadcast: OK. I'lltake | ___——
that IP address!

DHCP ACK

\

Broadcast: OK. You've

got that IP address! [
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DHCP client-server scenario

Transport Layer protocol: UDP

DHCP server: 223.1.2.5

server port
number: 67

DHCP discover arriving

client

src : 0.0.0.0, 68
dest.: 255.255.255.255,67
yiaddr:  0.0.0.0 -

transaction ID: 654

4/[)HCP offer

\

src: 223.1.2.5, 67
dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4
transaction ID: 654

lifetime: 3600 secs —~

DHCP request

src: 0.0.0.0, 68
dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 —
transaction ID: 655
— lifetime: 3600 secs

DHCP ACK

\

src: 223.1.2.5, 67
dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —
transaction ID: 655
lifetime: 3600 secs v

Client port
number: 68
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|IP addresses: how to get one!

Q: how does network get subnet part of IP addr?
A: gets allocated portion of its provider ISP’ s address

space

ISP's block
Organization 0

Organization 1
Organization 2

Organization 7

11001000 00010111 00010000 00000000

11001000 00010111 00010000 00000000

11001000 00010111 00010010 00000000

11001000 00010111 00010100 00000000

200.23.16.0/20
200.23.16.0/23

200.23.18.0/23
200.23.20.0/23
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Hierarchical addressing: route aggregation

hierarchical addressing allows efficient advertisement of routing
information:

Organization 0
200.23.16.0/23

Organization 1 \ ‘Sang "
200.23.18.0/23 end me anything

with addresses
Organization 2 T beginning

200.23.20.0/23 . Fly-By-Night-ISP \%
. ) Internet
Organization 7 . /
200.23.30.0/23 -

- ISPs-R-Us Send me anything
with addresses

beginning
/ 199.31.0.0/16”
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IP addressing: the last word...

Q: how does an ISP get block of addresses?

A: ICANN: Internet Corporation for Assigned
Names and Numbers
" allocates addresses
= manages DNS

" assigns domain names, resolves disputes
* http://www.icann.org/
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Longest prefix matching

- longest prefix matching

when looking for forwarding table entry for given
destination address, use longest address prefix that
matches destination address.

Destination Address Range Link interface

20023160/21 11001000 OOOlOlll OOO]_O*** R b b b A b g ¢ O

200.23.24.0/24 | 11001000 00010111 00011000 **#*xxsxx| 1

200.23.24.0/21 | 11001000 00010111 000LL*** ****%k*x|2

otherwise 3

examples:
DA: 11001000 00010111 000104110 10100001 which interface?
DA: 11001000 00010111 00011000 [10101010 which interface!?
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Interplay between routing, forwarding

routing alaorithm routing algorithm determines
00 end-end-path through network

forwarding table determines
local forwarding at this router

local forwarding table

dest address |output lin

address-range 1 | 3
address-range 2 | 2
address-range 3 | 2
address-range 4 | 1

IP destination address in

arriving packet’ ;header
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Graph abstraction

graph: G = (N,E)
N =set of routers={u,v,w, x,y,z}

E = set of links ={ (u,v), (u,x), (u,w), (v,x), (v,w), (x,w), (X,y), (w,y), (w,z), (y,z) }
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Graph abstraction: costs

c(x,x”) = cost of link (x,x")
e.g., cw,z)=5

cost could always be | (# of hops)
or
inversely related to bandwidth.

cost of path (x4, X3, X3,..., Xp) = C(X4,Xp) + C(Xp,X3) * ... + C(X,.1,Xp)

key question: what is the least-cost path between u and z ?
routing algorithm: algorithm that finds that least cost path

Least cost path reduces the number of packets in the network and the delay.
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Chapter 5: outline

5.2 routing algorithms
= distance vector
= |ink state

Network Layer 4-14



Distance vector algorithm

Bellman-Ford equation
(dynamic programming)

let

d,(y) := cost of least-cost path from x to y
then

d,(y) = min {c(xv) + dy(y) )

cost from neighbor v to destination y
cost to neighbor v

min taken over all neighbors v of x
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Bellman-Ford examEIe d(y) = min, {c(xv) *+ d,(y) )

du(z) =5 5 dyw(z) =3 To update d,(z): u's neighbors v, x, w.
Clearly, d,(z) =5, d,(z) = 3, d,(z) =3

dy(z) = min { c(u,v) + d(2),
C(u,Xx) + dy(2),

c(u,w) +dy(2) }
=min {2 + 5,

1+ 3,

5+3} =4

node achieving minimum is next
hop in shortest path, used in forwarding table
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Distance vector algorithm

+ d,(y) = estimate of least cost from x to y

+ node X:
" x maintains distance vector D, = [d,(y): y € N ]
" knows cost to each neighbor v: c(x,v)

= maintains its neighbors’ distance vectors. For
each neighbor v, x maintains

D, =[d/(y):y e N]
'.Keep exchang!ng its ) S
distance vector its D, D,
with its neighbors
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Distance vector algorithm
key:dea

+ from time-to-time, each node sends its own
distance vector estimate to neighbors

<~ when x receives new DV estimate from neighbor,
it updates its own DV using B-F equation:

D.(y) < min {c(x,v) + D (y)} foreach nodey €N

+ under minor, natural conditions, the estimate d (y)
converge to the actual least cost d,(y)
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Dy(z) = min{c(x,y) +

D,(z), c(x,z) + D,(z)}
= min{2+1,7+0} =3

D,(y) = min{c(x,y) + D\(y), c(x,z) + D,(y)}
=min{2+0 , 7+1} = 2

node X .ot to

table |x y z X
xﬂ? x(0 2 3
Sy Sy|2 0 1
Tz Z\7 10

node y

table

from
N < X

node z  pstto
table | X y z

X | 0 o0 o0

o0

o0 o0

from
N <

time

v
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D,(y) = min{c(x,y) + D\(y), c(x,z) + D,(y)}
=min{2+0 , 7+1} = 2

cost to
Xy z

o0 o0 o0

o0 o0

o0

Dy(z) = min{c(x,y) +

D,(z), c(x,z) + D,(z)}
= min{2+1,7+0} =3

cost to
Xy z

N < X

02 3
2 0 1
310

N < X
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Chapter 5: outline

5.2 routing algorithms
= distance vector
®  |ink state
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A Link-State Routing Algorithm

Dijkstra 's algorithm

+ net topology, link costs
known to all nodes

= accomplished via “link state
broadcast”

= 3]l nodes have same info

«» computes least cost paths

from one node ("source”)
to all other nodes

= gives forwarding table for
that node

< Iterative:

= after k iterations, know
least cost path to k nearest
dest.’ s

4

4

notation: given src u

C(X,Y): link cost from
node x to y; = < if not
direct neighbors

D(V): current value of
cost of path from source
to dest. v

P(V): predecessor node
along path from source to
v

N': set of nodes whose
least cost path definitively
known

Network Layer 4-22



notation: given src u
% D(V): current value of

Dll kstra’ S Algorithm cost of path from source

0 Collect global topology info ’ ;)0( \C/I)e.S::edecessor o
1 Initialization: '
2 N'={u} elong path from source to
3 for all nodes v

Thop , i, adjacent to « N': set of nodes whose
5 then D(v) = c(u,v) Ieast cost path definitively
6 else D(v) = hown

!
(\8 Loop

9 find w not in N' such that D(w) is a minimum

10 addwto N

11 update D(v) for all v adjacent to w and not in N' :

12 D(v) = min( D(v), D(w) + c(w,Vv) )

13 /" new cost to v is either old cost to v or known

K/14 shortest path cost to w plus cost from w to v */
15

K hgnps

until all nodes in N’
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oo b4 R
Diikstra s alsorithm: example

D(v; D(wg D(x) D(y) D(z)

Step N P(v) p(w) p(x) p(y) p(2)

0 u 7,u @ 5,u o o

1 uw 6,wW 5,u)11,w o D(v) = min( D(v), D(w) + c(w,v) )
2 UWX @ 11,W

3 UWXV 10,V

4 UWXVY

5 uwxvyz

notes.

» construct shortest path by
tracing predecessor nodes

» ties can exist (can be broken
arbitrarily)
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Dijkstra’ s algorithm: another example
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Dijkstra’ s algorithm: another example

Step N'  D(),p(v) Dw),p(w) D(x),p(x) D(y),p(y) D(z),p(z)
0 u 2,u 5u  1u oo oo
1 ux«~—— 2,u_ 4x 2 X 0o
2 uxy« ————2;0 3y 4,y
3 UXyv < 3,y 4,y
4 UXYVW <« 4,y
3 UXYVWZ <+
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Dijkstra’ s algorithm: example (2)

resulting shortest-paths from u:

Sw2

e

resulting forwarding table in u:

destination link
v (u,v)
X (u,x)
y (u,x)
w (u,x)
z (u,x)

Network Layer 4-27



Comparison of LS and DV algorithms

message complexity

LS: with n nodes, E links, O(nE)
msgs sent

DV: exchange between neighbors
only

" convergence time varies

robustness: what happens if
router malfunctions?

LS:

" node can advertise incorrect
link cost

= each node computes only its
own table

= DV node can advertise
incorrect path cost

= each node’ s table used by
others

- error propagate thru
hetwork
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Questions!?
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