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Both components and devices have been counterfeited, and the practice appears to be 

growing. With a high potential profit, counterfeiting medical devices is a huge business. 
-- Unique Identification for Medical Devices -- FDA-sponsored report, 2006

We do not want a $12 million missile defense interceptor's 

reliability compromised by a $2 counterfeit part.  
-- General Patrick O’Reilly, Director, Missile Defense Agency

Issued: 18 January 2011 at 10:00 Ref: MDA/2011/004 

Medicines and Healthcare products Regulatory Agency  Page 2 of 5  
 

Device 
Nellcor SpO2 Durasensor (DS-100A) sensors are used with pulse oximeters for non-invasive measurement 
of oxygen saturation of patients over 40kg. 
 
The most noticeable differences between genuine and counterfeit sensors are shown below. See the 
manufacturer’s Field Safety Notice for a full list of differences. 
  

   Original Nellcor Durasensor                        Counterfeit  sensor 
               sensor 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 One winding on feather           Three windings on feather 
 
   Red and black cables visible                                   No visible cables 
 
 

Problem 
The Medicines and Healthcare products Regulatory Agency has been informed by Covidien that counterfeit 
Nellcor SpO2 Durasensor (DS-100A) sensors have been found on the market in Germany and the 
Netherlands.  
 
The accuracy and safety of the counterfeit devices cannot be determined as they have not gone through 
Covidien’s validated conformity assessment. 
 

Distribution 
This MDA has been sent to:  
x NHS trusts in England (Chief Executives) 
x Health Protection Agency (HPA) (Directors) 
x HSC trusts in Northern Ireland (Chief Executives) 
x NHS boards in Scotland (Chief Executives) 
x Primary care trusts in England (Chief Executives) 
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Medical Device Alert 
 

Action   
 
Ref: MDA/2011/004 Issued: 18 January 2011 at 10:00 
 

Device 
Counterfeit Covidien Nellcor 
SpO2 Durasensor® (DS-100A) 
sensors. 
 
 

 

 

Problem Action 
Counterfeit Nellcor SpO2 Durasensor (DS-100A) 
may have been supplied to hospitals and 
clinics. 
 
Covidien, the legitimate manufacturer, has 
found that sample counterfeit devices partially 
failed to provide SpO2 readings when tested 
with OxiMaxTM/Nellcor monitors. 
 

Action by 
All those who use or maintain these devices. 

x Identify and quarantine any suspect 
devices using the information in the 
manufacturer’s Field Safety Notice. 

.  
x Contact your local Covidien 

representative to authenticate suspected 
devices. 

 
x Return any confirmed counterfeit 

devices to your local Covidien 
representative and inform the MHRA. 

 

CAS deadlines Contact 
Action underway: 01 February 2011 

Action complete: 08 February 2011 

Manufacturer 
Mr B Cole 
Covidien 
 
Tel:       07710 597 649 
Fax:    020 3027 1758  
Email: ben.cole@covidien.com   
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Abstraction: the act of considering something as a general 
quality or characteristic, apart from concrete realities, 
specific objects, or actual instances. [dictionary.com]  

Biometrics:  the measurement and analysis of unique physical 
or behavioral characteristics especially as a means of 
verifying personal identity. [merriam-webster.com]

Unique Features

3

[Bertillon, 1893]
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Fingerprints 

[Galton, 1895]

Retina 

[Hill, 1978]

Iris 

[Daugman, 1993]

Gait Analysis 

[Nixon et al., 1996]

Ear shape 

[Choras et al., 2004]

Camera Sensors 

[Lukas et al., 2006]

Compact Discs 

[Hammouri et al, 2009]

Fingerprinting Blank Paper Using Commodity Scanners
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Abstract

This paper presents a novel technique for authenticating
physical documents based on random, naturally occurring
imperfections in paper texture. We introduce a new method
for measuring the three-dimensional surface of a page
using only a commodity scanner and without modifying
the document in any way. From this physical feature, we
generate a concise fingerprint that uniquely identifies the
document. Our technique is secure against counterfeiting
and robust to harsh handling; it can be used even before
any content is printed on a page. It has a wide range of
applications, including detecting forged currency and tickets,
authenticating passports, and halting counterfeit goods.
Document identification could also be applied maliciously to
de-anonymize printed surveys and to compromise the secrecy
of paper ballots.

1. Introduction and Roadmap

Viewed up close, the surface of a sheet of paper is not
perfectly flat but is a tangled mat of wood fibers with a
rich three-dimensional texture that is highly random and
difficult to reproduce. In this study, we introduce a new
method for identifying a physical document—and verifying
its authenticity—by measuring this unique natural structure.
We show that paper texture can be estimated using only
a flatbed scanner coupled with appropriate software, and
that this feature is robust against rough treatment—such as
printing or scribbling on the document or soaking it in water—
and adversarial counterfeiting. Under normal conditions, our
technique can identify documents with near-perfect accuracy
and a negligible false positive rate.

It has long been known how to authenticate the content
printed on a page by using cryptographic methods such as
digital signatures. We address a different problem: how to
authenticate the paper itself. For some kinds of documents,
such as currency and tickets, it matters not only that the
content is unaltered but also that the document is a genuine
original rather than a copy or forgery. Physical document
authentication has many applications, which we discuss

<

paper
surface

light

sensor

normal

down
to glass

(a) (b) (c)

Figure 1. Since the surface of a sheet of paper is not
perfectly flat, a scanner will produce a different image
depending on the orientation of the page. The light
reaching the sensor depends on the relative angles of
the light source and surface normal, (a). A 10 mm tall
region of a document scanned from top to bottom, (b),
appears different from the same region scanned from left
to right, (c). By combining (b) and (c) we can estimate
the 3-D texture.

in Sections 7 and 8. Some of these applications may be
harmful; for example, our method allows re-identification of
supposedly anonymous surveys and paper ballots.

In contrast with previous efforts, our technique measures
paper’s 3-D texture, requires no exotic equipment, produces
a concise document fingerprint, does not require modifying
the document, and may be applied to blank paper before
content is printed. Previous systems lack one or more of these
properties. For example, Laser Surface Authentication [1]
requires a costly laser microscope to image paper texture,
while the technique proposed by Zhu et al. [2], which focuses
on ink splatter caused by randomness in the printing process,
requires the paper to be printed with known content prior to
fingerprinting. We discuss these and other related work in
Section 2.

The physical document authentication technique we pro-
pose is a three-stage process culminating in a robust and
secure fingerprint. In the first stage, we scan the original

2009 30th IEEE Symposium on Security and Privacy

1081-6011/09 $25.00 © 2009 IEEE
DOI 10.1109/SP.2009.7

301

Blank Paper 

[Clarkson et al., 2009]
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Overview
❖ Introduction to PUFs 

1. SRAM power-up state as PUF 

2. SRAM data retention voltage as PUF 

3. Modified SRAM as challenge-response PUF
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Silicon Physical Random Functions∗

Blaise Gassend, Dwaine Clarke, Marten van Dijk† and Srinivas Devadas
Massachusetts Institute of Technology

Laboratory for Computer Science
Cambridge, MA 02139, USA

{gassend,declarke,marten,devadas}@mit.edu

ABSTRACT
We introduce the notion of a Physical Random Function
(PUF). We argue that a complex integrated circuit can be
viewed as a silicon PUF and describe a technique to identify
and authenticate individual integrated circuits (ICs).

We describe several possible circuit realizations of differ-
ent PUFs. These circuits have been implemented in com-
modity Field Programmable Gate Arrays (FPGAs). We
present experiments which indicate that reliable authenti-
cation of individual FPGAs can be performed even in the
presence of significant environmental variations.

We describe how secure smart cards can be built, and also
briefly describe how PUFs can be applied to licensing and
certification applications.

Categories and Subject Descriptors
C.3 [Special-Purpose and Application-Based Systems]:
Smartcards

General Terms
Measurement, Experimentation, Security

Keywords
Identification, physical random function, physical security,
smartcard, tamper resistance, unclonability

1. INTRODUCTION
We describe the notion of Physical Random Functions

(PUFs) and argue that PUFs can be implemented using
conventional integrated circuit (IC) design techniques. This

∗This work was funded by Acer Inc., Delta Electronics Inc.,
HP Corp., NTT Inc., Nokia Research Center, and Philips
Research under the MIT Project Oxygen partnership.
†Visiting researcher from Philips Research, Prof Holstlaan
4, Eindhoven, The Netherlands.

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
CCS’02 November 18–22, 2002, Washington, DC, USA.
Copyright 2002 ACM 1-58113-612-9/02/0011 ...$5.00.

leads us to a method of identifying and authenticating in-
dividual ICs and a means of building secure smartcards. A
host of other applications are also possible.

Many methods are already available to identify and au-
thenticate ICs. One can embed a unique identifier in an IC
to give it a unique identity. This approach can identify the
IC, but cannot authenticate it. To enable authentication,
one needs to embed a secret key onto the IC. Of course, for
the system to work, this key needs to remain secret, which
means that the packaged IC has to be made resistant to at-
tacks that attempt to discover the key. Numerous attacks
are described in the literature. These attacks may be inva-
sive, e.g., removal of the package and layers of the IC, or
non-invasive, e.g., differential power analysis that attempts
to determine the key by stimulating the IC and observing
the power and ground rails. Making an IC tamper-resistant
to all forms of attacks is a challenging problem and is receiv-
ing some attention [1]. IBM’s PCI Cryptographic Coproces-
sor encapsulates a 486-class processing subsystem within a
tamper-sensing and tamper-responding environment where
one can run security-sensitive processes [13]. However, pro-
viding high-grade tamper resistance, which makes it impos-
sible for an attacker to access or modify the secrets held
inside a device, is expensive and difficult [2, 3].

We propose a completely different approach to IC authen-
tication in this paper. Our thesis is that there is enough
manufacturing process variations across ICs with identical
masks to uniquely characterize each IC, and this character-
ization can be performed with a large signal-to-noise ratio
(SNR). The characterization of an IC involves the genera-
tion of a set of challenge-response pairs. To authenticate ICs
we require the set of challenge-response pairs to be charac-
teristic of each IC. For reliable authentication, we require
that environmental variations and measurement errors do
not produce so much noise that they hide inter-IC varia-
tions. We will show in this paper, using experiments and
analysis, that we can perform reliable authentication using
the techniques that we now introduce.

How can we produce a unique set of challenge-response
pairs for each IC, even if the digital IC functionality or
masks of the ICs are exactly the same? We rely on there
being enough statistical delay variation for equivalent wires
and devices across different ICs. Sources of statistical varia-
tion in manufacturing are well documented in the literature
(e.g., [5] and [6]) and statistical variation has been exploited
to create IC identification circuits that generate a single
unique response for each manufactured IC [11]. The tran-
sient response of the IC to a challenge, i.e., input stimulus,
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Physical Unclonable Functions
❖ Physical 

❖ Behavior depends on physical variations 

❖ Unclonable 

❖ No way to predict outputs 

❖ Behavior cannot be modeled 

❖ Behavior cannot be observed 

❖ Function 

❖ Produces responses, possibly from challenges

6

f
PUF Characterized by 

Challenge-Response Pairs 
(CRPs)

Challenges Responses



SRAM PUFs WPI, Feb 2015

Design Considerations for Silicon PUFs
❖ Outputs determined by uncorrelated variation 

❖ Random dopant fluctuations and small devices 

❖ Balanced parasitics and wire lengths to avoid bias 

❖ Variation and noise hard to separate 

❖ Distance-based matching 

❖ Error correction 

❖ Secure 

❖ Unreadable by invasive attack

7
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Weak vs Strong PUFs
Weak PUFs 

8

Strong PUFs 

❖ No challenge, just response

❖ Responses remain internal

❖ Perfect internal error 
correction

❖ Attacks: Cloning and invasive 
reading of responses

❖ Use cases: New form of key 
storage

❖ Many challenge-response pairs

❖ Public CRP interface

❖ Error correction outside 
PUF is possible

❖ Attacks: Modeling attacks 
and protocol attacks

❖ Use cases: New cryptographic 
primitive
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Weak vs Strong PUFs
Weak PUFs 

8

Strong PUFs 

❖ No challenge, just response

❖ Responses remain internal

❖ Perfect internal error 
correction

❖ Attacks: Cloning and invasive 
reading of responses

❖ Use cases: New form of key 
storage

❖ Many challenge-response pairs

❖ Public CRP interface

❖ Error correction outside 
PUF is possible

❖ Attacks: Modeling attacks 
and protocol attacks

❖ Use cases: New cryptographic 
primitive

❖ Weak and strong are two PUF subclasses among many 

❖ Controlled PUFs 

❖ Public PUFs 

❖ SIMPL, etc
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Examples of Strong PUFs
❖ Optical PUF [Pappu et al. ’02] 

❖ Arbiter PUF [Gassend et al. ’02, Lim et al. ’05] 

❖ Bistable Ring PUF [Chen et al. ’11] 

❖ Low-power current-based PUF  
[Majzoobi et al. ’11]

9

"Arbiter PUF"
"PUF"

Research
Mentions
by Year

Year
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Strong PUF Protocols
❖ Identification/Authentication (1) 

❖ Key Exchange (2,3) 

❖ Oblivious transfer (4,3,5,6) — enables secure two-party 
computation 

❖ Bit commitment (3,5,6,7,8) — enables zero-knowledge proofs 

❖ Combined key exchange and authentication (9)

10

(1) R. Pappu et al, Science 2002     
(2) M.v.Dijk, US Patent 2,653,197, 2004      
(3) C. Brzuska et al, CRYPTO 2011  
(4) U. Rührmair, TRUST 2010   
(5,6)  U. Rührmair, M.v.Dijk, CHES 2012 and JCEN 2013 
(7) U. Rührmair, M.v. Dijk, Cryptology ePrint Archive, 2012                                     
(8)  Ostrovsky et al., EUROCRYPT 2013 
(9)  Tuyls and Skoric, Strong Authentication with Physical Unclonable Functions, Springer 2007 
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❖ Challenges: ci ∈ 2m   (m= num stages) 

❖ Responses:  ri ∈ 0,1 

❖ Uses variations in subcomponent delays

11

[B Gassend et al., ’02] [D. Lim et al., ’05]
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❖ Assumes that model cannot be created by observing CRPs 

❖ But basic arbiter PUF susceptible to additive delay model

[G. Suh et al., ’07]
[M. Majzoobi et al., ’08]

Q
…

❖ XOR Arbiter PUF resists additive model
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Authentication using Strong PUF
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Examples of Weak PUFs
❖ Using custom circuits 

❖ Drain currents  [Lofstrom et al. ’02] 

❖ Capacitive coating PUF  [Tuyls et al. ’06] 

❖ Cross-coupled devices  [Su et al. ’07] 

❖ Sense amps  [Bhargava et al. ’10] 

❖ Using existing circuits 

❖ Clock skew  [Yao et al.’13] 

❖ Flash latency  [Prabhu et al. ‘11] 

❖ Power-up SRAM state  [Guajardo et al. ’07, Holcomb et al. ’07]

13

"SRAM PUF"
"PUF"

Research
Mentions
by Year

Year
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Applications of Weak PUFs
❖ Identification 

❖ Authentication 

❖ Secret key 

❖ Random number generation

14



RFID Security 2007 
IEEE Transactions on Computer 2009

SRAM Power-up State
Using Retention voltage of 
SRAM cells as a signature

Daniel E. Holcomb 
Kevin Fu 
Wayne Burleson

See also:
Guajardo et al., CHES’07
Intrinsic ID
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6-Transistor SRAM Cell
❖ Ubiquitous memory 
❖ Two stable states: “0” (AB=01)  “1” (AB=10) 
❖ Wordline selects a cell for reading/writing  
❖ Complementary bitlines read/write values to/from selected cells 

16

A

B
A

B

BL BLB

wordline wordline

BL BLBbitlines bitlines
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SRAM Power-up State
Utilize inherent power-up bias of each SRAM cell

17

❖ No challenge other than cell selection 

❖ Responses:  r ∈ 2n   (power-up state of n cells) 

❖ Behavior from threshold variation of transistors in cell
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❖ Static noise margin 

[Seevink et al., 1987]  

❖ Sets lower bound on 
safe VDD
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❖ Power-up sensitive to variations 

❖ Uncorrelated across cells and chips 

❖ Persistent
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❖ 64-bit fingerprints 

❖ Population size of 5,120
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Temperature
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NBTI Aging
❖ Stored state impacts subsequent power-up tendency 

❖ Favors opposite of stored state 

❖ Possible directed attack 

❖ Recovery after stress removed

22

A=0 B=1

❖ Directed aging can improve 

reliability 

❖ Constructively bias cells away 

from metastability 

[Bhargava et al. HOST’12] 

[Mathew et al. ISSCC’14]
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Enroll PUF at Manufacture

Power-up State PUF as Secret Key

❖ Learn response r

❖ Choose key k and derive 

public helper data h: 

 h = Encode(k) ⊕ r

23

Weak PUF

code offset construction  
[Dodis et al. ’08]
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Generate Key in FieldEnroll PUF at Manufacture

Power-up State PUF as Secret Key

❖ Learn response r

❖ Choose key k and derive 

public helper data h: 

 h = Encode(k) ⊕ r

❖ Store h  with PUF

❖ Disable access to response r

❖ Measure r’ ⊕ h

❖ Key k = Decode(r’ ⊕ h)
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k is reliable  
key

Weak PUF

               h

code offset construction  
[Dodis et al. ’08]
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Generate Key in FieldEnroll PUF at Manufacture

Power-up State PUF as Secret Key

❖ Learn response r

❖ Choose key k and derive 

public helper data h: 

 h = Encode(k) ⊕ r

❖ Store h  with PUF

❖ Disable access to response r

❖ Measure r’ ⊕ h

❖ Key k = Decode(r’ ⊕ h)

❖ Reliable unclonable key for crypto 

❖ Assumes that r cannot be read in field

23

k is reliable  
key

Weak PUF

               h

code offset construction  
[Dodis et al. ’08]
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DRV Fingerprint Matching
❖ Fingerprint of cell is a pair [Vc

0 , Vc
1] 

❖ Vc
0  : Highest voltage that causes flip from 0 state 

❖ Vc
1  : Highest voltage that causes flip from 1 state

25

Unique Correct Match

DRV 99.7%

Power-up 71.7%

❖ Identification using Euclidean 
distance matching
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Data Retention Voltage
❖ More informative than power-up state
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Data Retention Voltage
❖ More informative than power-up state
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❖ Support from non-volatile storage
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DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM

27

Address DRV
9 300
6 290
5 280
8 270
0 250
2 230
4 210
1 190
3 180
7 170

index-based syndrome coding [Yu et al. D&TC’10] [Hiller et al. HOST‘12]

arbitrary keyhelper data
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DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM

27

Address DRV
9 300
6 290
5 280
8 270
0 250
2 230
4 210
1 190
3 180
7 170

1,x,x〈9,1〉,〈x,x〉, 〈x,x〉

bit i = 1 if first address 
in pair i has higher DRV

index-based syndrome coding [Yu et al. D&TC’10] [Hiller et al. HOST‘12]

encode arbitrary keyhelper data
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DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM

27

Address DRV
9 300
6 290
5 280
8 270
0 250
2 230
4 210
1 190
3 180
7 170

0,x,x

bit i = 1 if first address 
in pair i has higher DRV

index-based syndrome coding [Yu et al. D&TC’10] [Hiller et al. HOST‘12]

encode arbitrary keyhelper data

〈1,9〉,〈x,x〉, 〈x,x〉
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DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM
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3 180
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bit i = 1 if first address 
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arbitrary keyhelper data
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DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM

27

Address DRV
9 300
6 290
5 280
8 270
0 250
2 230
4 210
1 190
3 180
7 170

bit i = 1 if first address 
in pair i has higher DRV

index-based syndrome coding [Yu et al. D&TC’10] [Hiller et al. HOST‘12]

arbitrary keyhelper data decode

〈1,9〉,〈x,x〉, 〈x,x〉

Address DRV
9 287
6 305
5 263
8 268
0 251
2 232
4 213
1 203
3 181
7 182

0,x,x



SRAM PUFs WPI, Feb 2015

DRV PUF as Secret Key
Encode/Decode n-bit key using ≥ 2n-bit SRAM

27

Address DRV
9 300
6 290
5 280
8 270
0 250
2 230
4 210
1 190
3 180
7 170

bit i = 1 if first address 
in pair i has higher DRV

index-based syndrome coding [Yu et al. D&TC’10] [Hiller et al. HOST‘12]

arbitrary keyhelper data decode

〈1,9〉,〈x,x〉, 〈x,x〉

Address DRV
9 287
6 305
5 263
8 268
0 251
2 232
4 213
1 203
3 181
7 182

0,x,x

❖ 100% reliable key generation using silicon data 

❖ Cost of DRV characterization in field is a limitation
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Clk EvalReset

Enable

Contributions
❖ Adding a few gates to wordline drivers of SRAM creates a new 

PUF 

❖ Bitline PUF 
❖ Challenge-response operation 
❖ Low area overhead 
❖ Simple
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Reading an SRAM Cell
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Reading an SRAM Cell
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Reading an SRAM Cell
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Bitline PUF
❖ Accumulate wordline enable signals for concurrent read 

❖ Concurrent reading causes contention 

❖ Contention resolves according to variations

31

… …

Word 0

Word 1

Word Y-1

1

1

1

0

0

1

Write SRAM cells Load WL Drivers Read

Clk EvalReset

Enable

✓
✓



Holcomb and Fu Bitline PUF — CHES 2014

Write SRAM cells Load WL Drivers Read

Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation

32

BLi

PRE

…

RE RE

RE

BLBi

WL1

01

10

WL0✓

✓



Holcomb and Fu Bitline PUF — CHES 2014

Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation

❖ Largely consistent over time for 
given column
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation

❖ Largely consistent over time for 
given column
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Reading a Bitline PUF
❖ Read with contention

❖ Contention resolves according 
to variation

❖ Largely consistent over time for 
given column

❖ Varies across columns or chips
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Challenge Response Pairs
❖ PUF Challenge: 

❖ 4   possible challenges (Y = num. rows) 
❖ For each cell in column: 

1. wordline on, cell value 0 
2. wordline on, cell value 1 
3. wordline off, cell value 0 
4. wordline off, cell value 1  

❖ PUF Response:  
❖ Value read by sense amp of column(s)
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Performance and Overhead
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Performance and Overhead
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Performance and Overhead
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Performance and Overhead
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Performance and Overhead
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Performance and Overhead
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Performance and Overhead
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❖ Word-parallel (e.g. 256 columns)
❖ Response latency

❖ 6 cycles for 256-bit response as shown
❖ Depends on number of enabled rows

❖ Area overhead
❖ A few extra gates per SRAM row
❖ Don’t need to add circuitry on all rows
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Integration
❖ Simple digital interface 
❖ No power-cycling required 
❖ Non-exclusive, SRAM rows still usable as memory when not used for PUF 
❖ Does not upset stored data in non-used rows
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Methodology
❖ Circuit simulation using Ngspice 
❖ Devices are 90nm Predictive Technology Model [1] 
❖ Sizing according to Nii et al. [2] 

❖ Variation: threshold voltage and channel length [3,4] 

❖ Noise: between cross-coupled nodes [5]

36

+ —+ —

experiment code available online: https://github.com/danholcomb/bitline-puf 

n4 n3

n2 n1

p1p2

Φ=
((

|CW
1 −CR

1 |≤ EC

)
∧
(
|CW

0 −CR
0 |≤ EC

))
=⇒

(
|S(CW

1 ,CW
0 )−S(CR

1 ,C
R
0 )|≤ ED

)

ΦMLC :=
(
|CW

1 −CR
1 |≤ EC

)
∧
(
|CW

0 −CR
0 |≤ EC

)

ΦWORD :=
(
|S−1(CW

1 ,CW
0 )−S(CR

1 ,C
R
0 )|≤ ED

)

ΦWORD :=
(
|DW −DR|≤ ED

)

∃S ∀CW
1 ∀CW

0 ∀CR
1 ∀CR

0 (ΦMLC =⇒ ΦWORD)

∃S ∀DW∀CR
1 ∀CR

0 (ΦMLC =⇒ ΦWORD)

∃S∀DW∀CR
1 ∀CR

0 (ΦMLC =⇒ ΦWORD)

∃S∀DW∀CR
1 ∀CR

0 ���
(ΦMLC =⇒ ΦWORD)

6L]LQJ 3URFHVV�9DULDWLRQ
: >QP@ / >QP@ YWK��>P9@ OLQW�>QP@

µ σ µ σ

65$0 FHOO
Q��Q� ��� �� ��� ���� ��� �
Q��Q� ��� �� ��� ���� ��� �
S��S� ��� �� ���� ���� ��� �

6HQVH�$PS
	�3UHFKDUJH

1026 ���� �� ��� ��� ��� �
3026 ���� �� ���� ��� ��� �

σNOISE =

√
kBT
C

���

σV T =
AV T√

WL
���

[1] Predictive Technology Model. 90nm NMOS and PMOS BSIM4 Models
[2] Nii et al., IEEE Journal of Solid State Circuits, 2004
[3] Pelgrom et al.  IEEE Journal of Solid State Circuits, 1989
[4] Seevinck et al.  IEEE Journal of Solid State Circuits, 1987
[5] Anis et al. Workshop on System-on-Chip for Real-Time Applications, 2005 
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Choosing Useful Challenges
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Choosing Useful Challenges
❖ Useful challenges have equal number of 0s and 1s 

❖ Exponential subset of the 4Y possible challenges
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(Asymmetric designs may have different useful challenges)
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Uniqueness and Reliability
❖ Applying random challenges with equal number 0s and 1s 

❖ Nominal conditions: 1.2V and 27°C
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Modeling Attacks
❖ Can a model predict Bitline PUF’s responses? (Yes)
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❖ Challenge values 
1. WL on, value 0 
2. WL on, value 1 
3. WL off, value 0 
4. WL off, value 1 
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❖ CRPs must be obfuscated

[1] Joachims. Making large-Scale SVM Learning Practical. Advances in Kernel Methods - Support Vector Learning, 1999
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Summary
❖ PUFs as a new key storage mechanism 

1. SRAM power-up: Use initial RAM state as basis for key 

2. DRV fingerprint: Use minimum data retention voltage 
as basis for key 

3. Bitline PUF: Modify SRAM array to enable physical 
challenge-response hashing

41

Thank you for your attention.  

Questions?


