
Buzek-Hillery(BH) Cloning MachineIntroduction
• Quantum cryptography allows two distant parties to create

a secret key by exchanging quantum particles. Information
is encoded in the values of the spin of the particles.

• An eavesdropper cannot decipher the information encoded
in the states perfectly without disturbing it in an
uncontrollable way.

• Approximate cloning machines use a variety of methods to
produce imperfect clones that allow an eavesdropper to
obtain useful information about the key being exchanged.

• This report studies the Buzek-Hillery 1→ 2 cloning machine
and an N → M generalization of it. A particular type of
attack launched with a 1→ 2 machine is also studied.
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This is a fundamental theorem of quantum cryptography 
which states that it is impossible to produce a perfect clone 
of an arbitrary quantum state while preserving the original 
state undisturbed. Two alternative proofs of the theorem 
have been given, one by Wootters and Zurek and the 
other by Dieks. Both proofs are simple and use only the 
unitarity of quantum operations performed on a closed 
system.

This result has two important implications:
1. An eavesdropper cannot make a perfect copy of a 
transmitted particle and so is limited in her ability to learn 
about the information encoded in it. 
2. An eavesdropper corrupts the state of the transmitted 
particle and so risks detection.

These machines take as their input an arbitrary state of a 
d-state quantum system (or “qudit”).

They take N identical states as input and produce M  > N 
identical (but imperfect) copies as output.

An approach due to Werner allows the fidelity of the 
machine to be derived without a detailed knowledge of its 
internal structure.  The expression is
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For d = 2, N = 1, M = 2  we find F = 5/6  -- the BH machine!

In an optimal incoherent attack with an ancilla, Eve tries to 
maximize her knowledge of I(A:E) and I(B:E). She uses a cloning 
machine due to Niu and Griffiths that entangles the input state 
with two qubits each initially in the blank state. By suitable 
measurements on these two qubits after the sifting phase, Eve 
can make I(A:E) = I(B:E) and also maximize their values. This 
can be done while limiting the error rate in the key to 14.6%.

Fidelity is a measure of the quality of the clone produced. 
If 𝝋𝝋 is the state being cloned and 𝝆𝝆𝒋𝒋 is the density matrix 
of one of the clones produced, the fidelity is defined as

In the BB84 protocol, Alice and Bob measure the percentage of 
errors in the bit string they share after the sifting phase. If it 
exceeds a certain critical value D, they acknowledge that the 
key either had too much noise or was compromised by an 
eavesdropper Eve. If things go smoothly, they shrink their key 
by a factor R to obtain a secret key.  The values of D and R are 
given by the security criterion of Csiszar and Korner:

𝑅𝑅 = 𝐼𝐼 𝐴𝐴:𝐵𝐵 −𝑚𝑚𝑚𝑚𝑚𝑚 𝐼𝐼 𝐴𝐴:𝐸𝐸 , 𝐼𝐼 𝐵𝐵:𝐸𝐸
A is Alice, B is Bob, E is Eve and 𝐼𝐼 is the mutual information.

The Buzek-Hillery machine is a 1 → 2 cloning machine 
that performs a unitary transformation on the input state, 
a blank state and the machine state, converting the input 
and blank states into two approximate copies of the input 
state that are entangled with the state of the machine.

The fidelity of a generalized version of the Buzek-Hillery
machine, studied in this MQP, is given by
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where 𝜃𝜃 describes the nature of the machine and 𝜗𝜗 is a 
parameter characterizing the input state.

For the usual BH machine, 𝜃𝜃 = 𝑐𝑐𝑐𝑐𝑠𝑠−1 2
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and  F = 5
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The clones must be described by a density matrix 
because they are entangled with each other and the 
cloning machine. All the machines we consider produce 
identical clones. 

Conclusion
• We carried out a detailed analysis of a generalized 

version of the Buzek-Hillery machine that produces 
two imperfect copies of an arbitrary state of a qubit.

• We used an approach due to Werner to study more 
general types of cloning machine that can take N 
identical copies of a d-state system as input and 
produce M > N imperfect copies of it.

• We showed that under a certain type of incoherent 
attack the BB84 protocol is safe if the error rate is less 
than 14.6%. 

• More sophisticated attacks can have 11.1% crit. error 

The three curves show F as a 
function of the input state 
parameter 𝝑𝝑 for machines  with 
three different values of 𝜃𝜃 and 
the flat line is the BH machine.
The other machines can 
outperform BH for some states 
but only BH has a uniform 
fidelity for all states.
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