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IoT devices can monitor the health, safety, and security of aging adults, and automate many household tasks, enabling independence
far into old age. However, such devices also have many inherent vulnerabilities, which make them a popular target for cyberattacks.
The heterogeneity of IoT devices and their interactions may make them susceptible to new types of attacks, and also make usability
difficult for the aging population. Furthermore, the elderly may be particularly vulnerable and uncomfortable with new technologies.
Existing network management interfaces are designed for domain experts, and are impracticable for non-technical users.
We propose an agenda for exploring the design of (1) interfaces and guidelines to enable senior users to manage the security posture
of IoT devices, and (2) security tools that identify such issues and collaborate with the user to resolve them. We structure this agenda
around the core concepts of autonomy, control, and delegation, summarized by the concept of explainable stewardship. We argue that
goal (1) must be addressed with qualitative studies of user attitudes towards prototype interfaces. Goal (2) requires the integration of
existing network anomaly detection algorithms into techniques which can summarize and explain their meaning.
Much remains to be done to ensure older users can take advantage of smart devices without suffering cybersecurity incidents. We
hope this article can act as a call for further research in this field.
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1

INTRODUCTION

Smart, internet-connected home devices, such as smart cameras, household appliances, thermostats, smart locks, etc.
are being increasingly installed in residential settings. Internet-connected wearable sensors, used to guide physical
exercise and monitor health, are likewise increasing in popularity. It is common to refer to the interconnected set of
such devices as the “Internet of Things”, and to individual devices as “IoT devices”.
One of the great promises of IoT devices is safe and independent living for the aging population. In recent years,
researchers have produced a rich literature on using IoT devices to enable autonomous living for seniors, and we expect
that IoT devices will perform an important role in assisted living as the population continues to age.
One class of devices on which much attention has been focused targets health monitoring [30, 34]. However, there is
also interest in a broader class of IoT devices for home automation, including internet-connected home appliances and
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actuators [24], which can help with home management and even personal care and leisure [18]. Indeed, research on
elder users’ concept of independence (and how smart technology can enable it) evidences that health monitoring is only
one factor; other components—such as tools for easy remote interaction—are necessary [4]. While these kinds of smart
devices can be helpful to any population, they are particularly likely to be impactful for older adults who may encounter
difficulties in independently performing everyday activities. As Majumder et al. put it, “smart homes may allow the
elderly to stay in their comfortable home environments instead of expensive and limited healthcare facilities” [24].
In order to realize this promise, however, it is necessary to overcome a significant hurdle: the poor state of IoT device
security. As evidenced by a long stream of reports, it is common for IoT devices to be affected by easy-to-exploit security
vulnerabilities. These include lack of access control [19], default and/or hardcoded passwords and access keys [25], and
others; the types of security vulnerabilities that are frequently detected in IoT devices run the full gamut of typical
software vulnerabilities. The consequence is that attackers can easily gain access to devices, performing various types
of privacy invasions and cybercrime operations.
Two factors are oftentimes indicated as culprits for this state of things. First, many manufacturers of IoT devices
have expertise on implementing embedded hardware and low-level software, but expertise on building secure internetconnected software may not be available in-house. As a result, the onboard software (firmware) running on a device
may not be built according to security best practices [20]. Second, historically there has been limited incentive in
improving the security posture of IoT devices, as users tend to ignore decreased security/privacy as long as the devices
increase the convenience of performing household chores [35].
To further compound the problem, designing secure devices is inherently difficult—even for experienced designers
and developers—due to the wide variety of unforeseen contexts where they may be installed. IoT devices, catering to a
wide variety of functions, are heterogeneous; this heterogeneity and interaction of devices make them harder to use and
also may result in emergent vulnerabilities. Indeed, past analysis of IoT systems has shown that even device interaction
in the physical world can propagate cyberattacks [14].
This state of things clashes with the vision of a world where older adults depend on smart, internet-connected devices
for safe and healthy living. Devices that cannot be properly secured create two types of issues: first, users may be wary
to deploy them due to the perceived risk. Second, their use may create danger for the user. Consider, for example, a
smart lock that can be opened remotely by an attacker. The goal of this paper is to call attention to the gap between
the cybersecurity skills of an aging population and the skills needed to maintain the current generation of IoT devices
securely. Further, we propose a research agenda aimed at closing this gap, which includes: (i) building a detailed model
of attitudes towards and understanding of cybersecurity in the aging population; and (ii) designing new algorithmic
tools to assist this demographic in identifying and resolving security issues arising within home IoT networks.

2

RELATED WORK
Understanding the context. An ethnographic study of households in the UK and US showed that residential network

setup and maintenance must be considered in the collaborative social setting of a household [16]. The study also
evidenced a gap between the modes through which the internet evolves and provides services, and the needs and
expectations of a household. As a result, home networking setup and maintenance often was nontrivial, even in
households with highly technical members. It is important to note that the complexity of home network setups has
a direct bearing on its security, since a user who cannot fully control the network configuration is disempowered to
properly secure it. Interestingly, while this study presented itself as a call-to-arm for more usable and human-centric
2
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household network design, home network technology has arguably evolved in the opposite direction. In the years since
this study, IoT technology has rapidly expanded, and home networks have become more complex and more diverse.
The matter is further complicated by the fact that research on IoT devices may suffer from significant selection bias.
Recently, Desjardins et al. drew attention to the design assumptions in most domestic IoT research, which often focuses
on detached single family North American homes with two parents and children [13]. While this work did not discuss
network security, it highlights the importance of broadening assumptions beyond these “stereotypical” homes. Indeed,
a household including older users, either by themselves or as part of a larger family, does not fit this definition.
Understanding general user attitudes towards IoT device security. Prior work explored user perceptions of smart home
IoT privacy [35]. For example, users highly valued convenience of IoT devices, over both privacy and security. In addition,
they did not understand the implications of non-camera-based devices on privacy. In another study, researchers found
that people have limited or incorrect knowledge about IoT security, and often do not consider it before purchasing [15].
For example, half of the participants could not differentiate privacy from security. After purchasing, more individuals
became concerned about security issues, and during the interview process, almost all participants voiced some interest
in having information about the security of their IoT device, ranking privacy and security as the most influential factors
after price and features for purchase decisions. Further, many individuals viewed security as an “innate, uncontrollable
property”, lacked knowledge of risks and mitigation strategies, and found it overly burdensome. Finally, a study in the
UK [27] found that individuals tend to go to friends, family and coworkers with some technical knowledge for help in
keeping their network secure. The problematic relationship between non-expert users and IT security suggests the need
for algorithms and tools that hide some of the complexity of security management, making the problem manageable.
This theme informs the notion of autonomy in our research agenda, which we discuss in detail later in this article.
Smart devices and older users. Steele et al. looked at issues of perception of wireless sensors for health monitoring
in older users [30]. The study found that privacy concerns are not a barrier for acceptance, but that cost concerns
may be. Steele et al. also identified an aspect which is crucial to our research agenda: the necessity for older users to
retain a degree of control over the system that they find appropriate. More recently, Wu and Munteanu investigated
the perception related to a specific type of device, a fall sensor [34]. Their analysis found that acceptance is possible,
particularly if devices come accompanied by contextual information and practically useful instructions. Ambe et al.
provided a rare example of participatory design, in the IoT space, focusing on older users [1]. The experiment emphasizes
the importance, for the target demographic, of agency over automation, again emphasizing the theme of control.
Senior users’ attitudes towards cybersecurity. An analysis of cybersecurity information sources found that the material
generally available online is not tailored to older users, and properly educating this population would require the
creation of more accessible material [11]. Researchers have also looked at the usability of web applications used to
control smart home devices, with particular focus on older users [32]. This study found again that existing technology
is unfriendly to this demographic, and a redesign of existing tools may be necessary. Carlene Blackwood-Brown [5]
investigated elderly cybersecurity skill levels and motivations in acquiring cybersecurity skills. This work found that
skill levels depend on a variety of factors, and cybersecurity awareness training has the potential of increased older
users’ command of cybersecurity skills. In a different but related domain, recent work investigated issues related to
caregivers accessing healthcare portals as proxies for the elderly. These studies identified significant privacy concerns
of older patients in regard to which information can be accessed by others [22]. They also identified shortcomings in
technical means for delegation, which forces users to resort to sharing passwords [21]. These works emphasize the
need for controlled delegation of security, another central theme of our research.
3
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Discussion. Overall, the selection of works reviewed above strongly suggests that older users can benefit from, and are
willing to accept, the presence of smart devices that increase their autonomy. It also highlights the need for techniques
and tools which can assist with securing smart devices, and are specifically designed with this population in mind.
There are, however, caveats. The first is the problematic relationship between unskilled users and cybersecurity of home
computing devices. Over and over, analyses of cybersecurity attitudes have found a problematic interface between
computing devices and humans, which leave users worried, frustrated, and generally perceiving that they do not fully
understand their devices. Systems should take this into account, and hide fine-grained details of security deployment,
thus working—at least in part—autonomously. The second is the recurring need of retaining control and agency, which
appear particularly pronounced in the elderly population. This theme has significant implications for our research
agenda: just securing devices without allowing users to understand how and why security is being applied is likely to
be insufficient. The third is that older users may delegate security-sensitive operations to third parties, like caregivers
or family. Such delegations must be properly supported.
3

BACKGROUND

3.1

Cybersecurity risks associated with IoT devices

Compromise of smart devices can happen through a variety of means; discussing them is beyond the scope of this
article. The general consequence of a successful attack is that an attacker gains control of one or more smart devices in
the home, and/or the ability to intercept and observe the data the devices send and receive over the home network.
Depending on attacker goals and actions, such a situation can result in harm to two different categories of users.
General harm to other internet users. Skilled cybercriminal routinely run large-scale campaigns which result in
compromise of large swaths of IoT devices, which are then organized in botnets. Attacks may involve for example
denial-of-service, where a large number of bots send large volumes of traffic to the same destination, causing it to
fail [2]. Compromised devices can also be used for other garden-variety cybercrime operations such as ad-fraud [10]
and spam campaigns [9]. Note that while these operations are not aimed at harming the device owner directly, they
may do so indirectly. For example, a device commandeered to run a denial-of-service attack may cease to perform its
main function; an ISP detecting a flurry of spam from a home network may temporarily cut connectivity to that home.
Direct harm to the device owner. An emerging phenomenon is the use of IoT devices as tools of domestic abuse [6].
Someone familiar with a smart device owner (e.g., a former partner, a roommate) may use access credentials they retain
for controlling the device after they have ceased to live in the household. Consequences include privacy invasions (e.g.,
spying on users’ private activities) and harassment (e.g., changing thermostat settings to make the house uncomfortable).
While there have been no reports of such attacks specifically targeted at the elderly yet, there exist ample cases of smart
device-based harassment. Furthermore, direct attacks against device owners are not always targeted. Poorly secured
devices left connected to the internet have been used by attackers to randomly spy on households; a chilling example of
this activity involved attackers commandeering the speaker and camera of internet-connected baby monitors [33].
3.2

Issues in securing home smart devices

We believe the issues reviewed in the previous section justify the need for better IoT device security. We intend to focus
specifically on the older demographic because this class of users is anticipated to strongly depend on these devices for
improvements in their quality of life, more so than the rest of the user population.
4
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IoT devices, like other computing devices, can generally be made more secure by running security software on
the device themselves. Software tools aimed at improving device security (e.g., anti-malware tools), referred to as
host-based threat protection tools, are however unsuitable for IoTs. This is due to the fact that these devices lack the
computation capabilities and storage to execute additional security software, and their onboard software may be hard
or impossible to update. More promising is the analysis of device network traffic to identify compromise. All devices
within the scope of our work communicate over the network to perform their function, most commonly over wireless
links. Communication typically involves reporting data and receiving commands; endpoints of the communications
are the devices themselves, smartphone IoT apps, and cloud software maintained by the manufacturer [23]. The
network traffic generated and received by a compromised computing device differs from the traffic generated during its
normal functioning, and network security literature contains a large array of techniques used to detect such anomalies,
including signature-based [29], specification-based [8] and anomaly-based [26] attack detection. Such techniques could
be executed for example on a home gateway, to identify attacks.
However, we argued in previous work [12] that these and other network monitoring algorithms cannot be directly
applied to the scenario at hand, for several reasons. First, in a residential network with non-technical users, information
about network traffic and attack patterns is of little use as the users may lack the background to interpret this information
and put it in context. This observation leads to the question, can a network monitoring system for home IoT devices work
fully autonomously and avoid the user altogether? Unfortunately, fully autonomous security systems (i.e., algorithms
able to detect and block attackers without user involvement) also cannot be realized.
Briefly, attacks are rare events (compared to normal network activity), and thus even extremely accurate detectors
may fall prey of the base-rate fallacy [3], thus suffering from too high false positive rates to work fully autonomously. As
a case-study, consider the Kitsune detector [26], a recently-proposed anomaly-based intrusion detection algorithm for
IoT networks. In network intrusion detection, an important parameter for a detector is the Bayesian detection rate, i.e.,
the probability that an alert corresponds to a true attack. As reported in literature [12, 26] Kitsune’s Bayesian detection
rate oscillates between 65% and 0.4%, with a median of 43%. In other words, a warning generated by this algorithm,
in ideal conditions, has 35% probability of being a false alarm. If a system with these characteristics is allowed to
autonomously block traffic flagged as malicious, it will likely result in unnecessary disruptions to network functionality.
Even if accuracy were not an issue, a fully autonomous attack prevention tool would result impenetrable and
unexplainable to the user. Our literature review suggests that the relationship between non-expert users and computer
security is problematic; these issues are worsened in the IoT context by the deeply invasive nature of IoT security
breaches (e.g., access of video/audio from within the home). It is important to avoid worsening the relationship between
users and security technology, by avoiding the deployment systems making obscure (and potentially incorrect) decisions.
The goal of our research agenda is then to determine guidelines for the design of network security systems that do
not only identify attacks, but interact and cooperate with users to explain and resolve them. These interactions should
not assume the user has security expertise.

4

PROBLEM CHARACTERIZATION

Having discussed above why building fully autonomous security tools is not feasible, and having concluded that network
monitoring algorithms alone cannot solve the problem (due to the deep technical expertise necessary to interpret
their results), we set to define how to design a new generation of tools and algorithms for IoT home security, one
which keeps humans in the loop. In particular, the end-goal is to determine design principles for residential network
5
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security systems that are usable by—and useful to—senior users. Such systems would consist of algorithms to detect
and remediate breaches, and user interfaces supporting elderly users.
Designing for older users entails numerous domain-specific problems, from visual interface design to the nature of
interactions themselves. Elderly populations are often vulnerable; we must make sure that such interactions do not
cause alarm. At the same time, provided information must be specific enough to ensure that the user feels in control of
the situation. Furthermore, if users come to depend on IoT devices for autonomous living, it is important for a security
system to avoid disrupting the functioning of such devices. Through critical analysis of this domain, as well of the
related work, we identified three conceptual areas of focus: autonomy, control, and delegation.
4.1

Autonomy

Even expert users may find confronting security issues stressful and technically complex. Furthermore, the current
and upcoming generations of seniors are not digital natives (i.e., were not exposed to ubiquitous computing devices
during their formative years), and they may perceive smart devices as difficult or extraneous. It is therefore reasonable to design systems that operate autonomously, compatibly with the accuracy limitations described above. Some
unsophisticated attacks (e.g., a portscan) can be identified with high confidence, and mitigated without disruption to
other communications. The system may therefore deploy simple countermeasures automatically, or choose to ignore
certain low-risk vulnerabilities. The system should also be able to recover from unsophisticated attacks and continue to
operate. As an example, the detection of a compromised device generating denial-of-service traffic may be contained by
deploying network filters which isolate the device, while allowing it to continue its core operations.
4.2

Control and Explainability

While the autonomy and resilience principles dictate that the system should automatically remediate simple, clear-cut
problems, in many situations ambiguity arises which cannot be resolved by existing tools. For example, an unusual
network traffic pattern may be caused by an attack, but also by a benign change in user habits. There also exist intrusions
which are simple to detect, but require user involvement to be resolved. For example, some compromised devices may
only be restored by having the user manually performing a factory reset. This tension between automation and operator
control is a classic one in system interface design [28].
Here, we propose to let automated algorithms deal with low-level network security problems which can be resolved
easily, while presenting high-level summaries and requests for actions to the user in other cases. For example, the user
may be informed that unusual activity was detected, and rebooting a wireless router is recommended. Or they may be
requested to provide information concerning device usage to disambiguate an attack. Determining the appropriate
representation and content of such communications is an open problem, as they must be informative while avoiding
generating stress. Indeed, many of the novel problems in this area lie at the intersection of network security, human-AI
interaction, and human-computer interaction for aging. While threat detection algorithms have been extensively studied,
their interaction with non-technical senior users have not.
4.3

Delegation

Delegating control of the system to a service provider or to a caregiver, or a family member may also be helpful.
Indeed, of the properties we identified, delegation is the most specific to the older user population. While there is a
well-developed body of work on the technological aspect of delegating security management of IoT networks [31],
the human side of the problem has been less studied: not all users may wish to perform such delegation, and not all
decisions may be delegated. It is important that delegation of control is done without causing relaxation of security, or
6
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mistrust. Therefore, the system should clearly illustrate to an elderly user the consequences of delegation, and provide
an interface that allows delegating some permissions while retaining control over others.
4.4

Explainable Stewardship

Overall, we connect the three requirement categories above through the core concept of explainable stewardship of IoT
device security: the idea that network monitoring systems designed for older users’ homes should manage security on
behalf of its owners, while ensuring that those owners remain privy to the system’s findings and decisions. This is an
ambitious goal which requires integrating threat detection algorithms with a system that can interpret their output and
present it in understandable form to non-technical users. In our work, we focus particularly on the interface between the
system and the human, rather than focusing on attack detection (for which existing technology can be largely reused).
When closely examining how such an interface should be structured, several relevant research questions emerge:
• Autonomy: (i) How can the system determine which attacks should be dealt with automatically, and which
should be escalated to a human?
• Control and explainability: (ii) How can low-level network signals be mapped to human-understandable
explanations? (iii) Do warnings communicated using different modes (e.g., audio vs text) receive the same
attention? (iv) How can security notifications be formulated to ensure the user understands the situation without
receiving undue stress?
• Delegation: (v) How should warnings be managed in a multi-user household, or one in which a caregiver proxy
manages IoT devices?
• Cross-cutting concerns: (vi) How do the specific expectations and needs of the older population (and subsets
therein) affect and inform interaction design?
5

PROPOSED RESEARCH

5.1

Human-centered Interface and Language Design

Most of the problems we identified require the design of interfaces and language which are understandable and
actionable by the target demographic. Our review of related work underscores how our understanding of attitudes
towards IoT security in the older population is limited. We believe it is necessary to conduct formative studies with
elderly IoT devices owners and prospective owners to collect data establishing the understanding, expectations, beliefs,
concerns, competency and motivation of end users related to IoT security in the home. It is also necessary to investigate
requirements and preferences for IoT network security threat detection and remediation interfaces.
Once the community has built a bedrock of understanding of elderly attitudes, the next step will be to design novel
interfaces for interacting with home network security systems. It is important to ensure design is performed with
the target demographic, and not just with an understanding of their expectations. This can be accomplished by (i)
iteratively designing, developing and evaluating prototypes of security stewardship user interfaces, and (ii) conducting
participatory design sessions (similar to Ambe et al. [1]).
We also believe interfaces by themselves are not sufficient to entail productive interaction with the user. Questions
concerning the language that should be used to explain security facts are crucial, as the same fact (e.g., a smart camera
compromise) can be explained in ways which generate panic (someone is spying on me!), cause confusion (what is an
IP address?), or produce an appropriate response (it may be wise to turn off the camera). The choice of appropriate
language can again be determined by iterative and/or participatory design.
7
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Interpretation and Explanation Algorithms

The gap we highlighted in existing knowledge is largely related to human factors. However, our research question (ii)
(How can low-level network signals be mapped to understandable explanations?) necessitate different, algorithmic
solutions. The question is non-trivial, and requires novel research to be solved. Note that, as a corollary, we do not
believe producing new network monitoring algorithms to be a priority; designing techniques that can explain the
output of existing algorithms is more important.
The problem of mapping low-level events identified by network monitoring systems to higher-level alerts has been
studied in the domain of enterprise security. We expect those techniques to be relevant here. In the field of intrusion
detection, root cause analysis (see for example Julisch [17]) combines a large number of low-level events (e.g., individual
anomalous network flows) into a high-level event causing them (e.g., evidence of an ongoing port-scanning operation).
This can be accomplished for example by clustering individual alerts, possibly mapping the resulting cluster centroids to
likely root causes. While this operation does not solve the explainability problem, it produces high-level data that may
be easier to analyze and interpret than individual alerts. As machine learning is widely deployed for identification of
network attack, the concept of explainability of machine learning models also becomes important. Explainable models
are those whose decisions (e.g., flagging a device as compromised) can be partly explained by mathematical analysis,
for example by identifying which features of the input are most relevant for decisions [7].
None of the techniques above solve the issue of plainly explaining an alert raised by an algorithm to a non-technical
user. However, they can act as a starting point to develop novel techniques for understandable security alerts.
6

CONCLUSIONS

In this article, we highlighted how the poor security of smart home devices can negatively affect their potential to
improve the quality of life of the elderly. After motivating the necessity for tools that can assist users in securing their
devices, we argued that such tools must (i) be network-based, i.e., identify attacks by analyzing device network traffic;
and (ii) keep the user in the loop, i.e., interact with the user to solve security problems.
We further identified the three concepts of autonomy, control and delegation as design principles to guide the design
of future network security systems created for the elderly. We summarized those three requirements using the core
concept of explainable stewardship: the fact that network security tools should work autonomously when possible, and
involve the user using understandable language when an autonomous response is not possible.
Overall, we hope our work will highlight gaps in the existing understanding of the relationship between the elderly
and the security of their smart devices, and act as a call for more research in this area.
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