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Abstract

Smart home devices (loT devices, or loTs) can monitor the
health, safety, and security of aging adults, and automate
many household tasks, enabling independence far into old
age. However, loT devices have many inherent vulnerabil-
ities, which make them a popular target for cyberattacks.
The heterogeneity of IoT devices and their interactions may
make them susceptible to new types of attacks, and also
make usability difficult for the aging population. Further-
more, the aging population may be particularly vulnerable
and diffident to new technologies. Existing network man-
agement interfaces are designed for domain experts, and
are impracticable for non-technical users. In our work, we
are exploring the design of (i) interfaces and guidelines to
enable senior users to manage the security posture of loT
devices, and (ii) Al systems that identify such issues and
collaborate with the user to resolve them.
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Introduction

One of the great promises of smart inter-connected home
devices is safe and independent living for the aging popula-
tion. This promise is, however, hampered by the poor state
of 10T device security: these devices tend to be affected

by easy-to-exploit security vulnerabilities which make them
popular targets for cyberattacks. Highly publicized exam-
ples abound (e.g., [7, 2]).

Designing secure devices is inherently difficult due to the
wide variety of unforeseen contexts where they may be
installed. Also, many vendors tend to have poor security
practices, shipping products with vulnerabilities that are
easy to discover and exploit. loT devices, catering to a wide
variety of functions, are heterogeneous; this heterogene-
ity and interaction of devices make them harder to use and
also may result in emergent vulnerabilities. This state of
things clashes with the vision of a world where older adults
depend on them for safe and healthy living.

Our work aims at understanding and overcoming the gap
between cybersecurity skills of an aging population and the
skills needed to maintain the current generation of loT de-
vices securely. In order to close this gap, we are working

to: (i) build a detailed model of attitudes towards and under-
standing of cybersecurity in the aging population; and (ii)
design new algorithmic tools to assist this demographic in
identifying and resolving security issues arising within home
loT networks.

Background

Older Users, IoT, and Cybersecurity

There exists a rich literature on using loT devices to en-
able autonomous living for seniors (e.g., [15, 12, 14]), and
we expect that loT devices will perform an important role in
assisted living as the population continues to age. These

works propose valuable approaches to enable use of loTs
as assistive devices, but they typically do not discuss se-
curity implications. Other works discuss seniors’ attitudes
towards security/privacy issues and cybersecurity tools [1,
6, 8]. They tend to focus either on high-level problems
(e.g., the perception of risk related to the use of internet-
connected devices), or traditional computing devices (e.g.,
home firewall configuration). Overall, there has been limited
analysis of loT-specific usable security for older adults.

Securing residential networks

There is a vast literature on detecting and resolving net-
work security breaches, dating back more than 20 years
(e.g., [10]). However, much of this literature focuses on en-
terprise security and/or traditional computing devices such
as PCs and laptops. Furthermore, it generally assumes the
availability of a human expert (network administrator) to
understand and act upon the output of security tools. loT
devices come in various forms and flavors, use different
protocols, and interact in subtle ways. This suggests that
securing loT devices requires not only new modes of user
interactions, but novel security systems and algorithms.

Understanding the Context

Recent work by Desjardins et al. [3] suggests that most
domestic loT research assumes a detached single family
North American home with two parents and children. Al-
though this work does not focus on network security, it high-
lights the importance of broadening assumptions beyond
stereotypical homes. This is particularly important when fo-
cusing on an understudied population such as aging users.

Understanding User Motivation and Knowledge
Prior work on user perceptions of smart home loT privacy [16]
suggests that users highly value the convenience of loT de-
vices, over both privacy and security. Other work [4] pro-
vides evidence that people have limited or incorrect under-



standing about loT security, and often do not consider it
before purchasing. Further, many individuals view security
as an “innate, uncontrollable property” and lack knowledge
of risks and mitigation strategies, and found it overly bur-
densome. Grinter et al. [5] showed that home networking
setup and maintenance often was nontrivial, even in house-
holds with highly technical members. A study in the UK [9]
found that individuals tend go to friends, family and cowork-
ers with some technical knowledge for help in keeping their
network secure. Taken together, these findings demonstrate
an overall cultural problem—Iack of perception of security
issues as a serious threat. They also demonstrate a gap
between the knowledge of average users and the knowl-
edge necessary to properly secure consumer loT devices.

Enabling loT Network Stewardship

Our work focuses on the concept of 10T security steward-
ship: the idea that a residential network of vulnerable loT
devices should be able to gain understanding of basic se-
curity issues arising within the network itself, and deploy
countermeasures at the network level.

Oftentimes, attackers controlling devices within a network
result in anomalous device-generated network traffic. In
preliminary work, we designed and tuned classification al-
gorithms for traffic analysis that can (i) fingerprint devices,
(i) fingerprint the actions a user is performing on a device,
and (iii) distinguish whether a device is being remotely con-
trolled by the legitimate owner or a hostile user (based on
patterns of actions). For example, in preliminary charac-
terization of a Netgear Arlo Q security camera, our algo-
rithm was able to map network traffic to the action being
performed (stream video, toggle LED status/speaker/night
vision/motion sensitivity, rotate image) with 99.7% accuracy.
Likewise, given two different user action profiles (the legiti-
mate owner, and a privacy-invading attacker), our algorithm

was able to distinguish them with 96% accuracy.

In a residential network with non-technical users, however,
information about traffic and action patterns is of little use
as the users may lack the background to interpret this in-
formation and put it in context. Our goal is to determine
guidelines for the design of network security systems that
do not only individuate attacks, but interact and cooperate
with such users to resolve them. These interactions should
not assume the user has security expertise. In particular,
we focus on older users, due to the potentially transforma-
tional role that smart devices can have on their lives.

Toward Design Principles for Aging Users
Designing for older users entails numerous domain-specific
problems, from visual interface design to the nature of in-
teractions themselves. Elderly populations are often vul-
nerable; we must make sure that such interactions do not
cause alarm. At the same time, provided information must
be specific enough to ensure that the user feels in control of
the situation. Furthermore, if users come to depend on loT
devices for autonomous living, it is important for a security
system to avoid disrupting the functioning of such devices.

The end-goal of our research is to determine design princi-
ples for residential network security systems that are usable
by—and useful to—senior users. Such systems will consist
of algorithms to detect and remediate breaches, and inter-
faces towards the residential user. Through critical analysis
of this domain, as well of the related work, we identified four
conceptual areas of focus: autonomy, resilience, control,
and delegation.

Even expert users may find confronting security issues (e.g.
an attacker commandeering a webcam) stressful and tech-
nically complex. Furthermore, the current and oncoming
generations of seniors are not digital natives (i.e. were not



exposed to ubiquitous computing devices and the internet
during their formative years), and they may perceive smart
devices as difficult or extraneous. It is therefore reason-
able to design systems that operate autonomously as far as
possible. For example, such a system may deploy simple
countermeasures automatically, or choose to ignore certain
low-risk vulnerabilities.

Further, the systems should be resilient, i.e. able to recover
from unsophisticated attacks and continue to operate—
possibly with reduced functionality. The goal here is to re-
duce user involvement to the minimum necessary, to avoid
creating undue burden. System design must also pay atten-
tion to reducing false positives—alerts that generate stress
to the user but are issued in error.

In order to avoid distrust or alienation towards the system,
it is also important to ensure that the user retains control
of it. The tension between automation and operator control
is a classic one in system interface design [11]. Here, we
propose to resolve it by letting automated algorithms iden-
tify low-level network security problems, while presenting
high-level summaries and requests for actions to the user.
For example, the user may be informed that unusual activity
was detected, and rebooting a wireless router is recom-
mended. Determining the appropriate representation and
content of such communications is an open problem, as
they must be informative while avoiding generating stress.
Indeed, many of the novel problems in this area lie at the
intersection of network security, human-Al interaction, and
HCI for aging. While threat detection algorithms have been
extensively studied, their interaction with non-technical se-
nior users have not.

Finally, we point out that delegating control of the system
to a service provider—or even to a skilled family member—
may also be helpful. There is a well-developed literature on

the technical aspects of delegating security management of
loT networks (e.g., [13]). However, not all users may wish
to perform such delegation, and not all decisions may be
delegated to third parties. Therefore, it is important to illus-
trate to an elderly user the consequences of delegation and
allow an interface that allows delegating some permissions
while retaining control over others.

Conclusion

loT devices have the potential to be immensely useful as
assistive devices as the population continue to age. Before
seniors can depend on such devices for independent living,
significant cybersecurity issues must be resolved. In order
to improve the security of l0Ts, we investigate new usable
security systems that can discover issues and interface with
older users in a helpful and informative manner. Design

of such systems is based on the principles of autonomy,
resilience, control, and delegation.
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Abstract

Older adults are a growing population with numerous needs
which may be addressed using emerging technologies.
However this population is underserved in that the de-
velopment of new technologies seldom involve the older
shareholders. It is well established that for populations such
as individuals with disabilities or specialized practitioners,
co-design and user-centered design practices with the tar-
get population are what truly uncover useful technology.
Here we present an excerpt from work on haptics for older
adults.
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Introduction

This position paper aims to call attention to the need for in-
clusion of participants who are in an older demographic —
in order to find new problems, real solutions and accurate
understanding of this group’s needs. Here we present an
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excerpt from an empirical study which highlights this pro-
cess and a key reason for design with this group: that these
users have different bodies than younger users.

The user-centered design process is key to development

of human-facing technologies. Take for example, technol-
ogy design for differently-abled populations. Including these
users in the design process is considered essential to mak-
ing new devices for them [25]. “User opinion is key to adop-
tion of assistive devices,” said Manns et al. in their 2019
paper [29]; while Norman calls attention to users’ emotional
response to technologies [34].

While older users may overlap with assistive device users,
an average older population also has unique features. A
brainstorming or observation session with individuals from
this group may provide a wealth of new technology ideas.
On the other hand, design with the population can expose
challenges in the design of technology. This group may use
technology differently: preferences may be for buttons over
touch screens for example. These users may also have
different knowledge: coming from a place with less ex-
perience, some may not have the knowledge to transfer
gestures or interaction skills to use in your new technol-
ogy. With aging comes body changes to both the sensory,
cognitive and motor systems. These users have different
sensing capabilities, dexterity and memory. Furthermore,
these users have different daily lives, and have seen differ-
ent sociocultural and sociotechnical events. Their beliefs
about what technology can do or should do may be differ-
ent. These differences present a design challenge, but also
a wealth of physical and mental needs which can be ser-
viced by technology.

Haptics for Older Adults

Background and Motivation

Vibrotactile stimulation is especially relevant to applica-
tions involving seniors and those with brain injuries. De-
vices that provide stimulation should be designed with input
from the target population. At various stimulation settings
some users may perceive input as pain or find the signals
intolerable. Users may also have preferences for the stim-
uli and sensations that they want to encounter. Pleasant-
ness of and affective response to vibrotactile signals are
being studied for applications such as wearables for social
touch [12], but studies often focus on younger users. So-
matosensation changes with age and has been studied in
older adults, but these studies do not focus on affective re-
sponse or user preference.

Vibrotactile stimulation is being used for recovery of move-
ment and sensation in stroke survivors [10, 11, 37] as well
as other populations [3, 30]. The method is to apply actua-
tors to the disabled limb and perform stimulation anywhere
from 30 minutes to three hours per day. Similarly, vibrotac-
tile stimulation is being applied to enhance motor function
during task performance [38], to improve cutaneous sensa-
tion [26], and to restore sensation with age [13, 15]. These
applications also require extended durations of stimulation.
Furthermore, applications such as VR use stimulation to
render feedback [27]. Other applications of vibrotactile stim-
ulation include to relieve teething [14], injection pain [39,
33], and chronic pain [40].

Other work has outlined factors associated with pleasant-
ness [12, 35] and affective response [49, 18, 2] to vibro-
tactile signals in younger participants. We use the same
standard metrics used in some of this work to collect the
response of our participants. Our first aim is to examine
whether any signals are considered noxious or intolera-



ble by our participants. We also aim to assess user prefer-
ences in stimulation — to inform the development of more
user-conscious systems. We query adults over 40, with and
without history of stroke, to reveal end users’ beliefs and
somatosensation.

Somatosensation in Older Adults

Tactile perception and sensation change with age. Over
age 20, individuals gradually lose sensitivity to touch, in-
cluding pressure and vibratory stimulus [8, 13, 22, 23, 42,
44, 45, 46, 17]. These reductions in perceptive ability have
been attributed to both changes in skin and changes in the
central nervous system that occur with age. Sensory recep-
tors within the skin change in number and structure as a
person ages [4, 41, 42, 32, 43], including the Meissner and
Pacinian corpuscles which are most responsive to vibration
[19, 36, 48]. Changes in the sensorimotor brain map areas
[21], and conditions such as neuralgia or diabetes are also
found in older adults to relate to tactile perception [28, 31,
47].

Stroke and Perception

Nearly three-quarters of all strokes occur in people over the
age of 65 and the risk of having a stroke more than dou-
bles each decade after the age of 55. Stroke occurs when
part of the brain cannot get enough oxygen and leaving a
damaged region of the brain often in the sensorimotor area
— leading to chronic physical disability [50]. Over 15 million
people have a stroke each year, making it one of the lead-
ing causes of disability in the United States and worldwide
[6, 16, 1]. Stroke survivors may use stimulation for reha-
bilitation or may encounter it in other contexts, and these
individuals also have abnormal sensory function at a rate of
50-80% due to their brain injury [9, 24]. Survivors may have
lower cutaneous tactile perception, making them less sensi-
tive to touch and pressure sensations [9]. Some individuals

o

Glove (phalanges)

Palm brace (palm) a

Figure 1: Three stimulation devices used in the study. Each
device contains 5 actuators of each type. Locations of the
actuators are indicated by yellow dots; not all actuators are visible.

Armband (forearm)

with history of stroke also experience increased sensitivity
to tactile stimulation such as heat, cold, and pin prick [5, 20,
7] and may experience these non-noxious simulations as
pain (allodynia).

Apparatus

Three wearable devices were designed to apply stimuli for
this experiment. Each device stimulates a different area

of the upper limb. Actuator sites are depicted in Figure 1.
Users try each device during the study to obtain an impres-
sion of the signals at different locations: the phalanges, the
palm, and the forearm.

Stimuli

We aimed to test user impressions of stimuli at a various
settings. We designed 12 vibrotactile signals to provoke a
variety of responses from the somatosensory system which
may be of use various applications of vibrotactile stimula-
tion. Three dimensions are used to create the 12 signals,
including actuator settings (frequency and amplitude), pat-
tern (spatial), activation duration (temporal).

Participants
Two cohorts of participants were recruited through commu-
nity flyers. The study contained twelve participants: stroke



survivors (mean age = 53.5 years) and participants of simi-
lar age (mean age = 54.2 years) without history of stroke.

Survey

Participants take a brief survey after every signal. The 12
signals are presented in a random order for each device.
Our survey contained three parts. The first part contains
likert scales for the user to rate valence and arousal in re-
sponse to the most recent stimulus. The next part of the
survey allows participants to select terms to describe how
their hand/arm felt in response to the stimulus. The options
are “pain,” “tickle,” “sensitized,” “tingling/pins and needles,’
and “numb,” “I can’t feel it” and “annoying.” This list may
prime participants, but is a necessary structure. Asking par-
ticipants to type their feedback is not an accessible solution
for either user group. Lastly, participants are asked to give
verbal feedback.

” 6 ”

Results

Valence and Arousal

Ratings of 1 to 9 were adjusted to -4 to 4 for Figure 2. Most
responses were close to the origin in the high-arousal,
positive-valence quadrant, which is associated with terms
such as “happy” and “excited.” Users with history of stroke

showed similar ratings of arousal as users in the age-matched

control group in response to all stimuli. A paired two-tailed
t-test suggests a small difference between the groups’
arousal ratings for each stimuli (t(11)=2.75, p = 0.02).

Figure 2 shows that while there is only a small difference in
arousal ratings between groups, there is a large difference
in valence ratings between groups (paired two-tailed t-test
t(11)=-8.32, p<0.00001). Stroke survivors gave consistently
lower ratings of valence.

Average Valence and Arousal Response to Each Stimuli

Average Arousal

= .

L

r

3

Average Valence

[J"I]
i' H ® Stroke Survivors
it}

Unaffected Users

Figure 2: Valence and arousal graph for both user groups.
Ratings of 1 to 9 were adjusted to -4 to 4. Each dot represents
average ratings for one of the twelve stimuli. Icons are adapted
from the Self Assessment Manikin (SAM).

Reported Sensations

Our first aim was to evaluate if any of the vibrotactile signals
were perceived as painful or unacceptable by our partici-
pants. None of the signals were reported as painful. Re-
ported sensations by stimulus setting and user group are
shown in Figure 3.

Conclusion

Design with older adults is key to discover new areas for
technology development as well as for creating usable tech-
nologies. Older adults may experience stimuli differently,
have different levels of technology experience, and have
different beliefs and lifestyles.

L
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Figure 3: Percent of stimuli in each category that were labeled as
giving the hand/arm a tickled, tingling, sensitized or numb
sensation.
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Abstract

Technology for Active and Assistive Living (AAL), also called
telecare, is being developed to solve problems associated
with the ageing population. In a long-term study using tele-
care technologies with older adults, we identified various
forms of relatedness running through older people’s ac-
count. Interpersonal relatedness has been argued crucial in
healthcare contexts and may be a predictor of mental health
and wellbeing, however, drawing on our own empirical work
with older people, we may want to expand the concept of
relatedness and explore how it can be a useful concept
even beyond the interpersonal. In the workshop, we aim to
present previous work on relatedness in Psychology and
HCI, along with our own findings. Finally, we aim to discuss
how relatedness may be a useful concept to holistically un-
derstand and design for older people’s feeling of support in
telecare.
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Introduction

The need for relatedness concerns a feeling of belonging
and of being significant or mattering in the eyes of others,
of feeling connected and supported by others [14]. Relat-
edness has been argued as crucial in telecare, and social
connectedness can be a predictor of mental health and
wellbeing [5]. Mental health among older adults is worth
particular attention, as isolation and reduced community in-
volvement is associated with experience of growing older
in many societies of the Global North [4]. In previous em-
pirical work with older people using a telecare system (to
be discussed later in this paper), we identified relatedness
beyond the interpersonal, which may be useful to unpack to
holistically understand and design for older people’s needs.

In the next section, we introduce relatedness from within
Psychology, i.e. Self-Determination Theory (SDT) and
across HCI. We then present our own work, where we iden-
tified various forms of relatedness around older people us-
ing a telecare system over 18 months. We conclude with

a discussion, where we also outline our contribution to the
workshop. We aim to offer relatedness as a concept for de-
signing technology and technology ecosystems to design
for older people’s needs and feeling of support.

Related Work

Relatedness in Psychology / SDT

According to Ryan and Deci [14], the need for relatedness
concerns a feeling of belonging and of being significant or
mattering in the eyes of others, of feeling connected and
supported by others. They argue that people’s behavior is
situated in a social context not only for people to survive
and because they require others’ concrete care or help, but
“[t]here is a basic need to feel responded to, respected, and
important to others, and, conversely, to avoid rejection, in-
significance, and disconnectedness” [14, p. 96]. The need

to feel connected may also explain why people behave in
ways that ensure involvement and other people’s accep-
tance, where this need will only be fulfilled when people feel
personally acknowledged and affirmed by their actions, and
that they are accepted for who they are [14].

Cultural, political and economic systems can also play a
role in whether people can experience satisfaction of their
basic needs, such as relatedness. According to Ryan and
Deci [13], cultural and economic systems set affordances,
constraints, and boundaries, which may affect people’s pur-
suit and attainment of need satisfactions. For example, cap-
italism may promote extrinsic aspirations or life goals that
focus on accumulation, personal gains, and recognition,
being in opposition to goals for community [13].

Relatedess in HCI

In HCI, there has been an ongoing discussion on how tech-
nology could mediate a sense of interpersonal relatedness
[3]. For example, previous work has shown how it is crucial
for older people’s intentions of using technology [6]. In this
subsection, we discuss previous work around belonging
and connectedness as key factors of relatedness.

In HCI, belonging has been explored with regards to be-
longing to computer science, such as in relation to gender
[11] or socioeconomic status [10]. Recent research also
suggests that culturally responsive computer science pro-
grams can facilitate a sense of belonging [2]. Further, there
may be individual differences in the need to belong. In a
previous study, people with higher need to belong showed
greater attachment and trust towards a social robot than
people with less need to belong, and they were more satis-
fied with their relationship with the robot [8].

Technology can mediate connectedness, and it may affect
relationships between people. Jeong et al. [7], for example,



proposed a robot for activity sharing among people who live
alone, and they found increased social interactions in a field
study when people used the robot in their homes. Relation-
ships with technology have also been explored with social
robots. For example, perceived social bonding and intimacy
between a person and a robot was studied by manipulating
a robot’s affective and social expressions [9].

Forming Relationships in Practice

Method

In a large-scale project on Active and Assisted Living (AAL),
over 80 people / households of age 65+ were equipped
with technical infrastructure including several apps (includ-
ing an event calendar and a neighborhood app) and safety
watches, and some participants additionally received fall
detection sensors which were installed in a room of their
choice, while others were given a watch for counting steps
and an app for collecting data on blood pressure. To sup-
port the uptake of telecare technologies, the project also
set up a social infrastructure. The participants were offered
monthly meet-ups, run by care facilitators, to exchange and
to ask project-specific questions. In the 18-month long eval-
uation phase, we conducted 20 qualitative interviews with
15 older people, i.e. after 1 year and after 1 year and 5
months. We transcribed the audio recordings of the inter-
views and analysed them using Thematic Analysis [1]. We
gathered insights into older people’s long-term experiences
in telecare, and our findings point to various different forms
of relatedness.

Relatedness in our Project

Drawing on our qualitative data, we identified various forms
of relatedness running through people’s accounts. We
found relatedness among the participants, and among

the participants and their peers, institutions, places and
technology. We started to explore how participants were

in ongoing relationships with other people as carers them-
selves or as people who receive care. Living in a socio-
political context, they also relate to institutions and associ-
ated values, for example, as they imbued values with insti-
tutions, which had a direct impact on how they understood
the project agenda and in the way they trusted technology.
We are also interested in people’s relationships with them-
selves (e.g. in the way they approach and treat themselves
[12]), as they had different ways of interpreting technology
breakdowns (e.g. blaming other people or technology, vs.
themselves). Feeling of support by technology per se was
also an issue that was discussed by participants. Further-
more, with technology being more and more embedded
into people’s everyday living spaces, we may want to think
of how people relate to these contexts (e.g. in their feeling
of belonging). We argue that the complex way in which re-
latedness plays out in our socio-technical (eco-)system is
worth particular attention to better understand and design
to support people across different life phases, and as we
get older.

Discussion & Contribution to the Workshop
Motivated from our own empirical work with older people,
we started to explore the concept of relatedness both in
Psychology / SDT and across HCI, as it may support us to
create a model of understanding the complex interplay of
older people’s needs in telecare. In the workshop, we will
present a literature overview on the concept of relatedness
drawing on Psychology and HCI as a useful resource to un-
derstand and design for older people’s needs in telecare.
Along with the related work, we will present the findings of
our empirical work with older people. As relatedness has
been argued crucial in care, we aim to discuss in the work-
shop how social connectedness, feeling of belonging and
support may play out between people, as well as between
people and institutions, technology and places. We aim to



offer relatedness as a concept to explore the ways in which
people form meaningful relationships in telecare, and dis-
cuss implications for designing complex ecosystems around
older people.
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Abstract

Aging is often accompanied by cognitive decline. Cognitive
diseases such as Alzheimer’s lower the quality of elderly
people’s lives. Recent studies have shown that positive
changes in the cognitive capacity of older adults can occur
after long-term training with sedentary video games. How-
ever, little study has been done on VR motion games which
can be more directly beneficial for overall well-being. To this
end, we designed a Multitasking VR motion video game for
older adult players which aims to (i) train and enhance the
cognitive ability of older adults, and (ii) increase physical
activity of older adults in terms of both limb movement and
walking distance. This paper presents our preliminary re-
sults after assessing the cognitive ability of our participants
through a four-week study. Our results show the positive
effects of our Motion VR game in terms of improvement in
cognitive abilities including working memory and attention.
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Figure 2: FeedingVR. Integrating
multitasking and motion. (a) When
the green triangle appears, the
player has to step forward to the
right. (b) When it is not a green
triangle, the player should step
forward towards the left.

Introduction

Populations are ever increasingly aging all over the world.
Older adults who are physically and/or cognitively impaired
are in urgent need of accessible and affordable assistance.
The cognitive abilities of older people decline with age and
diseases such as Alzheimer’s are becoming more preva-
lent. Suffering and loss due to such diseases extend out
from suffering older adults to their families and friends,

also increasing the burden on social support systems, in-
stitutions and pensions. Due to population aging, national
health expenditures of the United States as a percentage of
GDP will climb from 15% in 2016 to 19.4% (approximately
$6 trillion) by 2027 [18]. Given the many impacts of declin-
ing health in the elderly, development of novel health inter-
ventions that can prevent, stall or even reverse such decline
are in great demand. Thanks to advanced neuroimaging
techniques, researchers have shown that the brains of older
adults can change and develop new neural pathways in re-
sponse to various interventions.

A number of recent studies have shown that long-term
video game training may lead to positive changes in the
cognitive capacity of the older adults [12, 14]. However,
most of these studies used commercial off-the-shelf video
games that were not exclusively designed for cognitive
training or for older adult players (e.g., Super Mario [11]). A
recent study [2] investigated the impact of a custom-made
video game showing that if a video game can be tailored
to a specific cognitive deficit in older adults, it can lead to
significant, transferable cognitive enhancement. For ex-
ample, cognitive training based in ‘'multitasking’ improves
general cognitive ability [2]. On the other hand, most video
game research for older adults has focused on sedentary
video games that can be detrimental to the general health
and well-being of older adults by encouraging an inactive
lifestyle [8]. Some earlier results showed that a combina-

tion of cognitive training and physical training can mag-
nify the effectiveness of interventions [15], and that regu-
lar engagement in moderate-intensity physical and cog-
nitive activities can delay functional decline and the onset
of chronic disease in older adults [1]. While motion video
games are promising, traditional motion game platforms
such as Xbox’s Kinect, PlayStation’s Move, and Nintendo
Switch’s Ring Fit are limited in terms of their ability to fully
detect and integrate the players’ physical movements and
gestures into the game environment. Furthermore, these
games often lack the “pleasant game” environment [3]
leaving older adults feeling bored, incapable, discouraged
and/or fatigued. This situation decreases the motivation
to participate causing many users to abandon training af-
ter a short period of time. This obviously reduces the im-
pact, sustainability and value of well-intentioned training
programs (Figure 1a).

Compared to existing video games, Virtual Reality (VR)
video games deliver better game experiences by allow-

ing users to interact physically and emotionally within a
Virtual Engineering environment that is similar to the real
world thus creating a strong “sense of presence” through
multisensory stimulation [19]. As a consequence, first,

the combination of physical, mental and emotional inter-
action encourages active participation and involvement of
the user, and this immersive interaction based on VR can
boost player motivation to keep playing the game for longer
periods of time and thereby receive greater benefit. Sec-
ond, advanced VR platforms can perform comprehensive
analysis of the player’s whole-body motion [6] and provide
rich input from the player. Third, a VR environment induces
multisensory feedback that can contribute toward greater
memory consolidation and retention [19], this might create
an efficient platform for cognitive training, where older adult
players can fully engage in the cognitive tasks in the game
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Figure 3: Screenshots of game:
an older adults player who was

wearing sensors played our game.

The player moved his arms
according to the position of the
corresponding hole.

which might, in turn, stimulate mechanisms of neuroplastic-
ity. Fourth, given the potential mental and cognitive health
benefits of physical activity for older adults, VR can ensure
players walk and move their limbs more freely while carry-
ing out cognitive training and thereby receive even greater
benefits.

In the light of these observations, we leveraged VR game
design to develop a novel motion video game for older
adults (Figure 1b). We conducted a preliminary assessment
of the participants’ cognitive abilities and game experience
in a four-week study.

FeedingVR

We designed a VR motion video game called FeedingVR
(Figure 2), which aims at (i) training and enhancing the cog-
nitive ability and (ii) increasing the physical activeness of
older adults in terms of both limb movement and walking
distance. FeedingVR is a low-entry video game that helps
older adults to quickly adapt to VR environments based on
their respective physical and cognitive characteristics.

The main design element of FeedingVR for cognitive train-
ing is multitasking. Multitasking is the ability to perform mul-
tiple tasks at the same time and it is an important function
of the brain’s executive system [9]. However, multitasking
gets weaker with age [21]. Multitasking training can be
induced when a person performs two tasks concurrently,
switching form one task to another, or performing two or
more tasks in rapid succession. Thus, to support multitask-
ing, we follow an earlier game design that has exploited
multitasking by Anguera et al. [2] and Niksirat et al. [17].
FeedingVR has two tasks: a shape task and an animal
task. For the shape task, we integrated a billboard on the
left which randomly shows different shapes (e.g., square,
triangle) in different colors (e.g., blue, green). If and only if

the sign is a green triangle, the player has to step forward
towards the right side to enter into a purple area ( Figure
2a), but when it is not a green triangle, the player should
step forward towards the purple area on the left side ( Fig-
ure 2b). Animals appear in front of the player if the player
successfully follows the instruction implied in the shape
task.

FeedingVR uses a farm theme and employs simple, enjoy-
able, stimulus-response gameplay. It is based on the well-
known Whac-A-Mole gameplay, which requires the players
to hit the animals when they emerge from their holes. Sim-
ilarly, in the FeedingVR animal task, when the players see
the animals emerge out of their respective holes, they are
asked to move the corresponding body parts to feed the
animals. In order to help participants learn how to move
their bodies, we map their body parts to the position of the
corresponding hole (e.g., the upper left hole mapped to the
left arm and the lower right hole mapped to the right leg).
In order to enhance the sense of immersion in the game,
the animal gradually moves toward the player after appear-
ing in the hole (Figure 3). By switching attention between
the billboard and the animals, we induced the multitasking
paradigm [13] where the number of shapes and colors on
the billboard can be tuned as a challenge mechanism.

To promote mastery and a sense of competence, consecu-
tive successful actions are counted and shown to the play-
ers (e.g., “Three Combos! ") in real-time. Suitable back-
ground music is used in the game design.

Challenge Levels

Five difficulty levels have been designed. Five parameters
were used to set difficulty levels. These are, action time
(i.e., the maximum time to feed an animal), time interval
(i.e., time interval between trials), the number of green tri-
angles (i.e., how many times the green triangle appears in



Figure 4: The player moved his
arms and left leg according to the

position of the corresponding hole.

Figure 5: The VR platform.

each game), and maximum targets (i.e., number of animals
appearing simultaneously), and shape number (i.e., number
of types of shape).

Experiment

In order to evaluate the effectiveness of FeedingVR, we
conducted a mixed design experiment studying the effect of
intervention (between-subjects) and time (within-subjects).
We compared the VR game group versus a control group,
and we measured the cognitive skills of the participants be-
fore and after the intervention. We also measured the par-
ticipants’ balance ability as our secondary research interest.

Participants

Ten participants (five males, five females) aged 65-75 (M=69.5,

SD=3.8) were recruited. Five participants (two males) were
assigned to the VR game group, and the remaining five par-
ticipants (three males) were assigned to the control group.
None of the participants suffered from any physical or men-
tal impairment. Participants were checked using different
screening criteria including the Mini-Mental state exami-
nation, the Geriatric Depression Scale, and the Self-rating
Depression Scale. All participants met the minimum re-
quirements. Each participant was paid $10 per hour.

Apparatus

FeedingVR was built using Unreal 4.0 by Blueprint and

C. With the help of HTC-Vive Pro hardware devices, in-
cluding Vive Headset, Vive Controller, Base Station and
Vive-Tracker. The VR game ran on a 3.40 GHz Intel Core
i7-4770 CPU PC with Windows 10. A total of four sensors
(Figures 3, 4) were used: participants hold one controller in
each hand and one tracker was tied to each of their ankles.
All physical data was collected for future research projects
including step count, angle of moving arms and legs, the
number of moving arms and legs.

Task and Procedure

Each participant signed a letter of consent and was in-
formed about the goal of the study. All participants received
exactly the same instruction on how “long-term training with
video games will help you to improve your cognitive capa-
bilities”. Demographic information including health back-
ground and gaming expertise was gathered. Participants
were first taught the game rules. Later, they were asked

to play the game in the practice mode. After the practice
mode, and before they started the real experiment, the
game recommended a certain difficulty level according to
each participant’s performance in the practice mode. Partic-
ipants were free to select the recommended difficulty level
or choose another level, i.e., the difficulty level was decided
by the participants themselves.

Participants played three times per week for four weeks.

The gameplay was 45 minutes each time including three
rounds of 15 minutes with 5 minutes rest between the rounds.
Total playing time was nine hours. FeedingVR required
players to walk in a 5 x 5 m? area (Figure 5). All partici-
pants attended different tests before starting the experiment
(i.e., pre-test) and after four weeks of training (i.e., post-

test).

Metrics

Overall performance and level of difficulty were logged.
Cognitive assessment tools have been used as our primary
research interest. Working memory, attention and reason-
ing were measured using Adaptive N-Back Task (n-back)
[7], Attention Network Task (ANT) [10] and Raven’s Stan-
dard Progressive Matrices (SPM) [16], respectively. As our
secondary research interest, we used One-leg Standing
Balance Test (OLST) [5] to measure the physical capabil-
ities of the participants. Older adults are prone to fall, and
the consequences of falling may be very serious. One-Leg
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Balance is highly related to age [4] and it is an important
predictor of injurious falls in older people [20]. OLST in-
cluded two conditions: eyes-open and eyes-closed. Last,
we measured the game experiment. Affect was measured
using the Positive and Negative Affect Schedule (PANAS)
which was completed by the player of the VR game group
before and after. PANAS was rated on a 5-point Likert-
scale.

Results

The Wilcoxon Signed-Rank test was used to analyze the
time effect (i.e., to compare the pre-test and post-test re-
sults). The Mann Whitney U test was used to analyze the
intervention effect (i.e., to compare the two groups with re-
gard to improvement).

Attention (ANT)

Figure 6 shows the results for the attention test. We found a
significant improvement in the reaction time of the VR group
(p=0.043) comparing the post-test (M=776.26, SD=37.35,
p= 0.043) and the pre-test (M=881.75, SD=44.58).

Working memory (Adaptive N-Back Task)

Figure 7 shows the results of the n-back task. In the VR
game group, there is a significant decrease in the number
of trials in the 1-back task (p=0.041), where the participants
did less 1-back trials in the post-test (M=243.60, SD=80.80)
compared to the pre-test (M=278.25, SD=84.65). In other
words, participants after training with the VR game could
finish more 2-back trials (i.e., performing more memory de-
manding tasks). However, the increase in the number of
2-back trials was only marginally significant (p=0.066), im-
proving in the post-test (M=180.40, SD=82.90), compared
to the pre-test (M=132.00, SD=85.20).

Reasoning (SPM)
There was no significant difference on reasoning.

One-leg balance (OLST)

Figure 8 shows the results of the balance test. In the eyes-
open condition, significant differences were found between
the pre-test (M= 53254.20, SD=14587.60) and post-test

(M= 87014.40, SD= 6676.00, p= 0.043) in the VR game
group, and between the VR game group (M=87014.40,
SD=6676.00) and control group (M=40685.20, SD=22741.40,
p=0.017).

Affect (PANAS)

Figure 9 illustrates PANAS subscales. Although no signif-
icant difference was found on affect, the players of the VR
game experienced a higher positive affect after the game

(M=3.12, SD=0.61) than before game (M=2.80, SD=1.05).

Discussion

In this late-breaking work, we present our video game de-
sign and the results of a preliminary study to investigate the
effect of motion VR game training on the cognitive enhance-
ment of older adults. Our findings indicate that motion VR
game training produces positive effects on several cognitive
functions including working memory and attention.

We found that the VR game group had quicker reaction in
the attention test compared to the control group. These re-
sults suggest that VR game training has a positive effect on
improving attention. This is consistent with previous studies
for multitasking training using video games. This also meets
our game design mechanism and research expectations.
The multitasking paradigm originates from the cognitive re-
source theory of attention, which involves divided attention,
while the FeedingVR game requires participants to occupy
attention resources to perform multiple tasks at the same
time. Attention is a basic cognitive process, where some
form of attention is involved in virtually all other cognitive
domains, including working memory. We also found that
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compared with the pre-test, the VR game group performed
better in the post-test with regard to working memory, they
can do more 2-back than 1-back. This also shows that our
proposed intervention has potential for the improvement
of training-acquired cognitive ability to transfer to other un-
trained cognitive aspects. Fluid intelligence is most sensi-
tive to the effects of age in the process of cognitive aging,
especially working memory and attention and the results
also suggest the importance of our research.

We found that VR game training has a positive effect on the
balance time on one-leg in older adults. This may be due to
the physical movements performed in the FeedingVR game.
But this result does not necessarily indicate that improve-

ment in physical balance can be sustained in the long term.

The current study has its own limitations in terms of ex-
perimental design, sample size and study duration. In our
future work, we will recruit more participants to conduct a
randomized controlled trial over a longer training time. We
will also add the sedentary VR game group to evaluate the
impact of mobility on cognitive enhancement.

Conclusion

Cognitive aging has a detrimental impact on society. Stud-
ies have shown that custom-made video games are promis-
ing interventions that can enhance the cognitive health of
the older adults through the exploitation of brain plasticity.
Some studies have shown that the combination of cognitive
training and physical training can magnify the effectiveness
of interventions. In this work, we specifically used VR in

the video game design to study how VR technology can be
more beneficial by enhancing older players’ engagement
and mobility. Our findings show that our VR game that com-
bine motion and multitasking has positive effects on cog-
nitive skills. Future studies will include adding more body

movements in VR game training in order to evaluate the
effects of cognitive enhancement.
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Abstract

Wearable assistive technologies (WATs) have the capability
to improve the quality of life of older adults. However, to re-
alise their full potential, WATs must be designed properly for
reliability, usability, and suitability for everyday use. To date,
existing design strategies are not sufficiently comprehen-
sive to ensure that WATs will be usable by older adults. In
this regard, we propose 22 generally applicable interaction
design guidelines for WATs. These guidelines are consol-
idated from more than 150 design recommendations and
refined through a participatory design workshop with older
people. During the workshop, we will present a case study
on the development of a WAT that enables older people to
utilise Mixed Reality and Internet of Things technologies.
We believe the proposed interaction design guidelines can
serve as a resource to practitioners working to make WATs
more accessible, and to researchers interested in the fur-
ther development of interaction design guidelines for older
adults.

Author Keywords
assistive technologies; mixed reality; internet of things; in-
teraction design guidelines

CCS Concepts
*Human-centered computing — Human computer inter-
action (HCI); Interaction design; Accessibility;
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Introduction

The world’s ageing population is associated with a growth
in demand for health services and residential care costs. As
this demographic continues to grow, discussions will need
to focus on how older people can safely live at home longer
while maintaining their self-independence. Not only that it
is socially valuable, but it is also cost-effective to support
their independent living [31]. This challenge can be met
with Wearable Assistive Technologies (WATs) that not only
meet the needs and expectations of older people, but also
are reliable, effective, usable, and suitable for everyday use.

Ambient intelligence (Aml) is an environment embedded
with Internet of Things (loT) technologies that are interoper-
ating, sensing, and computing-embedded devices [11]. Aml
can support independent living of older people by supple-
menting their reduced cognitive and physical capabilities in
a seamless, unobtrusive, and often invisible way. It can also
provide high quality of health care, improve communication
[24], and give rehabilitation for older people [17].

Recently, WATs can address a wide range of human needs,
such as mental functions [4], personal mobility [3], sensory
functions [9], and daily living activities [22]. Specifically,
WATSs that utilise Mixed Reality (MR) [16] to superimpose
and interact with digital content has been increasingly used
in a domestic setting. When integrated in Amls, WATs can
assist older people for an improved shopping experience
[13], support mental functions, detect potential obstacles,
and provide directions for navigation [5].

Despite all this work, we argue that existing interaction de-
sign strategies are not comprehensive enough to ensure
that WATs which incorporate emerging technologies (i.e.
MR and loT) in an Aml will be usable by older adults. How-
ever, it is imperative that WATs are relevant, easy to use,
usable, appealing, and beneficial to the everyday lives of

older people to increase adoption rates. In such a context,
there is a need for a design knowledge in the form of guide-
lines to support further development in this area.

In this work, we synthesise different interaction design rec-
ommendations into a unified set of generally applicable in-
teraction design guidelines for WATSs for older people. In
addition, we perform a participatory design workshop with
older people to further develop and refine a set of more
inclusive design guidelines. During the workshop, we will
demonstrate the proposed guidelines’ utility through a case
study on the development of a WAT (shown in Figure 1) that
enables older people to utilise MR and loT technologies.

Related Work

Interaction Design Philosophies for Older People

The academic community has proposed different design
philosophies to address usability issues experienced by
older people and individual with functional limitations. For
example, Mace [15] coined the term Universal Design (UD)
as an approach to designing built environments for the
needs of people, regardless of their age, diverse range of
abilities and limitations, or status in life. This concept can
be used interchangeably with the term Design for All [26].
This is commonly known as Inclusive Design [2] in the UK.

In the context of Information and Communication Technolo-
gies (ICTs), Universal Usability (UU) [25] follows a UD ap-
proach to improve usability, support inclusivity, and provide
utility of ICTs. UU is in line with Universal Access (UA) [27]
which signifies the right of all citizens to obtain equitable ac-
cess to, and maintain active and effective interaction with, a
variety of ICTs. In general, Design for Ageing (DfA) philoso-
phy [19] can be used to accommodate age-related declines
in perceptual, cognitive, and motor control during Human-
Computer Interaction (HCI).
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P1. Provide the same means
of use.

P2. Facilitate older people’s
accuracy and precision.

P3. Provide adaptability to
the older adults’ pace.

P4. Accommodate a wide
range of literacy and lan-
guage skills.

P5. Provide more natural
user interactions.

P6. Use reasonable oper-
ating forces and minimise
sustained physical effort.

P7. Allow older people to
maintain neutral body posi-
tion and provide adjustable
positioning.

P8. Provide memory aids
that capitalise on crystallised
knowledge to reduce cogni-
tive load.

P9. Provide choice in meth-
ods of use to support internal
locus of control.

Interaction Design Guidelines for Older People

The academic community has also proposed numerous
recommendations for designing effective HCI specifically
for older people. For example, Nielsen [20] outlined usabil-
ity heuristics for user interface design. Zaphiris et al. [32]
presented a robust set of guidelines for designing and eval-
uating age-friendly websites. Different guidelines for a more
older-friendly mobile interface design were presented in
[12]. A structured overview of the current state of academic
literature regarding user interface development for older
users over a variety of domains has been provided in [8].

In the context of emerging technologies, most design rec-
ommendations generally focus on technological charac-
teristics or primarily address usability issues for younger
generations. For example, the design of Aml environments
generally focuses on technological aspects, such as context
awareness, device integration, networking, and interoper-
ability [21]. Accessibility, safety, and usability issues that
older people might experience are given lesser focus dur-
ing the design process [1], necessitating for more inclusive
interaction design guidelines.

In some cases, specific design philosophies have received
considerable attention. For example, a large body of work
exists and continues to grow around how UD and UA prin-
ciples can be applied to WATs [10, 30, 29, 28, 5], loTs [23],
and Amls [7]. Additionally, Motti and Caine [18] incorpo-
rated human factors during the design phase of WAT cre-
ation process to achieve better wearable solutions. Re-
cently, de Belen et al. [6] explored the inherent opportuni-
ties and challenges when designing WATSs for older people.
In line with this, we aim to provide a set of more inclusive
guidelines that consider age-related changes to increase
accessibility, usability, and general use of WATs by older
adults living in an Aml.

Methodology
The research design followed a two-phase process:

Phase 1: Consolidating guidelines

We retrieved more than 150 design recommendations from
different sources (see Related Work section) and consol-
idated them to a set of 22 design guidelines based on the
Person-Environment (P-E) Fit Model [14]. The person com-
ponent (P) is a central part which ensures that accommoda-
tion is given to older people. The environment component
(E) includes the guidelines that describe the design of the
MR interfaces, as well as its context of use in an Aml. In
this model, usability is achieved when there is a match be-
tween P-E components.

Phase 2: Participatory Design Workshop

We conducted a participatory design workshop with 18
older people (M-4, F-14) to further refine and develop a
set of more inclusive interaction design guidelines. Our
workshops were carried out in a local community centre
('Holdsworth Community’) as a part of their discussion ses-
sions which run weekly on Mondays and Tuesdays.

Proposed Interaction Design Guidelines

The proposed design guidelines, labeled as ’Person/Environment

Guidelines’, are outlined on the side bar of this page and
the next. Due to the limited space, we cannot discuss each
guideline in detail. However, we intend to provide an in-
depth discussion about these guidelines during the work-
shop in order to share our findings to the attendees.

Wearable Assistive Technology for Older Adults:

A Case Study

During the workshop, we will also present a case study on
the development of a WAT (shown in Figure 1) to illustrate
the utility of our proposed interaction design guidelines.



Environment Guidelines
E1. Provide provisions for
privacy, security, and safety.
E2. Provide simple Ul with
reduced complexity.

E3. Be consistent with older
adults’ expectations and
intuition.

E4. Provide informative and
effective feedback.

E5. Use different modes for
redundant presentation of
essential information.

E6. Provide environmental
support through context,
cues,and organisation.

E7. Provide instruction man-
ual and training program
fornovice users.

E8. Guidelines for modes
(auditory, haptic, etc.) of
presentation of information.
E9. Minimise hazards, pro-
vide a simple error handling
andpermit easy reversal of
actions.

E10. Design dialogs to yield
closure.

E11. Provide adequate
space for use of different
assistive devices.

E12. Promote mobility for
older people.

E13. Support proactive com-
munication among devices
and users.

System Overview

Our WAT uses four core technologies: Microsoft HoloLens
for MR interaction, visualisation, and feedback, loT technol-
ogy for environment sensing, Unity 3d for application de-
velopment, and Azure Custom Vision API for object recog-
nition and scene understanding. It follows the proposed
interaction design guidelines and addresses usability by
matching the functional ability and expectations of older
people and technology requirements.

System Features

Internet of Things (loT) Control

Older people can control loT-enabled objects and obtain
various sensor readings (i.e. temperature and humidity)
from a server using the device (see Figure 1d). They can
also query for a sensor’s location, obtain the latest sensor
reading, and analyse historical information gathered by the
sensors.

Object Recognition and Scene Analysis

The system analyses a single photo taken from the device
camera, generates 2D bounding boxes for each recognised
object, and computes for their projections into the MR en-
vironment. Recognition results with more than 75% con-
fidence ratings are called out and spatially anchored near
the recognised objects (see Figure 1a). The results persist
even after the device has been restarted, allowing users to
request for a previously recognised object’s location.

Wayfinding and Navigation

Older adults can ask for direction to previously recognised
objects. A yellow path that always starts from the user’s
field of view will be generated if the user is more than 1.5
away from the object (see Figure 1c). Otherwise, a 3D ar-
row is presented and 3D audio is played to provide direc-
tions to the object’s location (see Figure 1b).

Conclusion

The increasing need for WATs necessitates that design
guidelines must be developed and refined to ensure that
WATSs are reliable, effective, usable, and accessible for the
growing base of older users. By consulting existing recom-
mendations from different sources (i.e. academic literature,
industry sources,and technology characteristics) and con-
ducting participatory design workshops with older people,
we synthesised a set of more inclusive interaction design
guidelines. We distilled the guidelines from over 150 design
recommendations into 22 generally applicable interaction
design guidelines.

We recognise that our proposed guidelines need further
evaluations with heuristic experts. We hope that during the
workshop, we could refine our guidelines by asking experts
to attempt to determine both adaptations and violations of
the proposed guidelines in an existing WAT and to reflect on
the guidelines themselves during the evaluation. This would
also provide us with feedback about the guidelines’ clarity.

As our world population is ageing, we see a significant
value in working to further develop and refine design guide-

lines that accommodate the wide range of perceptual changes

that may be present in older adults. Nevertheless, we hope
that our proposed set of guidelines, along with the case
study on the development of a WAT for older people, will
stimulate and inform future research into the development
of more inclusive interaction design guidelines.
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Abstract

Older adults face various challenges when interacting with
modern technology. These challenges stem from little ex-
perience with technology as well as age-related hearing
and vision impairments. Accessible interface design and
specialized assistive devices, like hearing aids and digital
magpnifiers, mitigate some of these issues. Here, we pro-
pose a system to support older adults with augmented re-
ality to provide a simple method to interact with any public
or privately owned device. The support is independent of
the ability to understand the interface design or read the la-
bels. Our envisioned system is based on computer vision
and machine learning and augments an interface to guide
the user to the correct button for their desired task. We col-
lected requirements, use cases, and qualitative feedback
from the literature and interviews with older adults with vi-
sual impairments.
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Augmented Reality; Accessibility; Visual Impairment; Age-
ing Population
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*Human-centered computing — HC/ theory, concepts and
models; Accessibility technologies;


https://doi.org/10.1145/3334480.XXXXXXX

Figure 1: This image shows the
touch interface of a printer without
tactile feedback. Some
components (e.g., the "+" in
quantity) have low contrast.

Figure 2: Here, we show the same
touch interface from Figure 1 as
seen by a person with visual
impairment, e.g., cataract. While
some elements are still visible,
others are impossible to make out.

Introduction

Technology increasingly permeates every aspect of every-
day life. Many customer services that have been previously
provided by human employees are being replaced with ma-
chines or apps. While an app on one’s smartphone or com-
puter can often be selected or adjusted such that it will fulfill
the specific requirements of the user, this is not possible for
many public or even privately owned devices (e.g., ticket
machine and microwave, respectively). These interfaces
usually display the same layout and interaction logic to all
users, and modification options are minimal.

Children and younger adults typically interact with ease with
interfaces as they have learned interaction techniques while
growing up. In contrast, older adults face significant chal-
lenges. Modern technology is often unfamiliar, and interac-
tions have to be learned [7]. Also, they often have physical
impairments affecting visual or auditory perception.

Here, we will focus on vision, as most common interfaces
are vision-based. Many older adults experience (partial)
vision loss. Wong et al. project 288 million cases of age-
related macular degeneration (AMD, leading to central vi-
sion loss) in 2040 and show that the prevalence increases
drastically with age [10]. Roughly one in five adults older
than 75 years show symptoms of AMD. Cataract, leading
to blurred and dimmed vision (compare Figure 1 and Fig-
ure 2), affects nearly every second person above the age
of 75 in the USA [3]. Therefore, visual impairments are
widespread and a significant problem, especially for older
adults.

Current assistive technology often replaces vision with a
different modality, e.g., audition [5]. Yet, even legally blind
persons often have remaining visual function, ranging from
the ability to detect brightness changes to having a smaller
blind area in the visual field with otherwise intact vision.

Using this remaining vision to display information or give
assistance in everyday tasks—e.g., interaction with an oth-
erwise unreadable interface—provides some benefits. It is
faster than audio clues, works in loud or crowded places,
and private information can be provided confidentially. Most
visual assistive devices use magnification and image en-
hancements.

We propose a system that is precise enough to visually
guide users to the interface element for their desired task as
can be seen in Figure 3. This system removes the need for
the user to read or even understand the interface at hand.
We present requirements and challenges for such a system
gathered from related literature and interviews with affected
persons in detail.

Related Work

When interacting with electronic devices, older adults face
multiple challenges. Classic designs for ticket vending ma-
chines put older users at a disadvantage, as they lack com-
puter experience [7]. Yet, simple instructional videos can
mitigate these differences and a task-based wizard-like de-
sign even allows for a "truly universally usable" system [7].

Older adults with low vision need assistance when inter-
acting with an electronic device. Personal devices like a
computer or a smartphone can be adjusted to the specific
needs using software (e.g., magnifier, voice control) [9]. For
analog media or electronic devices not under the control of
the user, one has to rely on additional hardware. Using typ-
ical handheld electronic magnifiers has some downsides. It
displays the impairment to surrounding people and, there-
fore, might not be used out of fear of stigmatization [6]. Fur-
ther, it requires a hand to hold the device as well as the
ability to place the device in the right distance to the object,
which can be difficult for older individuals and makes for



Figure 3: The same touch
interface from Figure 2, including
an augmentation of the "+" button
for quantity, is shown. An older
adult with visual impairment can
now press the middle of the ring
without the need to read or
understand the original interface.
The user would inform the system
about their intention via voice
command, and the system uses
computer vision to identify the
required button.

cumbersome interactions with interfaces.

Head-mounted displays (HMDs) allow for an everyday mo-
bile and hands-free use. Many existing devices target peo-
ple without remaining vision, resulting in fully auditorial de-
vices like the OrCam [5]. For people with remaining vision,
an HMD providing visual feedback can be more appealing
as it works with hearing impairments, in loud environments,
and protects private information. Some commercial devices
like the newly released NuEyes 2 [4] are already available.

Stearns et al. proposed an electronic magnifier using the
Microsoft HoloLens and a finger mounted camera [8], which
moves the functionality of an electronic magnifier to an AR
headset. AR offers more options compared to a magnifier.
An assistive function beyond image enhancement is pos-
sible, namely augmentation. Zhao et al. presented an AR
system using visual clues for visual search during shop-
ping [11]. They augment the desired product by placing an
image over the product and adding movement, flicker, or
highlighting to guide the user. Guo et al. proposed a system
to make interfaces accessible for low vision users, relying
on auditorial feedback [1]. They show that a combination of
machine learning and crowdsourcing is sufficient to make
the assistive device capable of providing a voice-based se-
lection wizard to the user.

System Design Requirements

After collecting requirements from the literature, we inter-
viewed three older adults (67-81y) with visual impairment
to collect technical and non-technical specifications for the
system.

The device should be portable, non-discernible as an as-
sistive device, comfortable to wear, and hands-free. The
contact to the real world has to be maintained, e.g., in case
of system failure, the user should not be blindfolded. There-

fore, we recommend augmented reality (AR) over virtual
reality or video-see-through AR. Further, there should be
an accessible input modality, e.g., sound or ergonomic ges-
tures, that are easy to perform for older individuals.

Compared to previous work, we recommend using visual
feedback only to provide information fast and unencum-
bered by noise or hearing impairments. Further, the aug-
mentations have to be precise enough to allow the user the
interaction with small and non-tactile interface elements. As
visual impression and ability vary widely even for persons
with similar diseases, the augmentation should be highly
customizable in form, color, brightness, and size.

When shown a suitable AR HMD, the HoloLens [2], two per-
sons complained about the look and size. However, one
person commented, "l do not care how | look. If it does help
me, | will use it." After wearing the HMD, there were com-
plaints about weight, comfort, and the small field of view.
The next iteration HoloLens 2 mitigates some of these prob-
lems. Further, we believe that during the next decade, AR
devices will improve and allow for easy everyday use. Nev-
ertheless, current devices are powerful enough to build pro-
totypes and evaluate designs and techniques.

Feasibility

One person explained that for their own devices, they either
use specialized software, or a black pen to mark often used
buttons on other devices (stove, iron). With sufficient size
and contrast, they can use many devices without relying on
help. All persons confirmed that a system, as shown in Fig-
ure 3 and working as explained in this paper, would provide
a significant benefit, especially if the system recognizes a
wide variety of devices and makes ATMs, ticket machines or
home appliances accessible. While they do not encounter
many situations where they cannot continue, such a sys-



tem would remove the need for outside help from partners
or strangers and would often make tasks faster and less
exhausting for the eyes.

Challenges and Outlook

In the future, there are two significant challenges. First, the
system needs to provide intuitive interaction so that older
adults can use it without a learning phase. Second, to as-
sist with a wide variety of interfaces, we need to develop a
computer vision algorithm that recognizes different kinds
of devices and makes them accessible. In the meantime,

a crowd-sourcing approach to creating interface templates
could be used.
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Abstract

Medical progress, ageing societies, as well as the need
of care is increasing rapidly. The use of Information and
Communication Technology (ICT) such as fitness
applications, exergames or robotic-based technologies
may support older adults, people in need of care and
relief the health system. In this workshop, the authors
provide results from two research projects that focused
on designing and evaluating ICT for and with older
adults in different care-settings. We will discuss and
reflect the presented projects and findings with regard
to other current research activities, methodological
concepts, and experiences in the field of qualitative
work with respect to research and technology design
for older adults and people with dementia.

Introduction

Social and demographic change processes such as
increasing life expectancy and constantly low birth
rates are leading to an increase in the number of older
adults in the populations around the world. This results
in a higher number of people that are in need of help
due to their age and their accommodating health
issues. By the year 2050, the number of people over
the age of 85 will increase fivefold, according to
estimates. ICT-based systems may help older adults to
train physical activity, cognitive resources and promote
individual and social well-being as well as support
caring and professional caregivers. Video game-based
prevention and intervention programs like exergames,
which are video games that involve different exercises,
and integrates exercises as listed above may ease the
access for older adults improve their physical and
mental capabilities and relieve related stakeholders.

Studies here have suggested that exergames can result
in general improvements in people’s fitness, adherence



and balance, irrespective of their age [1]. Furthermore,
for exergames have been shown to have the potential
to improve health and well-being in older adults [2],
[3] and in the context of dementia [4], [5].Social
robots have been widely deployed in healthcare in
recent times because of low availability of healthcare
services [6]. Robotic-based systems can be a helpful
system to enhance the activity of older adults [7], [8].

In this context, ICT-based such as exergames or
robotic-based solutions are a promising approach for
older adults and their relatives and caregivers.
Developing appropriate ICT-based system older adults
requires to identify relevant stakeholder and
environmental needs and negotiate them for the design
and research process. This field of research and
development, concerning the sensitive setting with
older adults and their social surrounding, represents a
special challenge for the actors in the design and
evaluation process. We will therefore use the workshop
to discuss and reflect the presented projects and
findings with regard to other current research activities,
methodological concepts, and experiences in the field of
qualitative work, research and technology design for
older adults.

The Project

MobiAssist

Within the project MobiAssist, we have developed
videogame-based exergames to support daily life
activities of people with dementia and their caregivers.
The training exercises address physical, creative and
cognitive areas. The motion-sensing-based exercise
training program is running on a space-saving and
quiet mini-computer to reduce the disturbances of
using too much technology. Currently, a MS Kinect is

used to detect the motions of the participant while
interacting with the system, but the open
implementation will allow other cameras to be used as
well.

Figure 1: Training Session with Grandchildren at home

To simplify the interaction with the overall system, a
tablet and a PlayStation 3 Buzzer were used. The tablet
shows the current exercise plan, the results of the
different games and education material about the
disease, while the Buzzer with its big colourful buttons
is used as input device during the games. In an eight-
month participatory design study, the authors designed
a prototype system for the support of daily life activities
for people with dementia. In total, 31 semi-structured
interviews and 70 moderated group-sessions were
conducted.

Preliminary Findings - MobiAssist
Findings indicate that the participants and caregivers

benefited in different dimensions.

Benefits for caregivers: In addition to the benefits for
people with dementia, the relatives benefited from the



use of the system, for instance by supporting the daily
routines, gaining more leisure time and decreasing
physical and emotional stress resulting from care.
Furthermore, informal and professional caregivers
recommend the ICT-system as a permanent feature at
home and in day-care centers.

Impacts on daily life: The findings also illustrated social
impacts induced by using the system. Participants
developed a strong sense of advanced social
collaborations. By integrating strength training, balance
games and creative exergames into the daily routines
and activities in their familiar environment, as well as
into the day-care facilities of people with dementia,
existing family and friend relationships have been
strengthened, intergenerational exchange happened
and therefore social responsibility was regained, and
general social interaction increased.

Well-being and social interaction: Participants showed
strong motivation and enthusiasm, initiated learning
processes, collaborated and understood the underlying
concept of the exergames and its content.

The Project

ARIA

The project was part of the Year of Science 2018
"Working Worlds of the Future" program and explored
new working worlds in caregiving by using participatory
and practive-centred methods in order to establish
innovative solution models for the challenges of
demographic change. Potentials and barriers for future
innovations with robots were made accessible to the
public sphere and expert audiences within the
framework of the project. To realize the participatory
approach of the project, workshops were held with
professional caregiver, care-students and the citizen.

These workshops aimed at developing scenarios for the
use of robots in a care contexts.

Based on the gained experience applications for the
robotic system of Pepper have been developed and
evaluated in a care facility with 6 participants over a
period of 10 weeks.

Figure 2: Group session with Pepper
Preliminary Findings - ARIiA

Early findings indicate that the participants and
caregivers can benefit in different dimensions.

Caregiver perspective: The robotic system can help
caregivers to activate the inhabitants of a care home.
First by gaining attention with its appearance and
interaction with its surrounding and second by helping
caregiver to structure certain activities. The robot can
sing, dance, play games or tell stories. Every caregiver
can do the same but often not in the variety a robot
could do it. Further it helps caregivers to concentrate
on individual needs, while the robot keeps on playing
his program and distracts the other participants.



Participant perspective: The participants have shown a
high level of activity with the robot. The robotic system
that showed moving exercises have been accepted by
them as trainer for this specific purpose. They saw such
systems as an additional entertainment that was
bringing joy and training effects. On the question if it
could replace caregivers all participants answered in
unity that this is not something they could imagine.

Conclusion

Based on our experiences, we argue here that
designing technologies based upon a participatory and
experience-based research approach offers a significant
advantage with regard to uncovering and respecting
the social, emotional, ethical and legal concerns, as
well as different needs of all stakeholders. In the case
of older adults and people with dementia, their relatives
and their caregivers, using participatory design
methods enabled integration and appropriation into the
challenging daily life and allowed the space for a deeper
understanding of their individual demands, their
interaction behavior and the different impacts of the
systems.
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Abstract

One of the debilitating symptoms of ageing is tremor which
primarily affects the finger and hand of the patient. This
impedes the daily activities of life such as writing, cooking
and eating. In this paper, we present a conceptual design
of a Pen, "TrePen", to identify the characteristics of tremor
and aid the ageing people in writing. Essentially, TrePen is
intended to generate the writing signatures by reconstruct-
ing the trajectory of Inertial Measurement Unit (IMU) while
abating the effect of tremor. The novel signal decomposi-
tion algorithm is employed to detect and characterize the
tremor. The preliminary result demonstrates the potentiality
of the concept and encourages it for further exploration.

Author Keywords
Parkinson, Tremor, Digital Pen, IMU, Accelerometer

CCS Concepts
*Human-centered computing — Human computer inter-
action (HCI); Haptic devices; User studies;

Introduction

With the advancement of medical science, life expectancy
has been increased significantly. According to the report
of National Institute on Aging [5], in U.S. only, by the year
of 2050, the number of citizens over the age of 65 or older
will be increased from 48 million to 88 million. However,
increased longevity declines the motor function of age-
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ing people which hinders their daily activities. Pathologi-
cal tremor is the most common motor disorder, manifest

in the older population. Tremor is defined as an involun-
tary, rhythmic muscle movement occurs in various parts of
the body. The hand and fingers are greatly affected by the
tremor. It can be associated with physiological phenom-
ena(ageing), or with any neurological conditions, such as
Parkinson disease. In this paper, we only have considered
the Parkinsonian Tremor due to the prevalence of it in age-
ing populations. Parkinson is a progressive neurological
condition of the central nervous system that exhibits motor
and non-motor dysfunction. Presently, 10 million people are
approximately affected by this disease [6]. To date, the cure
for Parkinson is not achieved yet. The medication only im-
parts the symptomatic relief. Thus it is utmost important to
interpret the characteristics and severity of tremor for pre-
scribing suitable medication dose to the patient.

Tremor hampers the daily activities in normal life. The ac-
tivities include brushing teeth, eating food with a spoon or
writing. Although in comparison to other activities writing is
not regarded as an essential skill for daily living. However,
it is very much desired skill for endowing mental stability.
Several reports [3], [2] established the fact that writing plays
a significant role in physiological well being. It helps to over-
come the emotional inhibition and boost the self-esteem of
a patient. This establishes a demand for assistive technol-
ogy or interactive system which could aid them in writing.
Numerous works [4], [1] addressed this and ergonomi-
cally designed the pen to improve the grip and reduce the
tremor for better handwriting. Even though these devices
fairly contribute to the betterment of handwriting, however,
it does not possess any programmatic advantage to further
reduces the tremor. The major shortcoming of these de-
vices is the absence of a digital footprint. Also, this does not
have any capability to asses the tremor characteristics.
Acknowledging these issues, we propose the concept of

TrePen, an assistive technology for the ageing people severely
affected by the tremor. The major contributions of the TrePen
are three folds: a) Distinguish the tremor attributes and uti-
lize as feedback to reconstruct the writing content in digital
format. b) Imparts a mechanical vibration according to the
tremor amplitude to reduce the muscle stiffness which aug-
ments the better handwriting. ¢) Automatic characterization
and assessment tremor for effective management of treat-
ment.

The central idea behind this pen is to embed the IMU sen-
sor and captures the trajectory of writing signature along
with tremor. Essentially, the TrePen will be endowed with
ergonomic design and act like a normal pen for the ageing
people. Along with normal writing, it will restore the writing
content and saves it like a digital diary for further reading.
This pen will be powered through the battery and equipped
with a small storage memory where the writing content will
be stored primarily. This data will be automatically trans-
ferred to the digital devices( tablet, smartphone) through
Bluetooth for permanent storage and display. We envis-
aged that this device will act as an assistive or interactive
device for the ageing people. They could write anything on
paper using it and also could draw or write anything on air
which will be immediately recognized. Potentially, this de-
vice would be advantageous in detecting the gesture recog-
nition which will enrich the experience of ageing people in
the field of human-computer interaction (HCI).

Fundamental Challenges and Scope of the Paper
The concept of the TrePen bears the similarity to the re-

search problem of IMU-based trajectory construction of hu-
man writing. However, the challenge is strenuous due to the
inherent noise persist in IMU sensors. The challenge is fur-
ther elevated by unavoidable noise in terms of tremor. The
major fundamental challenges inflicted by the IMU sensor
noises are denoted as 1) Gravity Correction 2) Continuos



Figure 1: Prototype model of
TrePen

Figure 2: One Parkinson patient

using the prototype model of
TrePen

Drifting 8) Global Coordinate System Estimation.

However, in this paper, we position it as a potential research
problem and proposed the conceptual idea of the Pen. The
hardware and associated algorithms related to the writing
restoration are not realized yet. The scope of this paper is
restricted, we only addressed the issue of tremor identifica-
tion from the data obtained from the IMU sensor.

Tremor Identification using SSA

The IMU chip is comprised of accelerometer and gyro-
scope. However, to asses the tremor signal, only the accel-
eration signal is considered. While the people with tremor
symptom writes, the acceleration signal captures the both
writing signature and the tremor signal. Thus recognizing
and extracting these signals are considered to be a chal-
lenging issue. The writing signature and the tremor signal
both are non-stationary, time-varying signal and they are
also not correlated. Additionally, the range of the Parkin-
sonian Tremor remains in the range of 4 to 6 HZ and the
frequency of human writing is in the lower range. Consider-
ing all the attributes, we have aligned this problem to signal
decomposition technique where both tremor and writing
signature are denoted as sub-series of the original signal.
Singular Spectrum Analysis(SSA) is employed as a sig-

nal decomposing technique which decomposes the signal
with several constitutive components with meaningful in-
terpretation. We have hypothesized that tremor signal and
the writing signature will be aligned in distinct components.
The comprehensive details of the algorithm are described
below:

Embedding

The primary step of the SSA algorithm is Embedding; where
the accelerometer signal is converted into a sequence of
lagged vectors. Given a resultant accelerometer signal
ACCgr = {ay,aa,...,an } where N is the number of sam-
ples in a particular time window. The signal is converted
into L lagged vectors. The L is denoted as the window

length. It is worthwhile to mention that, for a meaningful
projection, L must be chosen as L < N/2. The Trajectory
matrix S € RXK where K = N — L + 1, is devised as:

al a2 PR aL

a2 as a4
ACCR — Si,j = .

aK Aag+4+1 v an

Principal Component Analysis
Principal component analysis (PCA) is a mathematical pro-
cedure that transforms the original signal into a meaningful
basis that emphasizes the variation. Consider the Trajec-
tory matrix S € RE*X | the projected matrix C is defined
as C = SE. Where E € RE*X represents the eigen-
basis matrix computed from the covariance matrix. Every
column of the projected matrix C' € RE*X are denoted as
principal components. These principal components are the
subseries and associates with the major components of the
original signal.
Grouping
In PCA, the eigenbasis is extracted by exploiting the vari-
ance of the signal in the form of the covariance matrix.
The first few leading eigenvectors are often encompassed
the majority of the signal and contribute the considerable
amount of energy of the signal. Thus, we have considered
the Principal components where 90% of the energy is con-
centrated. The energy is computed from the eigenvalues
and it is defined as:

EIVpc
sum(EIVDiag)

Where EIVDiag € R"*! is a diagonal vector of Eigen
matrix obtained from Eigen decomposition.

Tremor signal contains the higher variance compare to writ-
ing information captured by the accelerometer signal; thus
the leading principal component is considered as tremor

Epc = x 100 (1)
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signal. Conversely, other principal components are grouped
to form the writing signature.

Diagonal Averaging

The final module is Diagonal Averaging which in turn re-
construct the time series of the various groups obtained
from the previous method. After Grouping stage, finally two
groups are formed: 1) first the tremor group T' € RY*2 con-
tains only the leading Principal Components; the number

is decided as two and it is obtained empirically. 2) Another
group is the writing group W € RL*M contains the other
principal components. Where M is the number of Princi-
pal Components considered according to the energy distri-
bution. To reconstruct, the time series corresponds to the
tremor and writing signature, the projection of the above-
mentioned groups are inverted based on the corresponding
eigenbasis. The anti-diagonal averaging is performed to
reconstruct the elements in the time series window. If we
consider Try (n),n = 1,2...N as the reconstructed time
window for tremor, then the diagonal averaging process is
defined by the following equation:

s Tu(mn—m+1)V1<n<L

1 L
= T — IWL<n< K
Trw(n) = T 2m=1 Tar(m,n —m+ VL <n <

L
NonfT Lome(N—nt1) Ta(m,n—m+1)
VK+1)<n< N

)
The same process is followed to reconstruct the time win-
dow for writing signature.

Expriment Design and Data Collection

To validate our hypothesis, the experiment is carefully de-
signed and a basic prototype model of the TrePen is de-
signed to generate the data.

Prototype Model Design

The prototype model is built with a special Pen equipped
with a MPU 9150 IMU chip. It is a 9 degree of freedom(DOF)
IMU unit that combines accelerometer, gyroscope and mag-
netometer. The MPU-9150 supports the 12C protocol for
data collection. The MPU 9150 sensor is connected to the
body of the Pen. The clock, data and the power lines are
connected to microcontroller board using the long wires.
One Arduino Uno board is used as the microcontroller
which is connected to the Laptop through the USB port to
collect the data. This prototype model is only devised for
the proof of concept. It is intended only to identify and dis-
tinguish the tremor from the acquired data.

Data Collection

Since this is a preliminary experiment, the data is collected
with a cohort of 6 Parkinson patient in a controlled environ-
ment. They are asked to write some letter or word using the
TrePen prototype model. Each session of the is restricted to
90 Seconds. A medical-grade device Shimmer [7] is used
as a ground truth device to measure the accelerometer sig-
natures of the hand movement during the tremor. Based on
the empirical analysis, it is observed that the palm side per-
ceives more vibration compare to wrist or forearm. There-
fore, Shimmer device is placed on the backside of the hand
palm using a strap, to record the true frequency of tremor
vibrations. The Shimmer device and the MPU-9150 is syn-
chronized with system time. The complete Data collection
procedure is controlled by an external observer. The proto-
type model and the process of data collection is depicted in
Figure 1 and 2.

Evaluation

Since the tremor signal posses the oscillation nature, we
have leveraged the spectrum estimation for evaluation.
The signal is segmented into smaller windows and con-
sidered as stationary over restricted widow size. The Fast



Fourier Transform (FFT) is applied as the spectrum estima-
tion method on every time window. In our experiment, we
have chosen 10 Second window.The dominant frequency
of every accelerometer spectrum window acquired from the
shimmer device is used as a reference parameter. Subse-
quently, this dominant freuency is matched with the domi-
nant frequency of reconstructed tremor spectrum window
obatained from TrePen. For a particular time window, this
process is defined as:

FQACCGTax = argmaz FQSPaccar(k) ()
k
FQACCR hax = argmaz FQSPaccr (k) (4)
k
drq = | FQACCGThax — FQACCRmax | (5)

Where FQSP accarT is the frequency spectrum of tremor
signal obtained from shimmer device and FQSP accr is
the reconstructed tremor signal processed after SSA.

If the absolute difference drq is less than the threshold
then this window is denoted as a match. The threshold is
defined according to the frequency resolution of Fourier
Transform and it is selected as .1 Hz. The tremor identifi-
cation algorithm caters 90% accuracy; among 255 of total
windows 230 windows are rightly identified as tremor signal.
To have a better perspective, for one particular time win-
dow three plots are generated and depicted in Figure 3, 4,
and 5. It is evident from Figure 3, that the spectrum of noisy
accelerometer signal is cluttered with noise and the orig-
inal tremor signal (4.1Hz) is buried with noises. Here, the
dominant frequency is 5.01Hz which does not match with
the ground truth dominant frequency(4.1Hz). On the other
hand, when the signal is processed using the algorithm,

the reconstructed tremor spectrum in Figure 4 is clean and
matches with the ground truth.

Conclusion
In this paper, the concept of TrePen is presented, capa-
ble of distinguishing the tremor and assist the people while

writing. The notion of this TrePen is based on the IMU tra-
jectory tracking to yield the writing signature. The hardware
and the associated algorithms are in the ideation phase, not
yet implemented. Currently, we show the feasibility analysis
of identification of tremor which will facilitate the assess-
ment and effective reconstruction of writing signature. As
future work, we intend to build the real hardware of TrePen
for the deployment in the real field.
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Abstract

This workshop paper highlights the support that ‘close oth-
ers’ provide to older adults in acting as proxy users of self-
service apps in eHealth, eFinance and eGovernerment.
Proxy use of such eServices on behalf of older adults is
occasionally done formally, when the eService explicitly
provides proxy accounts, but is most often done informally
by older adults sharing login credentials with close others.
This sharing of passwords brings privacy and security risks,
but also can cause problems for service providers. We pro-
vide a description of these issues as well as considerations
for the design of eService portals to mitigate information
disclosure, fraud and security risks.

Author Keywords
Older adults; Proxy Users; Privacy; Security; Self-Service
Technologies; eHeath; eBanking; eGovernment;

CCS Concepts

*Human-centered computing — Ubiquitous and mobile
computing; Collaborative and social computing theory, con-
cepts and paradigms;

Introduction

An eService portal is an online service, accessed through
a mobile application or web browser, that requires a user
to login, and then allows the user access to their data (i.e.,
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Helping With Technology
An eighty-something partic-
ipant in the Cheque Mates
study [20] estimated how
frequently older adults rely
on close others for tech help:

“Forget computers. 20% of
the people — you know, my
generation - do not have
computers. 7% have got
no one who can use them
for them. An awful lot [are]
of an age that have got
children, helpers, carers,
grandkids, who use the
computer on their behalf.”

medical record, bank account, pension) and allows the user
to engage in domain-specific tasks (i.e., renewing prescrip-
tions, transferring funds, pension planning). Self-service
technology is increasingly promoted as companies and gov-
ernments seek to lower costs by reducing or eliminating
brick and mortar service locations. While online access has
the potential to allow older adults with mobility issues or in
rural areas to access needed services, such services are
often not designed with older adult users in mind.

Close Others

Close others are people who have regular contact with
older adults and may help them with daily living, including
social activities, health and wellness, shopping, banking,
and accessing social services. Historically the CHI commu-
nity has used the term ‘caregiver’ to describe people who
assist older adults. However, ‘caregiver’ tends to be associ-
ated with healthcare assistance. It also fails to acknowledge
the reciprocal support and care relationship between older
adults and their close others [11, 19]. Thus, following the
lead of the occupational therapy community which consid-
ers a broader range of activities [4], we choose to use the
term ‘close others’.

Close others can include many different people an older
adult would receive support from, including paid support
workers, family, friends or other community members. Many
older adults have multiple close others who support the
older adult in different ways and have different types of rela-
tionships. An older adult may have close others that fit into
any of the social circles identified by Wang et al.: predeter-
mined, chosen, interest-based, location-based, and shared-
identity circles [21]. Various researchers have shown how
important it is to take into account the perspectives of close
others or caregivers when designing technology for older
adults [5, 7, 3]. Research has also shown that close others

can help older adults learn to use new technologies [15].

Close Others as Proxies

Close others often act as proxies and access eService por-
tals on behalf of the older adults they help. While this is
generally helpful to the older adult, proxy usage of eService
portals can create a wide variety of serious security and pri-
vacy problems, especially when the older adult also experi-
ences social conditions or health impairments that increase
vulnerability [13, 12, 8]. Proxy access to such eService por-
tals often happens by older adults sharing usernames and
passwords with the close other, or by the close other cre-
ating the account in the older adult’s name, and setting

up the login credentials themselves. We call this informal
proxy usage, and whether this occurs via mobile device or
using a computer, it can create a wide variety of serious se-
curity and privacy problems, and can also be problematic
for providers interacting at the other end of these systems
(such as government workers, healthcare providers, bank
officers, etc.). The alternative to informal proxy usage is
the provision of proxy accounts that explicitly acknowledge
the role of a close other as a technology helper or proxy.
eService portals should support close others’ use on be-
half of older adults through the provision of proxy accounts.
This could allow the older adults to limit the information and
functionality accessible to their close others, and help the
older adults protect information they wouldn’t want dis-
closed to the close others. However, few eService portals
explicitly support proxy accounts, and little is known about
how to structure such accounts.

In this workshop paper we will describe the issues that
arise from the lack of explicit proxy accounts for self-service
technologies, and we will provide an initial set of consider-
ations that companies and government services should be
aware of when designing self-service technologies that may



Legal Formalities come
Later in eBanking

While most jurisdictions re-
quire legal power of attorney
or court appointment as a
substitute decision maker
before a bank is allowed to
grant financial account ac-
cess to someone other than
the account holder, most
older adults do not use these
mechanisms until they face
serious incapacitation. Even
when such processes are
followed, bureaucratic hoops
can delay these processes.

Our informal observations
in Canada and the US indi-
cate that informal sharing of
passwords for eBanking as-
sistance happens long before
an older adult is at the point
where a power of attorney
or substitute decision maker
comes into play. Thus, it is
likely that many instances of
proxy banking fall under the
informal category.

be used by the close others of their older adult clients.

Issues Around Close Others’ Proxy Use

The lack of proxy accounts for close others leads to a seri-
ous problem: older adults commonly share their login cre-
dentials for eService portals so that their close others can
engage with eService portals on their behalf. From a secu-
rity standpoint, sharing passwords is a bad idea because
people often use the same or similar passwords across
multiple systems [6], and so giving a password from one
eService portal (such as a hospital patient portal) to a close
other might also give that person access to the older adults’
other eService portals (such as online banking), opening up
the opportunity for elder fraud [18].

Older adults often have various different close others who
help with different tasks, and the information sharing be-
tween the older adult and each close other is highly contex-
tual [14, 2]. Privacy is critical and even within one eService
portal, there may be limits to the amount of information an
older adult wants to share with a particular close other. For
example, an older adult may want a close other to help with
reviewing test results in an online health portal, but by giv-
ing them the password to that system, the close other could
also get access to the older adult’s full medical history, in-
cluding diagnoses of stigmatized illnesses, prior substance
abuse issues, or prior reproductive health decisions. The
sharing of login credentials means the system can not dif-
ferentiate between the older adult and the close other, po-
tentially leading to unwanted information disclosures.

Our previous work has shown that older adults often strug-
gle with patient portals and rely on a close other to help
them use it, or to use it on their behalf [10]. This research
also showed that most older adults are unaware how much
information is visible to their close others on patient portals,

and expressed concern about certain types of information
being shared (billing information and stigmatized illness
diagnoses) [10]. These participants relied on their close
others to help with the patient portals because of discomfort
with technology [9], and/or lower eHealth literacy [1]. We
also conducted interviews with healthcare providers [16],
who are on the provider side of the eService portal. They
may struggle to know with whom they are communicating
when older adults’ proxies are using the portals. In the pa-
tient portal example, doctors might communicate quite dif-
ferently if they are messaging with the patient vs. the pa-
tient’s adult child, neighbour or friend.

Pecina et al. studied proxy messaging with healthcare
providers [17]. Of all messages sent to providers through
an adult patient portal, fewer than 1% of the messages
came from a proxy account. Additionally, at least 7% of
messages sent through the adult patients’ accounts were
sent by someone other than the patient, demonstrating bar-
riers to adoption and use of proxy accounts, even when
they exist.

Similar issues exist across other domains such as banking
and government services. Anecdotal evidence suggests
that many older adults rely on adult children or other close
others to do online banking for them, and much of this is
done informally through password sharing.

Design Considerations

Providing proxy access to eServices involves the creation of
a different type of account and some way for older adults to
indicate what types of information and functionality a close
other proxy should have access to. It is important to make
the setup and configuration of proxy accounts as simple as
possible so that the older adult user is not overwhelmed.

If they are relying on a close other to use the eService on



Mobile Possibilities

For older adults comfortable
with mobile phones, eService
systems could send alerts
and notifications about their
close other’s activities on the
eService account.

Designing a user-friendly app
to help older adults manage
close others’ proxy access

to eHealth, eBanking and
eGovernment services would
also be useful. Ideally, one
app that has a consistent
interface could be used for
proxy account management
across multiple services.

their behalf, it is likely that they are not feeling comfortable
using the technology, and so it may be important to allow
this setup to happen via paper forms that are mailed to the
eService provider. Proxy accounts may benefit from:

Expiry Dates: Relationships can change and so use of
expiry dates can ensure the older adult still wants a
particular close other to have proxy access.

Checks & Balances: When critical assets are at play
(pensions, financial assets, etc.) require multiple
proxies, as a check against elder fraud [18].

Transparency: Proxy actions should be logged and sent
to the older adult via email, phone notification or on
paper through the mail.

Limits: Certain actions should be off limits to proxy users.
For example, if paper statements are mailed to the
older adult, the proxy should not be allowed to change
the older adult’s mailing address.

Blocks: Older adults should have a mechanism (via a sim-
ple phone call) to immediately block access of a close
other whom they have given proxy access.

Even if proxy accounts are provided, there is evidence to
suggest that they may not be used [17], especially if peo-
ple do not realize that proxy accounts can be created. Even
if they are aware, they may not be used due to the setup
burden, lack of awareness about the amount of informa-
tion available [10], lack of awareness of the risks associated
with password sharing [6], or a high level of trust between
the older adult and the close other [10]. Given these bar-
riers, it seems likely that many older adults will continue to
share login credentials with close others. This likely vio-
lates the terms of service of most eService portals. eSer-
vice companies would be wise to acknowledge the practice

and build in mechanisms to help address the issues we de-
scribe. For example, an eService portal could ask the user
upon login if they are a proxy user. If the user indicates that
they are a proxy, then features such as the following could
be used to protect against fraud and privacy intrusions:

Log activity conducted by the close other proxy.
Display warnings before providing access to sensitive
information or functionality.

Ask the proxy to upload a time-stamped picture of
themselves with the older adult.

Send a summary of information viewed and actions
taken to the older adult.

Conclusion

The increasing importance of self-service technologies ac-
cessed via mobile and desktop devices can leave older
adults struggling to access needed services, and has the
potential to widen the digital divide. The common practice
of close others using these services on behalf of the older
adults they support can help bridge that divide, but if that
access is informal (through sharing of login credentials),
there are significant privacy and security risks. eService
providers can better support older adult participation by ex-
plicitly acknowledging the existence of close other proxy
users, by providing proxy accounts, and by designing their
systems with the knowledge that informal proxy usage is
also likely to continue, even if proxy accounts are provided.
Much more research is needed on how to best structure
such accounts and how to design systems with informal
proxy usage in mind.
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Abstract

Multimodal input systems can help bridge the wide range of
physical abilities found in older generations. After conduct-
ing a survey/interview session with a group of older adults
at an assisted living community we believe that gesture and
speech should be the main inputs for that input system. Ad-
ditionally, collaborative design of new systems was found to
be useful for facilitating conversations around input design
with this demographic.
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sign; Inputs
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Introduction

Input technologies can help enable seniors to maintain their
independence into later years by offloading some of the
needs of daily activities, or by reducing the cognitive load
needed for those activities [8]. There are however differ-
ences in how older adults and younger adults interact with
and perceive controls [2]. Some of these differences in-
clude perception limitations or inexperience with new tech-
nologies.
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Scale Response

Never
Once
Yearly
Monthly
Weekly
Daily

ahbhwND-—=O

Table 1: Response scale for device
usage frequency

Scale Response

0 Very Poor
1 Poor
2 Fair
3 Good
4  Excellent

Table 2: Response scale for self
assessment ratings

Sadly, when interactions with a system are poor older adults
often assign personal blame instead of considering that
they interface may not be properly designed for them [2]. It
is important to reduce these feelings of inadequacy. When
input technologies are not accessible it promotes feelings
of exclusion and loss of control which can contribute nega-
tively on one’s life [8].

Gestures have shown promise as an appropriate interaction
technique for older adults, showing no significant difference
in accuracy between older and younger adults [9]. Speech

has also been seen as a preferred input for older adults [1].

Multimodal interfaces show promise in improving accessi-
bility for older adults by providing a more natural and effi-
cient interaction space [3]. Multimodal inputs are associated
with higher user satisfaction, particularly with speech and
gestural interfaces (touch) [4]. The benefits of this com-
bined modality extend beyond user satisfaction. These in-
put streams often contain non-redundant information which
can lead to better recognizer systems development [6].

Survey

To evaluate the feasibility of multimodal gesture and speech
based inputs we conducted a survey/interview session at
an assisted living home. This pilot study is aimed at guid-
ing our ideas about the future direction of input devices for
this generation. This survey included questions about de-
vice usage frequency and comfort with using devices. The
scales for responses to these questions are shown in tables
1 and 2. There were 11 participants (age M= 86.1, SD =
10.89). The range of ages spanned from 66 to 100 (8 male,
2 female). Previous careers ranged from homemaker to
pilot.
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Results

Due to small sample sizes we are treating the responses to
the survey as a framing for the discussion. Thus, in-depth
statistical analysis was not performed on the survey results.
The results are very clearly impacted by age. People over
86 (group 2) selected never use for all of the device usage
frequency questions. People 86 and under (group 1) an-
swered more of the usage questions. Most participants in
group 1 report using a smartphone daily 3/4 (group 2 1/7).
All phone usage questions were rated as daily or never.
Only 2 participants reported using a mouse/keyboard daily,
both in group 1.

Group 1 rated their eyesight as good (M=3.25), group 2
rated their eyesight as fair (M=2.83, SD=1.35). Dexter-

ity follows the same trend with group 1 rating their dex-
terity as good (M=4, SD=0) and group 2 rating it as poor
(M=1.88, SD=1.5). These results are shown in figure 1.
Group 1 rated their comfort with touchscreens as good
(M=3, SD=.7). The mouse/keyboard and speech controls
were rated as fairly comfortable both with (M=2, SD=1.41).
For all device comfort questions group 2 rated their comfort
as very poor.

People said that they wanted to see more inputs that mirror
what they currently use. Those being touchscreens. Some
people felt that technologies are moving too fast. Indicat-
ing a preference for keeping inputs consistent in emerging
technologies. When asked if they would like speech based
inputs people unanimously said no. When asked if they
thought using speech as commands for a system most peo-
ple said it would be beneficial. The responses to these simi-
lar questions flipped based on the framing of the question.

After having difficulties getting input preferences for general
new technologies we framed the questions around a virtual
reality bingo game (VRBG). The participants helped design



DEXTERITY AND
EYESIGHT BY GROUP
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+Dexterity = Eyesight
Figure 1: Participants self reported

eyesight and manual dexterity by
group

what this game would do. Having helped with design, par-
ticipants were more involved in conversations around inputs
for it. Participants wanted to touch the virtual bingo card

to place their chips. A few people wanted speech based
inputs in combination with touch, but not as a stand alone
input. Participants said they wanted few controls in this sys-
tem. One participant said “simple is safe” which was then
repeated by other residents over the course of the conver-
sation.

Outside of the scope of inputs, people wanted to be able
to scale bingo cards to work around eyesight or dexterity
limitations.

There was apprehension around participation in the con-
versation. Prior to the VRBG segment of the conversation
the thought of technology seemed to be off putting to some
participants. This was more pronounced in the participants
above 86. Some participants, though eager to fill out the
questionnaires and talkative during the initial session, be-
come very quite during the discussion about inputs. There
was some level of guilt reported by several participants
saying that they “didn’t want to ruin the results” indicating
that their self perceived lack of experience with technology
would be harmful to the survey. One participant went so
far as to say they did not want to participant at all because
they were “computer illiterate” and did not want to ruin the
results. That participant later joined into the conversation.
This looks similar to the self blame found by Cui et al. [2].
Some other quotes from participants are found in table 3.

Discussion

The results from the survey and the interviews are anecdo-
tal. That said they provide some direction for future input
design. The interviews around input design also give in-
sights on conducting meaningful conversations with this
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demographic. It was difficult to frame what we were ask-
ing when talking about what inputs they would like to see in
future devices. There was a large disconnect between com-
puters, phones, headsets, or any other type of technology.
Different framings of the same question yielded drastically
different answers.

When considering hand-based inputs, gestures or other-
wise, its import to consider the level of mobility and hand
usage older adults have. All of our participants reported
having some level of manual dexterity decrease, with 4/11
indicating it was severe. This decrease in manual dexter-
ity has been linked to decreased selection task perfor-
mance [5]. The addition of speech based inputs would
make for a more flexible system, able to better cater to in-
dividual needs than touch or gesture alone.

Going into a conversation with specific questions was diffi-
cult. There is high potential for the participants to not con-
tribute. Establishing a dialog around a common notion was
helpful. The common notion in this instance was the VRBG.
Having a member of the actives staff involved was impact-
ful, the familiar face helped ease some of the anxieties in
the room. That staff member was also able to help re-frame
questions in a way that participants were more open to or
more able to answer.

We recommend conducting interviews with this population
across multiple time periods. Establishing a rapport would
help with participant involvement in the conversation. Most
residents mentioned guilt about “ruining results.” We be-
lieve that having multiple sessions will help lessen this guilt
which will help get at more meaningful conversations.

Future Work
This lab plans on developing the VRBG as a tool to get
engagement in conversations about input device design



“you don’t want me
to participate,
I'm computer illiterate”

“simple is safe”

“technology
moves too fast”

Table 3: Quotes from participants

from this population. With that, we plan to have reoccurring
meetings to help enable participatory design of the system.
While the end result may not be hugely impactful to this au-
dience. The effect of having a stream of suggestions and
iterative design based on the needs of this population will
be.

Conclusion

Touchscreens and more intuitive Natural User Interfaces
can enable older adults to join the digital world [7]. It is im-
portant that inputs are designed so that current older adults,
and generations set to enter that space can remain in the
virtual world.

Gesture and speech based inputs are the best future direc-
tion for interaction design with older adults. Touch based
inputs were favored by most participants. We believe that
gestures will begin to replace touchscreen interactions

and can utilize many of the same features as touch. While
there was some hesitation around speech inputs, we be-
lieve that as technology improves speech will become more
accepted. When considering the next generation of older
adults, the pervasive use of speech based home assis-
tants might change this preference from touch. Multimodal
systems that can utilize multiple input streams, in particu-
lar gestures and speech, can provide a robust interaction
space. One capable of overcoming the individual level diffi-
culties incurred while ageing by providing alternative input
options. With the wide range of abilities found in older gen-
erations, this flexibility is critical to wide spread accessibility.
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Abstract

This paper describes one part of a user study with
elderly women who live alone in Germany. The user
study comprised of an exploratory getting-to know
participants, an experience of use and interview
studies. This user study is a part of a research project
dedicated to innovating smart home technologies with
and for elderly women. This paper highlights insights
from semi-structured interviews with 7 elderly women
who live alone. It also draws attention to the need for



research on ageing populations to consider aspects of
gender and sex in research.
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Introduction

Research in ageing populations in HCI though minimal
needs further considerations into the complex identities
and contexts of older persons. Identity factors such as
gender, race, culture, socio-economic status should
determine how technologies are designed with and for
persons[1]. This research paper draws attention to the
role of gender in working with older persons to design
technologies. Gender is a key determinant of the
quality of life of older persons [18]. Generally, gender
and sex in research presents perspectives often
overlooked[13]. However in older persons, gender
influences their participation, health, financial status
etc. as they actively age[18]. This paper presents
qualitative research work conducted with 7 elderly
white women (65+) who live alone in Kassel in
Germany. It highlights insights from the lives of the
elderly women.

Background

Gender and Ageing

As a result of the gender gap in life expectancy, elderly
women (65+) spend a greater part of their elderly lives
alone[12]. In the EU, elderly women represent the
largest proportion of women living alone [12]. Elderly
women living alone are more likely to suffer from
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poverty, illness and disability [12,19,8]. Elderly women
may also deal longer with advances in Information
Technology innovations, often designed with and for
young adults. Though HCI research over the past
decade in Gender and Ageing populations has increased
tremendously, research with and for elderly women
remains minimal. Our research seeks to contribute to
research in HCI on Ageing populations and draw
attention to the need to consider the complexities of
identity such as gender and living status in designing
specifically for older generations. The ultimate aim of
this research project is to seek opportunities for
designing smart home technology for elderly women.

Gender and Smart Homes

Smart homes for ageing persons has been identified as
vital to supporting ageing-in-place[3]. Smart home
functions often largely cater for supporting independent
living and responding to health needs such as
dementia, disabilities etc. [5,6].The functions of smart
homes should largely extend to manifest the diverse
needs and contexts (gender, race etc) of persons
ageing[10]. The home remains one of the gendered
spheres of society in most cultures with what most
people do at home being determined by gender[11,15].
Additionally, the living behaviors and contexts of older
persons living alone are different from older persons
living in shared homes or health facilities[8,9,12]. The
consideration of the gender aspects in smart home
research allows a new outlook on the different
preferences and needs of gender in a home. The home
has different connotations to each gender-construct
and thus a consideration of potential (e.g. behavioural)
sex-gender differences in innovation avoids the delivery
of stereotype-driven products.

Methodology

This research is a part of an ongoing larger research
project that seeks to design smart home technologies
with and for elderly women living alone in Germany.



The project is structured into four phases, with a
preliminary study, use of experience study and
interviews already undertaken. Future work will engage
the elderly women in collaborative creative sessions to
design smart home devices that fits to their needs and
use. A brief report of the other phases are highlighted
in this article. The interviews were to gain rich
knowledge and understand the experiences of the
elderly women. It was also to gain insights into their
past and current lives, values, living situations and
activities to identify the opportunities for technological
interventions in their homes. Therefore face-to-face
semi-structured interviews were conducted in the
homes of the elderly women. This paper highlights
aspects of the themes reported from the interviews.

PARTICIPANTS

Seven elderly women were recruited for the interview
study. They lived in a suburb in Kassel, a city in
Germany. They lived alone and perfectly (mentally and
physically) fit to take part in the interviews. All women
but two lived in their own houses. One of the other two
lived in their apartment and the other in a rented
apartment. The women were between the ages of 75-
83 years. The contact to the women was more of a
snowballing sampling. The first contact was gained
through the author’s neighbour. The women were told
the interviews were to get to know their lives better as
first contact had already been made through the pre-
liminary study.
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No Ag Year Year Education/Trainin | Years

e s s g worke

livin livin d
gin g
the Alon
hom e
e

S1 81 51 10 Pharmacy -

S2 83 50 7.5 Nursing (Pediatric ) 6/7

S3 82 50 3 Sales + 10
Cosmetology

S4 80 38 3 Home Economics 24

S5 79 45 11 Tax Office 30+

S6 75 19 19 Bachelor 30+
(Education)

S7 79 55 1.5 Wholesales 45

Table 1. Demographics of the women.

PROCEDURE AND METHODS

Semi-structured interviews are key in gaining in-depth
insights into the ageing experiences of older
persons[2,4]. The semi-structured interviews were
conducted face-to-face with open ended questions. The
interviews lasted between 30-70 minutes. All interviews
were conducted in the homes of the women. The
interview questions were structured into four main
categories. The first set of questions were personal
information about the participants, the second set were
to gain insights into their past years and activities, the
third set of questions were about their current lives and
activities and the fourth set about their ownership and
use of technology. There were specific questions about
their daily routines, social activities, relationships and
skills. The interviews were conducted in German and
recorded with a smart phone, labelled and transcribed
for analysis. The interviews were analysed using
conventional content analysis [7]. The transcribed




interviews were read through for codes and then
categories and a section of themes that rose out of the
categories are presented here.

Insights

The insights presented here from the interviews are
highlights of the themes arising from the interviews.
The themes presented reflect on societal structures:
the contributing factors that determine the quality of
life of elderly women, alone but not lonely; the
subjective evaluation of satisfaction of living alone.
Additionally, the insights reflect on the women’s keen
role in sustaining community and their use and
ownership of technology.

SOCIETAL STRUCTURES

It is an undeniable factor the contributing role of
societal structures to ones quality of life at old age. The
traditional roles of women though changed over time
have substantial influences on the financial, social etc.
state at old age. All women were born just before or
during WWII which influenced their roles and lives as
children, teenagers and women. The roles of women
were more traditional, especially in West Germany,
established childcare for children below 3 years were
non-existent. Childcare for children from 3 years to
pre-school (5) were very competitive. Thus mothers
could not effectively work as men did. All women
interviewed had been married at very early ages
(average 22 years). All women but two had children.
Two had been full time housewives (S1,S2) and had
raised 4 and 3 children respectively. These women
depend on their husband’s pension benefits. Though in
Germany the laws are now favorable towards women
who had childcare roles, they should have however
worked for at least 3 years. S7 and S6 had no children
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thus benefited working fulltime. S5 had to engage the
assistance of childcare from Greece so she could work
in their family business. The women with children who
worked mentioned factors such as “office” in the home
and additional childcare as enablers.

ALONE BUT NOT LONELY

De Jong Gierveld describes loneliness as a subjective
evaluation of the quality of relationships one has which
is dependent on factors such as age, financial situation
and health[8]. The interviews did not measure the
states of loneliness of the women. The insights given
here are reflections the women made about how they
feel about living alone. All women described their lives
as not lonely but rather appreciated the stage they
found themselves in: “I do well living alone. I enjoy it
as well"(S2)". The social circles they had and the
activities they undertook were key factors that kept
them actively engaged as persons living alone: "When
you keep busy, you do not fall into a hole. You keep a
balance and have a feeling of self~worth”(S1). Their
preference to live alone at home was due to their
values of independency:“As long as I am independent
and can still take care of everything by myself, I do not
wish to live in a home(S4)"”, freedom:”I want my
freedom to do what I want to do when and how I want
to do”(S2). All women were not keen on moving even
to their children due to their social circles, friends etc.:
" because I could never imagine myself making new
connections with 82 years”(S3). These reflections
contradict popular labelling of elderly women who live
alone as lonely. Similar experiences of freedom,
satisfaction etc. by elderly men living alone in the US
also contradict these negative notions of older
people[17].



COMMUNITY, WHAT HOLDS IT ALL TOGETHER.

The interviews with the women made clear the
importance of the immediate community. Though all
women enjoyed the time spent with their children or
siblings when possible. They valued much more the
community that surrounded them. Each woman was
part of a club of a sort. These clubs organized regular
meetings for example to play games, embark on trips,
have dinner or visit each other. Additionally some took
courses from the Adult Education Center for English
(S5) or novel reading (S2,S3,57) to meet others and
keep the mind active. The use of communication
technology such as telephones, mobile phones, emails
and even letters was nothing over the top in keeping
their relationships nurtured. However the commitment
to ensuring that they nurtured their relationships and
assisted each other when the need arose was what
stood out and mentioned as priority. This has been
confirmed as a unique trait of women in guaranteeing
the ongoing contact of kin and non-kin relationships[9].

TECHNOLOGY USE AND OWNERSHIP

There has been extensive work with Ageing populations
and their use of technology. This theme however
brought out interesting insights on how the women
purchase new technology: on a need basis. And
additionally, the role their families played in their use
and ownership of smart devices which is reiterated by
Sri Kurniawan in their study of elderly women and their
use of mobile phones[16]. All but two women had
smart mobile phones. Three women (S2, S3, S7) had
computers they regularly used. The purposes were for
searching for information, reading mails, online banking
and house administration tasks. All women but two
had internet in their homes. Interestingly, all but one
woman had had or used computers. S4, S5, S6 and S7
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due to their professions use computers. Interestingly,
S4 and S6 used them only because they had to at work
and preferred not to use them at home.

Conclusion

The insights from the interviews were beneficial in
understanding the values, experiences and activities of
the women. Though this paper only highlights aspects
of the interviews, the interviews bring attention to how
challenging it will be to find one smart device that fits
into the varying needs and perspectives of these
women. On one hand, perhaps leaning towards a smart
home device that builds and supports their existing
communities might be helpful. Additionally, a further
study might be required to consider the interactions
with tangible artefacts in their homes[14]. The
interviews were helpful in knowing the skills and
interests which are fundamental in planning the co-
creation sessions. It is necessary to avoid materials and
methods that are incoherent with their values, skills
and interests and important to consider their existing
structures of social networking and interactions.

Future Work

This research will conduct collaborative creation
sessions with the elderly women aimed at designing
smart home devices that will fit into the lives of the
women and most importantly needed. These sessions
will involve creative sessions that will work towards
designing prototypes that suit in the home.
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Figure 1: Check-in Tree

Figure 2: Check-in Toolkit
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Abstract

In this paper, we describe two Check-in systems and pro-
pose a within-subjects study with rural older adults to eval-
uate if older adults prefer to customize their systems. The
Check-in systems provide older adults the ability to check-in
on their neighbors and peers, however one system is ready
made and with the other system, the older adults build into
their chosen enclosures with customizable outputs. Such
Check-in systems can help older adults age-in-place and
empower them to take care of one another, thereby, foster-
ing a more independent life.

Author Keywords
Aging in Place; Electronic toolkits; older adults; Making

CCS Concepts

*Human-centered computing — User interface toolkits;

Introduction

Most older adults would prefer to age in place, however
some older adults report concerns about feeling socially
isolated [3]. Researchers have investigated how to help
older adults connect with each other to reduce social isola-
tion by providing electronic systems to check-in with loved
ones by one-way [4] and two-way communication [1]. These
electronic Check-in systems were publicly facing physical
objects (e.g., a frame or tree) that were envisioned to be on
display in one’s home.
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In this paper, we propose a within-subjects study with rural
older adults where we will compare two electronic Check-
in systems where multiple users can check-in with each
other via two-way communication. The first system is a
peer-based, Check-in tree [1] shown in Figure 1. The sec-
ond system is a peer-based Check-in toolkit that provides
older adults with the ability to customize the physical enclo-
sure [2] shown in Figure 2.

System Overview
We will describe the two systems, the Check-in Tree [1] and

Check-in Toolkit, which is an extended version of Craftec [2].

Check-in Tree

The Check-in Tree [1] is a peer-based Check-in system
tailored to the check-in needs of older adults. Older adults
in rural areas typically use some common real-life Check-in
systems (e.qg., turning on/off the porch light) to indicate with
neighbors that they have woken up. For example, neighbors
will call if a friend has not indicated they woke up. This idea
of morning check-in is replicated through the Check-in tree
prototype. The tree design and specific features were fine-
tuned to make it look more aesthetically pleasing based on
feedback from three older adult consultants.

Ideally, each older adult in a neighborhood peer-group
would have their own Check-in tree. Each Check-in tree
would have a picture of everyone in their peer-group along
with their own picture at the top, as shown in Figure 1.
When an older adult gets up in the morning, he presses
the button on the Check-in tree and the LED near his pic-
ture goes from gently pulsating to steady. The older adult’s
status (steady LED light) appears on the Check-in trees of
all of their peers. In case the LED does not change, then a
neighborhood peer could check on their neighbor.
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The Check-in tree is made up of a custom enclosure routed
out of wood with a Raspberry Pi 3 stored in the tree base.
Each picture is lit up by an LED that is connected to the
Raspberry Pi via internal wiring through a breadboard. The
Raspberry Pi connects to a central server via a researcher
provided internet connection from the older adult’s home,
as shown in Figure 1.

Check-in Toolkit

The Check-in Toolkit is also a peer-based Check-in sys-
tem that simulates the functionality of the Check-in Tree,
and also extends the functionality of Craftec [2]. Craftec
empowers older adults to explore electronic interactions
that inform future interactive systems by abstracting inputs
and outputs on a Circuit Playground Express and associ-
ated input and output components. We extended Craftec
by utilizing a Circuit Playground Bluefruit so that it can wire-
lessly communicate with the technical architecture. We also
added in NeoPixel components so that we can communi-
cate older adult availability based on colored lights similar
to the Check-in tree. Older adults can use the Check-in
Toolkit to enhance household items to communicate about
check-ins or create an artifact that will blend right into their
surroundings.

Included in this toolkit is an Adafruit Circuit Playground
Bluefruit, a Raspberry Pi, a LilyPad light sensor, and Flora
RGB Smart NeoPixels. The Circuit Playground Bluefruit
is connected with a Raspberry Pi via the built-in Bluetooth
for wireless communication. The light sensor acts as an
input to indicate a check-in action, and the strings of RGB
NeoPixels work as LED outputs. Each NeoPixel indicates
one participant.

The Circuit Playground Bluefruit connects to the light sen-
sor and LEDs through magnetic connections built into the
laser cut balsa wood bases. Each component’s base is en-
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graved with the component name. Each pin on the elec-
tronic component is hand sewn with conductive thread to
holes in the balsa wood bases that contain magnets. Fig-
ure 3 shows the connections for a NeoPixel. Insulated wires
with jewelry clips attached to the ends touch the embedded
magnets to allow connections to be easily made between
the components.

Technical Architecture

Each electronic Check-in system’s Raspberry Pi connects
to a backend server via a researcher-provided internet con-
nection as shown in Figure 4. When an older adult checks
in for the day, the Raspberry Pi sends the message to the
backend server where the service application collects the
peer-group data from the database and then forwards it to
the RabbitMQ broker to notify all the members in the par-
ticipant’s peer-group about their check-in. The RabbitMQ
broker utilizes a publish-subscribe protocol where all partic-
ipants in a peer-group subscribe to the broker. RabbitMQ
publishes received notifications from one participant to all
subscribed participants in the peer-group simultaneously.

Study Plan

The study aims to identify how older adults would like to
check in with each other. We will compare older adults’
use and preferences utilizing three systems - (1) the ready-
made Check-in tree; (2) a self-built Check-in toolkit system;
and (3) their own current practices - via a within-subjects
study over 6 weeks with 30 older adult participants.

We are most interested in finding:

« RQ1: With whom are older adults checking-in?

» RQ2: How often are older adults checking-in with
each other?
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* RQ3: How often do older adults follow-up on each
other after checking-in?

* RQ4: What are the reasons behind older adults’ pref-
erence of using a certain system prototype?

+ RQ5: What challenges are faced by older adults
while checking-in?

Study Design

We will conduct a within-subjects study design for a dura-
tion of 6 weeks where participants will use a specific sys-
tem in a 2 week phase. The Check-in systems are random-
ized among participants divided into 3 cohorts as shown in
Figure 5. For example, in the first phase ten older adults in
cohort 1 get the Check-in Tree, another ten older adults in
cohort 2 utilizes their current check-in processes (if any)
and the remaining ten older adults in cohort 3 will have

a workshop to build their own Check-in system with the
toolkit. The randomization will help reduce recency and an-
choring bias. Each cohort will have ten participants where
they need to have a peer group of at least one other person
to check-in with.

After ethics board approval, we will work with the Indiana
University Center for Rural Engagement to identify rural
community centers to recruit cohorts of older adults. Once
enrolled, we will conduct semi-structured baseline inter-
views with older adults to assess current check-in behavior.
We will investigate with whom older adults check-in with
and how they usually do so. We will check-in with partici-
pants each week and conduct a longer interview at the end
of each two-week phase.

For the current practice phase, participants will utilize their
current practices for checking-in to gather baseline data so
that we can compare between the two check-in systems
and their interview data. Participants will use a diary to



log specific data, such as a list of people they checked-in
with, the medium they used, when they checked in, and any
follow-up they may have done. Alternatively, we could have
participants review call logs and do a recall interview to dis-
cuss who they called and why.

For the two Check-in systems phases, the data will be au-
tomatically collected and stored in a secure remote server.
The backend database will record quantitative information
such as, peer-group network data, check-in timestamp, and
check-in status. The timestamp information will provide us
with the frequency of check-in and help us understand how
often older adults check-in on their peers.

At the end of each phase, we will debrief participants on
that system via semi-structured interviews to understand
older adults’ acceptance of such Check-in systems and
the challenges faced while checking-in with each systems
thereby, providing potential design directions to overcome
those challenges.

Discussion

The proposed study aims to explore not only the utility of

a Check-in system in helping older adults connect socially,
but also the impact of making the systems customizable
from the user end. We are particularly looking forward to
feedback from experienced researchers at the workshop

on the study design and data collection methods and in
general, key aspects that should be taken into consideration
while working with rural older adults.
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Abstract

Two-Factor Authentication (2FA) provides effective protec-
tion for online accounts by providing efficient and highly
robust access control. Adoption and usability, however,
remain challenges for such technologies. Most research
on 2FA focuses on students or employees in the tech sec-
tor. As older adults increasingly use everyday digital tech-
nologies, providing convenient means for them to protect
their online data has become extremely crucial. To aid
with this, we investigated the user experience of 2FA se-
curity tokens with ten older adults (> 60 years) using sur-
veys, semi-structured interviews, and a think-aloud proto-
col. Their lack of adoption of the devices stemmed from its
shortfall of inclusive design. Most available security tokens
which were compliant with tablets have very small form fac-
tors; nearly invisible in a purse, and easy to slip through a
pocket. The larger security keys are device and browser
(Google Chrome) dependent. Hence, we propose design
modifications and effective risk communication techniques
to encourage 2FA adoption among organizations that are
most invested in protecting older adults - such as retirement
management funds, banking institutions, and health care
organizations.

Author Keywords
Authentication, Older Adults, Security by Design
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Introduction

Passwords are one of the most prolific methods of online
authentication. However, in the wake of common cyberse-
curity attacks, such as phishing [9], online identity theft [2],
and improvements in password cracking techniques [10],
passwords have become increasingly vulnerable to both
human and technical exploits. In order to reduce the risk of
account breaches, two-factor authentication (2FA) is a se-
curity measure that can be added to provide an additional
layer of identity verification. Despite the additional security
benefits of 2FA, it remains relatively underutilized for per-
sonal usage [4, 13, 5].

Technological advancements have led to increased use

of the Internet and digital devices by older adults [1]. Pre-
vious research has shown differences in risk perception
between older adults and other populations [3, 8, 15]. Fi-
nancial scams in particular are estimated to cause as much
as $36 billion loss [11] for older adults each year. For this
reason, we investigated the usability of hardware security
tokens for a more diverse and representative population of
older adults (> 60 years). To understand the challenges
older adults encounter with 2FA tools, we analyzed the end
user experience of registering and using the FIDO U2F Se-
curity Key (Figure 2) by implementing a think-aloud proto-
col, surveys, and semi-structured interviews.

Methods
We conducted a qualitative usability study of FIDO U2F
Yubico Security Keys (Figure 2) to understand how older
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Figure 1: Security Key by Yubico that supports U2F and FIDO2

adults interact with 2FA security tools. We tested the us-
age behavior and risk perception of older adults by repli-
cating and extending the study methodology of Das et al.s
work [5]. In that study, we tested the usability of hardware
security tokens with university students by conducting sur-
veys and a think-aloud procedure.

Study Design

We recruited participants through snowball sampling by
advertising through flyers and word-of-mouth. The sub-
jects were required to (i) be at least 60 years old, and (ii)
have a personal mobile phone/tablet/laptop. Once selected,
they filled out an online pre-survey, where they were asked
questions about their computer and security expertise in
order to identify differences in the technology proficiency of
the subject pool. After the pre-survey, an in-person think-
aloud protocol was conducted, where a participant was pro-
vided with the YubiKey and asked to register the key with
their personal Gmail or social media account. During the
think-aloud protocol, the participants described their actions
while offering real-time explanations about their choices
and reasoning.

Four participants did not have a Gmail account or did not
want to set up 2FA with it, so they were asked to set up
the YubiKey with their Facebook account instead. Face-
book requires their users to associate their phone number
to add security based or app based 2FA. One participant
was unwilling to share their phone number with Facebook,
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so they set up the YubiKey with their Twitter account. An-
other participant was unable to access their personal Gmail
or could not verify their identity from their phone number;
thus, they used their work account, which supports secu-
rity tokens. All participants were given set up instructions
available on the Yubico website '. Specific instructions for
Google/Facebook/Twitter integration were provided in the
application list by Yubico.

All of our participants experienced challenges during the
installation procedure and required the assistance of the
researcher to move forward. After the setup was com-
pleted, the researcher asked the participants a series of
open-ended questions about the Yubico Security Key, as
outlined by Das et al. [5]. The 2FA security keys were given
to the participants as a token of appreciation for their par-
ticipation. We audio-recorded the interviews and the setup
think-aloud process. All of the recordings were transcribed
by researchers and stored in secure locations. Using these
transcripts, further qualitative analysis was performed. The
study was approved by the institution’s ethical review board.

Findings and Discussions

We analyzed the qualitative data we collected to under-
stand the detailed reasons for non-adoption or negative
perception of 2FA usage in everyday life. For our qualita-
tive analysis, we adopted the methodology of Das et al.’s
work [6]. Our pre-screening survey evaluated the computer
and security expertise among participants based on Rajivan
et al. [12]. Majority of the participants had no experience
with computer security, which was why many participants
had security scores of 0. All of our participants experienced
difficulty with registering the keys and took an average of 52
minutes to complete the study. Nearly all participants (nine
out of ten) acknowledged that registering the keys was a

Thttps://www.yubico.com/

13

complicated process, as most of the participants noted,"...|
would have given up long ago if | was not registering it with
you (the associated researcher)..."”

Device Compatibility and Form Factor

Most of the participants in our subject pool only had a tablet
or a personal desktop; they did not use a laptop for their on-
line browsing. The YubiKey that we tested does not work
with tablets or smartphones. We provided information about
other Yubikeys such as near-field communication (NFC)-
enabled YubiKeys, as well as security tokens that are com-
patible with USB-C ports. Our participants mentioned that
the USB-C port key has an extremely small form factor,
which would make it difficult for them to use daily.

Facebook 2FA Issues

When registering their keys, four participants added 2FA to
their Facebook accounts. Facebook recently made it com-
pulsory for users to add their phone number to enable a
second factor of authentication. One of the participants re-
fused to provide their phone number to Facebook due to
privacy concerns. Another participant tried to receive their
verification code, but did not receive anything after repeated
attempts due to a Facebook server error. They said:“... |
would have given up in the third attempt and returned the
key to the seller. | might not be able to login to my own ac-
count if Facebook does not allow me to add the key in the
first place...”

Browser Incompatibility

Yubico U2F protocol-enabled keys only work with Google
Chrome version 38 or later or Opera version 40 or later.
Five out of the ten participants tried to use other browsers,
such as Safari, Mozilla Firefox, and Internet Explorer, where
these keys would not work. Thus, they believed that the

key was not functioning properly, and the researcher had to
guide them to the correct browser. Browser requirements



were only mentioned later in the instructions, which con-
fused the participants.

Hidden and Unclear Instructions

Nine out of ten participants expressed frustration with find-
ing the instructions on how to register the keys. Four of the
participants watched the videos on the Yubico website and
noted that the keys are useless if they cannot even register
them. The instructions seemed verbose to the participants,
who wanted a simpler interface where they do not need to
go back and forth between instructions and account set-
tings to register the keys.

Implications

Our study found that the FIDO key technology, as imple-
mented with the Yubikey, was a poor match for older adults.
It did not cater to their existing technology, and it failed to
address their needs and risk perceptions. We encourage
confirming registration and clearly communicating the risks
of not using 2FA to improve older adults’ online security.

Confirmation of Registration

Adding a page that confirms the registration is a simple de-
sign change, but it can be effective in enhancing the user
experience. After completing the registration, the partici-
pants were not sure whether the registration procedure was
complete or not. Due to the key’s form factor, they expected
that they could use the Safely Remove Drive option as they
usually do for the USB flash memory sticks.

Communicating the Risks

Risk perception is based on our instincts and the informa-
tion provided to us; it has a strong role in our decision mak-
ing process [14]. Thus, for computer security threats, we
need to communicate the benefits of 2FA adoption and the
risk trade-offs of non-adoption to older adult users. If users
cannot perceive the severity of their inaction, they will not
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be aware of any potential adverse consequences [7].

Limitations and Future Work

Studying a representative sample of diverse older adults,
rather than a convenience sample of younger adults, is crit-
ical to designing effective and acceptable solutions. Our
work addresses the lack of studies focusing on the online
security of older adults, particularly regarding their authen-
tication strategies. We explored their 2FA usage and adop-
tion issues and provide actionable recommendations to
improve it. We acknowledge that individuals can have dif-
ferent experiences with different types of accounts, such as
email and social media, which cannot be generalized. How-
ever, a comparison of different accounts provides us with
problem points that can be addressed at the application
level to improve security for all. As a future extension, we
intend to conduct a timeline-based analysis of users’ contin-
uous usage/non-usage of the security tokens. We also plan
to apply different types of risk communication strategies
(graphical and/or textual) to gauge their effectiveness on
elderly users’ risk perceptions. In future research direction
we will subdivide the subject pool by age to provide more
granular analysis.
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Abstract

Older adults face significant loss and limitations in
terms of mobility, cognitive ability, and socialization. By
using interactive technologies they have the potential
to overcome such loss and limitations, and to improve
their quality of life. Many studies focus on usability to
address their challenges when using interactive
technologies. The issues in designing technology for



older adults should include engagement and positive
affect. In this study, we present an ethnographic study
that reveals the importance of engagement for older
adults and the context in which engagement is most
likely to succeed.
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Engagement, Aging and Technology, Design
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Introduction

Aging is one of the most significant social
transformations of the twenty-first century. Applying
technology to the aging process has the ability to help
people “age well” and stay active [2, 12]. Despite the
increasing amount of studies in the field of aging and
technologies [3, 6], it still lacks design theories specific
to older adults [14]. In this study, we focus more on
understanding how to motivate older adults and
increase their interest in technology from a cognitive
perspective. We aim to make a theoretical contribution
to this issue, asking: 1) How can we model the context
of aging in the digitized world? 2) What are the factors
that engage the older population in the use of
technology to adapt and live well in the digitized world?
To answer these questions, we investigated major
theories related to aging. We conducted a variety of
studies on older adults by using 4 technological
interventions which promote creative expression and
emotional connectedness. We have accumulated data
on older adults’ behaviors, experiences and opinions
about the technology through various research
methods such as focus group discussion, in-depth
interviews, observations, and in-the-wild user studies.
Based on this experience with older adults, we present
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some factors to start the discussion on moving beyond
usability when designing for older adults.

Why Engagement?

As the population increases and we experience better
nutrition and healthcare, we are seeing that the
number of older adults is increasing. Older adults will
inevitably be surrounded by interactive services and
technologies in their living environment, regardless of
their wishes in this regard. Numerous studies have
shown positive correlations between technology use
and subjective wellbeing [16], pointing to the fact that
engagement in new technologies might be of
importance for successful and active aging. However,
designing new technology for older adults is challenging
[11]. When people grow older, they inevitably
experience a significant decrease in their physical,
cognitive, and sensory capabilities, which lead them to
develop negative attitudes towards technology [3, 17].
In reality, studies on diverse technological interventions
tend to focus on utilitarian factors, such as usability,
monitoring physical experiences [5], and rarely
mention engagement and social positive affect [10].
Many studies overlook the fact that the positive
mindset of older people has a positive impact on their
physical and mental health. When designing interactive
technology for older adults, considering the factors that
engage older adults in the use of technology should
precede designing of interactions or consideration of
usability issues.

Aging in Digitized World

Aging has many dimensions that have been explained
by multiple theoretical perspectives [8]. Efforts are
needed to understand the context of aging in the
digitized world. The earliest theories on aging came



from the psychosocial disciplines, including activity,
disengagement, subculture, continuity, age
stratification, person-environment-fit, and
gerotranscendence theories [1]. These theories focus
on attitudinal, environmental, and institutional changes
in their later life [7]. Living arrangements are dynamic
because of changes associated with life events, such as
widowhood, retirement, and changes in living
environment. Aging is a lifelong process characterized
by transitions. Psychological theories (human needs,
individualism, stages of personality, life span, and
selective optimization theories) show how mental
processes, emotions, attitudes, motivation, and
personality influence adaptation to physical and social
demands [15]. These theories help us to understand
how cultural, spiritual, regional, socioeconomic,
educational, and environmental factors as well as
health status impact older adults’ perceptions and
choices about their technology needs. Collectively,
these theories reveal that aging is a complex
phenomenon there is a need for research in the field of
aging and technologies. HCI researchers can use this
knowledge and implement ways to understand how
older adults adopt and accept new technologies to their
life.

Technological Interventions We Used

In this study, we use four technological interventions to
identify the factors to increase older adults’ interest and
engagement in interactive technology. Initially, our
design concept emerged from needfinding interviews
with older adults. We found that many older adults
enjoy being creative, playing games, and being social.
Move and Paint and the uDraw Game Tablet are
embodied interactive technologies that facilitate social
creative expression by allowing users to create free
form drawings, artwork, and games. Savi and
GrandPad are communication technologies that enable
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older adults to easily communicate with their loved
ones [9]. With these four technological interventions,
we conducted 10 focus group discussions with a total of
35 older adults (Move and Paint: 2 times with 16
participants, uDraw: 5 times with 4 participants, Savi:
3 times with 15 participants). In-depth interviews were
conducted with a total of 38 older adults (Move and
Paint: 15 participants, uDraw: 4 participants, Savi: 16
participants GrandPad: 3 participants). We performed
in-the-wild user studies to investigate the engagement
and behavior patterns of older adults with a total of 47
older adults. We conducted a longitudinal study as an
intervention with a diary study, self-report, pre and
post in-depth interview with a total of 7 older adults.

Designing Engaging Technology for Older
Adults

We analyzed the data using various qualitative methods
using thematic analysis, behavior classifications, and
framework analysis. Below we summarize our findings
related to the design and context of technology for
older adults that have the potential to lead to
successful design and adoption of engaging technology
for older adults. We identified three design goals for
designing engaging technology to explain why older
adults should engage in the use of technology. Then,
we identified two contexts as requirements to enable
older adults to adopt interactive technology.

Design Goal 1: Refocus from designing what older
adults need to what older adults want

Older adults would be more encouraged to use
technology when they are provided with the technology
they want rather than the technology that designers
think they need. We need to distinguish the needs from
the wants of older adults. As many studies focus merely
on finding the needs of older adults, the interactive



systems for older adults are mainly inclined towards the
devices to compensate for their physical and mental
shortages. Efforts are needed to perform a ‘want-
finding’ process when designing interactive technologies
for older adults in order to lead to fun and satisfactory
experiences. Older adults might prefer using VR games
just for fun instead of wearing a wearable device to
monitor their health and track fitness.

Design Goal 2: Socialization a key motivator for older
adults to engage with technology

Interactive technologies should be presented as tools
for promoting socialization. Many research disciplines
point out that active participation and engagement in
social activities are critical for maintaining a good
quality of life for older adults [13]. Changes in the role
as members of society caused by aging have a great
effect on the use of technology by older adults.
Sustaining enhanced connections is an important
motivator in relation to the acceptance of technology

[4].

Design Goal 3: Designing technology that is focussed
on engaging experiences (UX) in more important than
usability for older adults

When introducing new technology to older people, it is
necessary to consider how to help older adults engage
with technology while providing positive experience to
them, beyond mere usability. The initial interest of
older adults is important and they will accept the
technology when they are comfortable with the
environment in which the technology is introduced.
When this design principle is applied, it is possible to
reduce fear, difficulty, and stress that they feel while
they use new technology. To have older adults adapt to
interactive technology, they should not be required to
engage in a complicated process for using that
technology.
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Contextual Requirement 1: Focus on the barriers older
adults have when introduced to new technology (not on

usability but on installation)

Older people tend to decide on the use of technology on
the basis of time and mental efforts they expend,
rather than benefits they get from technology. For
example, although Move and Paint is specially designed
for older adults, subsidiary problems, such as issues
regarding setup and software updates, still make them
dependent. They will be reluctant to use the system
because of such inconvenience, instead of preferring to
use it for the benefits they would gain. It is necessary
to consider how the installation process can be
simplified so that older adults can use it by themselves.

Contextual Requirement 2: Personal intervention is
necessary for engagement

Mostly, older people do not use technology on their own
initiative, but are compelled to use it by the influence of
their families or communities they belong to. The paths
and methods in which technologies are first introduced
to older adults have a great impact on their general
perception of the technology. When introducing new
technologies to older adults, human intervention is
essential to determine the repeated use of technology.
Personal help or community services are important to
preclude any sense of isolation and reduce their stress
while interacting with the system.

Discussion

The overarching goal of the interactive technology
developed for older adults is to assist them in tackling
problems they encounter, and to design easy-to-use
systems. Many papers present the importance of
understanding the characteristics and attitudes of older
adults in order to improve the usability of technology
for this population. To understand key factors that



influence their acceptance of interactive technologies,
researchers must strive to develop a theoretical
framework or principles that can be commonly applied
to understand the emotional needs and engagement of
older adults. We propose a discussion of the
characteristics of older adults which lead them to
decide whether or not to use technology. This will
enable us to design for the complex phenomenon of
aging with technology. Through this discussion we can
find, share and create ideas about the properties of
interactive systems that attract and motivate older
adults towards technology.
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Abstract

Voice interaction supported by commercially available
voice assistants are increasingly used by older adults.
In particular, voice assistants embodied in smart
speakers (e.g., Amazon Echo, Google Home) enable
non-visual interaction that does not require extensive
expertise with traditional mobile or desktop computers,
thus offering new possibilities of access to digital
technology. However, emerging research indicates that
this new interaction modality has its own challenges. In
this position paper, we discuss our findings from a field
study to highlight the challenges and opportunities for
designing voice technologies for older adults.
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Introduction and Background

Voice user interfaces (VUIs) supported by
conversational voice assistants such as Alexa, Google
Assistant or Siri, are having an increasing presence in
many older individuals’ daily lives [8]. The voice
assistants embodied in smart speakers such as Amazon
Echo and Google Home offer conversational voice-only
interaction, thus presenting new affordances as
compared to traditional computers or touchscreen
mobile devices.

Past work on older adults’ use of voice interaction
paired with graphical interfaces sheds light on how
individuals deem it as easy to use [3] and prefer the
speed of voice interaction over typing [12]. Research
also suggests that voice-based interaction can increase
the overall confidence of using technology for some
older individuals [9]. These findings are also
corroborated in emerging research on commercially
available VUIs. Preliminary research in this space
indicates how older adults are overall positive about
using voice interaction supported by smart speakers,
primarily due to its ease and convenience of use and
enabling of easy access to digital technology [4].



While the benefits of using voice interaction for older
adults is evident in past and emerging works, there is
also research indicating how this modality of interaction
might have its own unique challenges. Some of these
challenges can arise with voice interaction due to
hearing loss, noisy environments and concerns around
privacy [3]. Specifically, in context of commercially
available voice technologies, recent works have noted
similar challenges in older individuals hearing the voice
agent due to high pitched female voices [1]. Identifying
these challenges is essential as there is a growing
impetus to better understand and design voice
interactions specifically catered to the unique needs of
older individuals [10]. In this work, we describe
findings from our fieldwork to highlight challenges
experienced by older adults when using VUIs.

Study Description and Findings

Methods. We deployed smart speaker devices (Amazon
Echo Dot and a paired tablet) in the homes of seven
retired older adults (aged 65 or above). Participants
had no prior experience using voice assistants, and
none used a smartphone or computer daily. Devices
were set up in participants’ homes by the research
team. Participants were given initial training to use the
basic device features such as setting alarms,
reminders, timers, playing music, asking questions etc.
We conducted four in-person, semi-structured
interviews: following device setup on first week, at the
end of the first and second week, and an exit interview
at the end of the study. The interviews covered
perceptions of voice-based technology, actual usage of
the device and desired use of this technology.

All in-person interviews and diary entries via phone call
were analyzed using a thematic coding approach [2].

15

The results of the field study are described in detail in
two papers [6,7]. In this extended abstract, we
synthesize and expand upon some of the specific
challenges that participants described when using the
smart speaker-based voice interface, as well issues
with designing voice-based interaction for searching
online information.

Timing out of the device. Participants reported
problems with the device timing out after using the
wake word due to a delay in speaking their complete
command. For example, P6 described how she “might
wanna say, "Alexa, could you tell me..." and then I'm
thinking. So then it cuts off, then I think of what I
wanna ask and then ask.” Some participants described
how frustrating this was: P5 explained that she had to
go back and “"do the whole thing over, and then you're
worried and you're trying to do it really fast that it is
gonna shut off again.” These findings are consistent
with research that indicates that with age individuals
might take longer to realize intentions [11], which can
lead to slower speech rates. Voice interfaces may base
timeout lengths on younger users, and many of these
voice interfaces do not support customizable listening
time of the voice agent for user input.

Remembering specific voice commands.
Participants, at times, experienced difficulty with
remembering specific keywords that were required to
use some skills and/or device features (e.g.,
reminders). Issues arose either in invoking the
feature/app itself or while navigating within the
feature/app to achieve specific goals. For example, P2
was unable to independently use a third-party app
(Bible skill), which she had activated in presence of the
researcher during the introduction of the Alexa skKills.



Compounding the problem of remembering keywords,
applications that used navigational commands (e.g.,
“more information” or “next”) were challenging. These
commands are inconsistent across built-in device
features and third-party apps. For example, P7, who
learned to use a voice navigation command for one app
(“more information” in the Allrecipes skill) tried
applying it to other tasks and was unsuccessful (e.g.,
“more information m. and t. bank”). These
inconsistencies in using voice commands affects the
overall experience of using voice interfaces for many
users. Ongoing research on compiling heuristics for
designing voice interaction could consider keyword
consistency as an important heuristic.

Customizing the voice feedback. Some participants
described how they wanted to customize Alexa’s voice
output, particularly when using memory support
features such as alarms or timers. For example, P3
described her preference for having an alarm that
speaks "when you ask it for the alarm, it just gives you
that beep...that noise. And I think it would be better if
it would just say..."It is now such-and-such a time.
Time to get up." I understood... better speaking-wise
than the beep, the sound” [P3]. P2 similarly desired for
a personalized voice feedback for the alarm: “I would
want the alarm clock to call my name...and say "[P2’s
namej, get up now."

Challenges in designing voice-only interfaces for
health information seeking. In addition to the above
challenges and customizations described by
participants, we observed that all participants used
Alexa to find health information by voice, which in itself
raises open questions on how to ascertain credibility of
information in voice-based interaction. As voice-based
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interfaces become widespread, it is important to
consider differences that exist between non-visual voice
interfaces and traditional computer-based searches for
older adults. Voice interfaces do not provide multiple
information sources or contextual data (including page
layouts, advertisements, etc.) associated with a
webpage, which are essential elements for discerning
trustworthiness of information on a website. Even
though some voice assistants currently reveal the
source of information (e.g., Mayo Clinic), these sources
might go unlooked or unheard (as in the case of VUIs),
particularly by older users [5], and hence might not be
enough to address the issue of information credibility,
warranting further research in this space.

Conclusion and Future work

In our three week long field study with older individuals
who used computing devices infrequently, we observed
some challenges while using VUIs including difficulty in
remembering specific keywords and the device timing
out before the user could complete the command.
Opportunities to provide unique end-user
customizations and ensuring credibility of information
accessed through VUIs open up new avenues for future
research. While our findings are with respect to older
adults residing in United States, it is possible that much
of these challenges might become manifold as this
technology is being adopted globally—with non-native
English speaker users, users from diverse socio-
economic, and literacy groups. Future work should
further investigate these concerns at global scale.
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Abstract

Technology solutions for older adults who want to
remain in their home have focused on the burdens of
caring for someone with cognitive impairment and
characterizing their caregiver as carrying a burden. The
solution for home-based technology interventions has
thus been focused on the biomedical, declinist, and
disease narrative driven view especially with those of
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cognitive decline. Following a deployment of the
Amazon Echo with intelligent agent “Alexa”, we
conducted interviews, home visits, and collected
dialogue history data where we identified that daily
care activities for the couples were complex
interactions that emerged from the using the
technology and supported the partners’ interpersonal,
creative and symbolic needs. These results provide a
new lens for the design of interactive systems in the
home by maintaining autonomy for both caregiver and
care recipient to live in line with their own values and
identity.

Author Keywords
Authors’ choice; of terms; separated; by semicolons;
include commas, within terms only; required.

CSS Concepts

¢ Human-centered computing~Human computer
interaction (HCI); Haptic devices; User studies;
Please use the 2012 Classifiers and see this link to
embed them in the text:
https://dl.acm.org/ccs/ccs_flat.cfm

Introduction

The design of technologies for older adults, specifically
those with dementias, has often been focused on the
model of supporting the perceived decline. In other
words, designs are based on paternalistic, illness
narratives that reinforce the notion that older adults
need are to be assisted with taking medication or
tracking their location [14,16]. It also laments the
burden on the caregiver in providing the support
needed.
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But there is a different way to look at how to help/treat
people. In the Aging Studies literature, the concept of
person-centered living and care builds upon the
strengths of a person and honors their values, choices
and preferences [21]. A person-centered model of care
reorients the medical disease-dominated model that
can be solely focused on the individual’s activities of
daily living (ADL's), to one that is holistic. Madjaroff
et.al [16], discuss a person-centered model of care that
supports remaining abilities and caring relationships.
BASICS is a hierarchical model that explores the
individual needs of the older person and each letter of
BASICS represents a level in the hierarchy of needs;
one must satisfy each level in order to move onto the
next. For example, biological needs, followed by
Activities of Daily Living and so on until one’s need for
expression of beliefs, hopes, and dreams are fulfilled.
We have adopted this model to reflect evaluation of
technologies for dementia.

Likewise, disability studies in HCI have begun to frame
the design narrative as identifying the functional needs
of the person with disability and matching those to a
technological opportunity. Frauenberger [8] and
Mankoff [17] discuss the idea of the dichotomy
between the medical and social constructs in
approaching disability design studies, particularly in the
way they motivate the design and evaluation of
technology. They both argue that the medical model
may be useful, yet “deeply oppressive” and “if the
medical model prevails, a person with an impairment
might, justifiably, be asked to forgo his/her autonomy
forever..."[17]. The social model on the other hand
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shifts the narrative from “cure to care” with a focus on
the person’s strenghts and their lived experience.

Madjaroff and Mentis [16] explored the potential of a
new model of design of home-based technology for
those with a progressive cognitive impairment and their
familial caregivers. They postured that technology that
elevates one’s personhood and provides a realm where
technology improves the narratives of care in the home
leads to a better quality of life for both caregiver and
care recipient. Finally, Lazar et. al [14] argued that the
critical dementia perspective in design for those
specifically with dementia-related impairments
recognized people with cognitive impairment as making
meaning in a contextualized and social manner.

To illustrate how such a technology can be designed,
we took the approach of first deploying a technology
that was not designed with the aging or cognitively
impaired population in mind, and yet is supportive of all
five of the six levels of the BASICS model: the Amazon
Echo. Several of the Echo features are particularly
valuable to this population, including those with
aphasia, apraxia and agnosia, common symptoms of
those suffering with MCI. Because this technology was
not designed from the medical model we postulated
that it would support both the caregiver and their
partner in the home without sacrificing autonomy.

We deployed the Amazon Echo with its digital agent
Alexa in the home of six couples, caregiver and care
recipient partners for a period of four months. What we
uncovered through interviews, home visits, and
dialogue history data was that an interactive
technology not built from a medical model is adopted to
support more than just the management of the disease.
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We found that participants had a high number of
interactions with the intelligent agent device during the
study period and the technology supported not just
Activities of Daily Living but a higher level of need,
including interpersonal, creative and symbolic. The
daily care activities of the CPs that were seemingly
fundamental were actually complex care activities that
emerged from using the technology that support the
care partners on multiple levels in satisfying multiple
needs. From these findings we make suggestions on
what the future of design for those with various levels
of dementia could look like.

Mild Cognitive Impairment

Mild cognitive impairment (MCI) is considered a
transitional stage between normal aging and dementia
and is typically diagnosed once there is presence of
cognitive decline without significant functional
impairment [13]. Cognitive decline refers to
impairments that involve issues with memory,
language, thinking and decision making that are
greater than just age-related changes. Older adults
who have experienced these symptoms, and their
family and friends, are often aware of these changes,
but they usually do not interfere with daily life and
activity [19]. Mild cognitive impairment is
characterized by a noticeable decrease in cognitive
functioning that goes beyond normal changes seen in
aging (Peterson, 2001), but is not clinically diagnosed
as dementia yet.

Design for dementia

Typically, in gerontology and geriatrics research, the
main focus of technology deployment is investigating
how to improve the patient’s memory and cognition
prevent the patient’s falls [1] [10] or alleviate



caregiver’s distress by enhancing access to online
support services [9]. Likewise, technology solutions
have focused on the burdens of caring for someone
with cognitive impairment [2,14,23]. The design of
technology for dementia interventions has thus been
focused on the biomedical, declinist, and disease
narrative driven view of cognitive decline [22]. In other
words, the care receiver is seen as deficient and in
need or help while the caregiver as a result is seen as
shouldering a burden and needing relief.

Due to the rising prevalence and incidence rates of
dementia, and this newly and identification of MCI for
older people acknowledged state of early dementia, of
varying degrees there has been a considerable focus on
the deployment of technology that supports the needs
of older adults with cognitive impairment reference .
There are several important challenges when
addressing the needs of older adults with cognitive
disability and their caregivers, including (1) diminishing
emotional well-being [20], (2) social isolation [15] and
(3) loss of autonomy and sense of security [18]. These
all lead to a lower overall quality of life for both
caregiver and care-recipient [21]. In order to design
and disseminate technology that enhances the lives of
older adults with dementia and related disorders and
their care partners, it is important to broaden our
consideration of the many elements that make up their
lives, needs, preferences, and experiences with
technologies in their home. The emphasis should be
less on what needs to be ‘fixed’ from the perspective of
those on the outside and instead focus on a life that is
fulfilling and self-affirming as defined by the care
partners [16]. Understanding the needs and values of
key stakeholders in the family system, involving the
individual with MCI and their own care, their caregiver
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and any other actors that contribute to their well-being,
is an important basis for developing and designing
technologies that support the person and their familial
caregivers. Family systems and subsystems are
affected by the presence of cognitive impairment of one
of its members with varying impact on physical function
and psychosocial well-being of each member [21].

New models for design

The predominant models of design for the aging
cognitively impaired population have been to alleviate
the burdens of caring for someone with cognitive
impairment [2,14,23]. This includes characterizing the
care recipient exclusively as vulnerable and dependent
[4,14] and they should be cared for predominantly by
using close monitoring via sensors [5,24] assistive
technologies [11,12,25] by their caregiver whose role is
seen primarily as a burden and mitigating risk. In this
stream of research, the person affected with cognitive
impairment is often treated as a separate actor from
the caregiver [2,3,6,23,26]. Viewing this
interdependence through a negative lens can lead to
reducing the care recipient simply to a person with no
autonomy who merely needs to be assisted and the
caregiver as the one there to provide that assistance.
Interdependence is a much richer concept that includes
the framework of relational autonomy- supporting the
idea that a person’s autonomy is affected by those
around them, in this case the caregiver and care-
recipient. This means that both actors depend on each
other for support in gaining more autonomy. This
framework for design must be sensitive to the roles of
each person in the partnership without bias. As
cognitive decline progresses, identity preservation and
choice are that much more important for both
individuals in the relationship [7]



References [8]

(1]

(2]

(3]

(4]

(5]

(6]

(7]

M Angevaren and G Aufdemkampe. 2008. Physical

activity and enhanced fitness to improve cognitive

function in older people without known cognitive

impairment. Database Syst Rev (2008). Retrieved [9]
May 12, 2017 from
http://onlinelibrary.wiley.com/doi/10.1002/146518
58.CD005381.pub3/pdf/

Schoenmakers B., Buntinx F., and Delepeleire J.

2010. Factors determining the impact of care- [10]
giving on caregivers of elderly patients with

dementia. A systematic literature review. Maturitas

66, 191-200.
DOI:https://doi.org/10.1016/j.maturitas.2010.02.0

09

Ashok J Bharucha, Vivek Anand, Jodi Forlizzi, Mary [11]
Amanda Dew, Charles F Reynolds Iii, Scott

Stevens, and Howard Wactlar. Intelligent Assistive

Technology Applications to Dementia Care: Current

Capabilities, Limitations, and Future Challenges.
DOI:https://doi.org/10.1097/IGP.0b013e318187dd

e5

Henry Brodaty and Marika Donkin. 2009. Family
caregivers of people with dementia. Dialogues in
Clinical Neuroscience 11, 217-228.
DOI:https://doi.org/10.1002/gps

Eling D De Bruin. 2008. Wearable systems for

monitoring mobility-related activities in older

people: a systematic review. Clin. Rehabil. 22, [12]
(2008), 878-895.
DOI:https://doi.org/10.1177/0269215508090675

Karen L. Courtney, George Demiris, Marilyn Rantz, [13]
and Marjorie Skubic. 2008. Needing smart home

technologies: The perspectives of older adults in

continuing care retirement communities. Inform.

Prim. Care 16, 3 (2008), 195-201.
DOI:https://doi.org/10.14236/jhi.v16i3.694

Carolyn Ells and Matthew R Hunt. 2011. Relational [14]
autonomy as an essential component of patient-

centered care. Int. J. Fem. Approaches Bioeth. 4, 2

(2011), 79-101.
DOI:https://doi.org/10.2979/intjfemappbio.4.2.79

16

Christopher Frauenberger. 2015. Disability and
Technology A Critical Realist Perspective. Assets’15
(2015), 89-96.
DOI:https://doi.org/10.1145/2700648.2809851

D Gallagher-Thompson and DW Coon. 2007.
Evidence-based psychological treatments for
distress in family caregivers of older adults.
Psychol. Aging (2007). Retrieved May 12, 2017
from http://psycnet.apa.org/journals/pag/22/1/37/

L Gillespie, H Handoll - Injury Prevention, and
undefined 2009. Prevention of falls and fall-related
injuries in older people. injuryprevention.bmj.com.
Retrieved September 19, 2019 from
https://injuryprevention.bmj.com/content/15/5/35
4.short

Peter Gregor, Alan F Newell, and Mary Zajicek.
Designing for Dynamic Diversity - interfaces for
older people. Retrieved April 21, 2017 from
http://delivery.acm.org.proxy-
bc.researchport.umd.edu/10.1145/640000/638277
/p151-
gregor.pdf?ip=129.2.19.100&id=638277&acc=ACT
IVE
SERVICE&key=5F8E7AA76238C9EB.E2B546BDBAF
C5578.4D4702B0C3E38B35.4D4702B0C3E38B35&
CFID=926678039&CFTOKEN=87185469& _acm___
=1492783497_7e1e4ff8f68416815f0ea9a90c76d72
0#URLTOKEN%23

PB Harris. 2002. The Person with Alzheimer’s
Disease: Pathways to Understanding the
Experience.

Michael D. Hurd, Paco Martorell, Adeline
Delavande, Kathleen J. Mullen, and Kenneth M
Langa. 2013. Monetary costs of dementia in the
United States. N. Engl. J. Med. 368, 14 (2013),
1326-34.
DOI:https://doi.org/10.1056/NEIJMsal1204629

Amanda Lazar, Caroline Edasis, and Anne Marie
Piper. 2017. A Critical Lens on Dementia and
Design in HCI. Proc. 2017 CHI Conf. Hum. Factors
Comput. Syst. - CHI '17 (2017), 2175-2188.
DOI:https://doi.org/10.1145/3025453.3025522



[15]

[16]

[17]

[18]

[19]

[20]

Stephen Lindsay, Daniel Jackson, Cas Ladha, Karim
Ladha, Katie Brittain, and Patrick Olivier. 2012.
Empathy, Participatory Design and People with
Dementia. (2012). Retrieved from
http://s3.amazonaws.com/academia.edu.document
s/43655713/Empathy_Participatory_Design_and_P
eople_20160312-12947-
t5icog.pdf?AWSAccessKeyld=AKIAIWOWYYGZ2Y53
UL3A&Expires=1485401532&Signature=hkexX1YT
ubIOGIY%2Bj8WfCZZzyCA%3D&response-content-
disposition=inline

Galina Madjaroff. 2016. Differences in Perceived
Impact of Person-Centered Technology on Older
Adults ’ Quality of Life. CHI Ext. Abstr. Hum.
Factors Comput. Syst. (2016), 2200-2208.
DOI:https://doi.org/10.1145/2851581.2892540

Jennifer Mankoff, Gillian R Hayes, and Devva
Kasnitz. 2010. Disability studies as a source of
critical inquiry for the field of assistive technology.
Proc. 12th Int. ACM SIGACCESS Conf. Comput.
Access. - ASSETS ‘10 (2010), 3.
DOI:https://doi.org/10.1145/1878803.1878807

Elizabeth D Mynatt, Jim Rowan, Annie Jacobs, and
Sarah Craighill. Digital Family Portraits: Supporting
Peace of Mind for Extended Family Members.
Retrieved April 21, 2017 from
http://delivery.acm.org.proxy-
bc.researchport.umd.edu/10.1145/370000/365126
/p333-
mynatt.pdf?ip=129.2.19.100&id=365126&acc=ACT
IVE
SERVICE&key=5F8E7AA76238C9EB.E2B546BDBAF
C5578.4D4702B0C3E38B35.4D4702B0C3E38B35&
CFID=926678039&CFTOKEN=87185469&__acm__
=1492788530_c5ead10141dfa0538d11606b7921a
14d#URLTOKEN%?23

Ronald C Petersen. 2006. Mild cognitive
impairment. Am. Acad. Neurol. 367, 9527 (2006),
1979. DOI:https://doi.org/10.1016/S0140-
6736(06)68881-8

Anne Marie Piper, Raymundo Cornejo, Lisa Hurwitz,
and Caitlin Unumb. Technological Caregiving:

[21]

[22]

[23]

[24]

[25]

16

Supporting Online Activity for Adults with Cognitive
Impairments.
DOI:https://doi.org/10.1145/2858036.2858260

G. Ronch, J., Bowman, C., & Madjaroff. 2013.
Culture Change in Elder Care.

Judah Ronch. 2013. How technology can enhance
relationships - McKnight’'s Long Term Care News.
Retrieved from
https://www.mcknights.com/blogs/guest-
columns/how-technology-can-enhance-
relationships/

Richard Schulz, Alison O’ Brien, Sara Czaja, Marcia
Ory, Rachel Norris, Lynn M. Martire, Steven H.
Belle, Lou Burgio, Laura Gitlin, David Coon, Robert
Burns, Dolores Gallagher-Thompson, and Alan
Stevens. 2002. Dementia caregiver intervention
research: In search of clinical significance.
Gerontologist 42, 589-602.
DOI:https://doi.org/10.1093/geront/42.5.589

Kristen Shinohara, J.0. Wobbrock, Elizabeth M.
Gerber, Julie S. Hui, Michael D. Greenberg,
Elizabeth M. Gerber, Karthic Hariharan, Elizabeth
M. Gerber, Bryan Pardo, Julie S. Hui, Michael D.
Greenberg, Elizabeth M. Gerber, Jennifer Mankoff,
Gillian R Hayes, Devva Kasnitz, Tanushree Mitra,
Eric Gilbert, Kristen Shinohara, Aejin Song, Hong-
in Lee, Minsam Ko, Uichin Lee, Anbang Xu, Xiao
Yang, Huaming Rao, Wai-tat Fu, Shih-wen Huang,
Brian P Bailey, A.G Fallis, Jacob Solomon, Wenjuan
Ma, Rick Wash, A Crossland, K Ruedel, T Gray, D
Wellington, J Reynolds, M Perrot, Meredith Ringel
Morris, Annuska Zolyomi, Catherine Yao, Sina
Bahram, Jeffrey P Bigham, and Shaun K Kane.
2014. In the shadow of misperception: Assistive
technology use and social interactions. In
Proceedings of the 17th ACM conference on
Computer supported cooperative work & social
computing - CSCW ‘14, 705-714.
DOI:https://doi.org/10.1017/CB09781107415324.
004

Hiroki Tanaka, Hiroyoshi Adachi, Norimichi Ukita,
Takashi Kudo, and Satoshi Nakamura. 2015.



[26]

Automatic Detection of Very Early Stage of
Dementia through Spoken Dialog with Computer
Avatars. 49, 2 (2015), 2015.
DOI:https://doi.org/10.1145/2993148.2993193

Joseph P. Wherton and Andrew F. Monk. 2008.
Technological opportunities for supporting people

with dementia who are living at home. Int. J. Hum.

Comput. Stud. 66, 8 (2008), 571-586.
DOI:https://doi.org/10.1016/j.ijhcs.2008.03.001

16



17

Interactive Demo: Training Older
Adults to Resist Scams with Fraud
Bingo and Scam Detection Challenges

Molly Davies

Vice President of Elder Abuse Prevention
WISE & Healthy Aging
mdavies@wiseandhealthyaging.org

Daniel Marino

Amelia Nash

Kevin A. Roundy

Mahmood Sharif

Acar Tamersoy

NortonLifeLock Research Group

{DanieI.Marino, Amelia.Nash, Kevin.Roundy, Mahmood.Sharif,
Acar.Tamersoy }@nortonlifelock.com

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).

Copyright held by the owner/author(s).
CHI'20,, April 25-30, 2020, Honolulu, HI, USA
ACM 978-1-4503-6819-3/20/04.
https://doi.org/10.1145/3334480. XXXXXXX

Abstract

Older adults are disproportionately affected by scams,
many of which target them specifically. In this interactive
demo, we present Fraud Bingo, an intervention designed by
WISE & Healthy Aging Center in Southern California prior
to 2012, that has been played by older adults throughout
the United States. We also present the Scam Defender Ob-
stacle Course (SDOC), an interactive web application that
tests a user’s ability to identify scams, and subsequently
teaches them how to recognize the scams. SDOC is pat-
terned after existing phishing-recognition training tools for
working professionals. We present the results of running

a workshop with 17 senior citizens, where we performed a
controlled study that and used SDOC to measure the ef-
fectiveness of Fraud Bingo. We outline the difficulties sev-
eral participants had with completing SDOC, which indi-
cate that tools like SDOC should be tailored to the needs
of older adults. We also discuss how to adapt Fraud Bingo
and SDOC for international audiences.
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Scams, Fraud, Interventions, Older Adults
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Introduction

Older adults are disproportionately affected by scams and
frauds of various kinds. For example, the United States’
Federal Trade Commission reported that romance scams
resulted in more reported losses ($143 million) than any
other type of scam in 2018 [5]. While the median loss re-
ported per victim was $2,600, it rose to $10,000 for victims
70-year-old or over. Prior work identified factors that are
correlated with susceptibility to scams, among which age is
often cited as a key factor [7, 8, 6]. Researchers found that
older adults experience declining sensitivity to untrustwor-
thy information [1, 3] and a reduced ability to detect lies [1,
10]. Studies also highlighted age-related functional brain
changes in response to untrustworthy cues [1].

The lack of intervention tools specifically designed for older
adults motivated the WISE & Healthy Aging Institute to
develop Fraud Bingo—an activity to educate participants
about frauds while playing the popular game Bingo—which
has since been recommended by federal and state govern-
ments throughout the USA for use at senior centers.

We also developed the Scam Defender Obstacle Course
(SDOC), an interactive web application, in similar vein to
existing training tools used to educate working profession-
als about phishing scams [9]. Utilizing Fraud Bingo as a
scam training, we explored SDOC’s suitability as an eval-
uation tool during a workshop that involved 17 senior citi-
zens in Santa Monica, California. We found that tools like
SDOC that are designed to evaluate and train working pro-
fessionals to recognize phishing scams are less effective for
many older adults. Here, we present Fraud Bingo, SDOC,
and lessons learned from running both with groups of older
adults.!

"We will provide interactive demos for SDOC and Fraud Bingo and will
discuss the challenges older adults had using SDOC
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Fraud Bingo

Fraud Bingo is an educational game that is similar to Bingo,
with the main difference that when a participant announces
a square they are asked to read a fraud-related advice that
is written on the back of their Bingo card. Fraud Bingo was
developed and rolled out quietly by WISE and Healthy Ag-
ing, who have run dozens of events in Los Angeles County
for over eight years to groups of between 30 and 150 par-
ticipants. The game have spread by word of mouth to other
parts of the United States. It has also been translated to
languages other than English, including Armenian, Chi-
nese, Korean, and Spanish. Various incarnations of the
game exist, some of which cover frauds broadly, while oth-
ers focus on specific frauds (e.g., investment frauds).

Fraud Bingo’s development was motivated by a need to cre-
ate an engaging educational tool that could attract large
audiences, and in which people of all skill levels and cul-
tures could participate. It builds on bingo’s popularity, and
prizes given out in events help attract audiences.

The majority of advice that we printed on the Fraud Bingo
cards were derived from the original WISE & Healthy Aging
Institute’s game. From this set of advice we eliminated ones
that were less relevant to computer security. Moreover, fol-
lowing prior work [4, 8], we added advice related to online
romance scams, typo-squatting, and techniques that are
typically used by scammers to mislead victims. Additionally,
we decided to modify Fraud Bingo from a 5x5 to a 4x4
square since we were concerned that the values in the card
cells would not be random enough based on the size of our
pool of advice and number of cards we needed to generate.

Scam Defender Obstacle Course
The Scam Defender Obstacle Course (SDOC) is an on-
line evaluation and training tool that we developed to 1)



Scam Defender Obstacle Course

Figure 3: The SDOC instructions
challenge ask participants to
perform computer tasks and
respond to emails on behalf of a
friend.

Scam Defender Obstacle Course

Dear SirMadam,

rough the attached document on safety measures regarding the spreading of

This little measure can save you.
WHO is working closely with global experts, governments and 1o rapidly

o s and partners to rapi
xpand scientific knowledge on this new virus and to provide advice on measures
o protect health and prevent the spread of this outbreak.

What action do you take?

Figure 4: SDOC uses scam
examples derived from real scam
emails. This scam uses fears about
the 2020 Cov-19 virus to entice
users into opening a malicious
attachment.

measure susceptibility to a set of common on-line fraud
schemes; and 2) educate users on scam warning signs.

SDOC asks the participant to imagine that they are han-
dling the affairs of a good friend who is out of the country
and away from her computer for some time (see Fig. 3).
The participant is then shown a series of emails and browser
windows that they encounter while using their friend’s com-
puter to accomplish this task (Fig. 4). Some of the chal-
lenges present a legitimate correspondence with an action
that should be performed — for instance, the gas company
sending a notice that the payment for service was declined
and the balance must be paid. Other exercises present
emails that are common, real-world scams that include a
range of lures that attempt to get users to click a link, open
an attachment, or otherwise take an action that could lead
to the recipient being defrauded. For each of these chal-
lenges, the participant is asked to indicate what action they
would take (e.g. "Ignore and delete email”, or "Click on link
to update billing information”). The participants are also
presented a free-form text box and asked to explain why
they chose a particular answer.

The SDOC was designed as a dual-purpose tool, to both
evaluate and educate. We aim to use it to help measure the
effectiveness of educational interventions, such as Fraud
Bingo, in helping older adults to avoid falling for scams by
comparing the performance of a control group that was

not trained with a group that did receive training. However,
since the participants are engaged in a hands-on exercise
and being exposed to real-world fraud lures, we did not
want to miss the opportunity to provide feedback and tips to
users to help educate them. In order not to affect the results
of the evaluation, we refrained from providing any feedback
until all ten challenges were completed. Afterward, users
were shown which challenges were legitimate and which
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were scams, along with an explanation of the indicators that
can be used to arrive at the correct conclusion.

Lessons from our Bingo & SDOC Workshop
We ran a two-hour workshop whose intended purpose

was to serve a controlled study evaluating the effective-
ness of Fraud Bingo as an intervention technique. The
event was free and advertised and open to the general
public. Participants were informed that they would partic-
ipate in Fraud Bingo and in a computer training. 17 older
adults participated in the workshop, and they were divided
into two groups. One group of eight participants began the
workshop in a computer lab where they tried their hand at
SDOC. Eight additional participants began the workshop in
an adjacent room where they played Fraud Bingo. After 50
minutes, the two groups switched rooms, and participated
in the opposite activity. One additional senior citizen arrived
at this time and participated only in SDOC. Eight of the 17
participants were part of a class hosted by WISE & Healthy
Aging for individuals experiencing early-stage memory loss.
These participants were split evenly between both groups.

Running this workshop taught us valuable lessons about
how to run an improved version of our study in the future.
We share those insights below.

Running Fraud Bingo

When asked, participants reported being satisfied with the
experience of playing Fraud Bingo, or made no comment.
We observed several reasons for which Fraud Bingo works
well as an educational tool for older adults. In particular,
the actual game of Bingo exists in various incarnations
throughout the world and is easily learned. At least three
participants had never played Bingo before our event, yet
they were able to participate in our workshop without any
difficulty. Moreover, the activity was inclusive—even partici-



Figure 5: Fraud Bingo workshop.

Figure 6: SDOC portion of the
workshop.

pants with memory loss and other forms of cognitive decline
were able to participate effectively. Last, via interactions
throughout the workshop, participants were able to contex-
tualize frauds for one another by relating experiences they
have had. Such form of cooperative learning can potentially
make the educational activity more effective [13].

Running SDOC

Our workshop represented the first occasion on which se-
nior citizens had tried out the SDOC. The course was suc-
cessful in certain ways, but the workshop also taught us
several lessons in how to improve upon SDOC'’s design.

On the positive side, participants who were able to com-
plete the SDOC (about half), reported enjoying the activity.
Furthermore, SDOC increased participants’ confidence in
their knowledge, as several reported that it “reinforced what
they already knew.” This can potentially motivate the partici-
pants to adopt secure behavior in the future [11].

At the same time, the workshop highlighted several limi-
tations of SDOC that should be addressed to improve its
applicability for educating older adults. To mention some: 1)
The emails may have been long for certain participants,
some of whom had difficulties scrolling though and an-
swering the subsequent questions (especially participants
with cognitive decline); 2) Participants were biased to mark
emails as scam (potentially because the rate of scam was
higher than what would be expected in practice [12]); and 3)
Free-form answers took up time (as certain participants had
difficulty typing) and left too much room for interpretation.
These limitations may also be relevant for other educational
tools in the vein of SDOC (e.qg., [9]).

Adaptations for a Global Audience
To serve the needs of international audiences, Scam Bingo
and SDOC should be adapted to local needs (e.g., cer-
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tain frauds are mostly encountered in specific parts of the
world [2]). Fraud Bingo has already been translated into
several languages, which is a good first step, yet the clues
and tips themselves are still tied to scams that prey upon
older adults in the United States. Fortunately, existing bingo-
card generation software makes it easy for advocates for
older adults replace US-specific scams with local equiva-
lents, while preserving tips that are universally applicable.

Similarly to Fraud Bingo, SDOC can be easily adapted to
include scams that are relevant to the region and culture of
the participants. In general, scams that prey upon similar
fears tend to exist across many cultures, yet customization
is necessary, as much of the educational value of SDOC
lies in its ability to expose participants to scams that they
are likely to encounter in practice. Localized patterns of
computer or device usage must also be considered. For
instance, in countries where older adults are more liked to
use mobile devices than computers, scam-detection training
should focus on mobile devices.

Conclusion

In conclusion, we found Fraud Bingo to be an effective train-
ing tool for older adults that span a wide range of cogni-
tive abilities. While SDOC was appreciated by some older
adults, it needs to be adapted to different skill levels, partic-
ularly in a workshop setting. In addition to adopting design
guidelines for improved usability, we advocate that similar
training tools be of flexible duration so that participants can
complete as many or as few challenges as they can get to
in a set amount of time and still receive feedback on their
performance.
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