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Abstract. Media communication using SIP is providing us with capabilities to
architect applications over ubiquitous platforms including the Internet. Al-
though there are certain attempts to make media-enabled applications, there ex-
ists a need to deploy security and directory features that constitute middleware
services. The software application, described in the paper, is part of a research
initiative in Internet2 community to deploy middleware services on video con-
ferencing application. The paper describes the architecture of a Java-based SIP
Client and the results of interoperability tests between four SIP user agents. Ef-
forts are being made to enable the application with secured middleware fea-
tures.

1 Introduction

There is a growing trend to use multimedia communications over IP-based networks
including the global Internet. A few organizations have successfully deployed Voice
over IP (VoIP) while others are experimenting with technology and organizational is-
sues including justifying a business case. While VoIP has a head start, video confer-
encing over [P-based networks is relatively new. Several organizations intend to use
video conferencing for collaboration, remote work and virtual meetings. In particular
the higher education community has plans to deploy video conferencing solutions
over Internet2 [1].

For such applications to work, we need signaling protocols as well as media han-
dling capabilities. SIP [2] and H.323 [3] have been used for VoIP with SIP gaining
popularity as a flexible session oriented protocol approved by the IETF. However, in
the video conferencing space, we could not find many academic or commercial appli-
cations' that use SIP. Most commercial video systems use H.323 protocol over ISDN
lines. Only recently have we started to see the migration of these products to [P-based

* This material is based upon work supported by the National Science Foundation under Grant
No. 022710. Any opinions, findings, and conclusions or recommendations expressed in this
material are those of the author(s) and do not necessarily reflect the views of the National
Science Foundation.

I MSN Messenger is a SIP client from Microsoft.
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networks. Not only is there a need to develop and deploy SIP-based video conferenc-
ing applications, there are several requirements within the higher education commu-
nity that must be met. These requirements include the ability to search directories for
finding SIP users, enterprise-level authentication, and having proper authorization
policies in place, which facilitates inter-campus video communications. Privacy and
confidentiality of users is also needed. Moreover proper accounting and billing is an
integral part to manage a converged network with voice and video applications.

In this paper, we present the design, architecture and implementation of a SIP-
based video conferencing application. We also discuss our experience of deploying
the client and providing service through our lab. We point out certain performance
features of the client and finally conclude with a discussion of future work.

2 Application Design and Architecture

Session Initiation Protocol (SIP) is the Internet Engineering Task Force (IETF) stan-
dard for IP Telephony. It is an application layer control protocol that can create, mod-
ify, and terminate multimedia sessions [2]. Different types of entities are defined in
SIP: user agents, proxy servers, redirect servers, and registrar servers. Figure 1 shows
a simple SIP call flow including these entities.

Multimedia data {eg|RTP. RTCP protocol}
User Agent 1 User Agent 2

User location User location
- i Information -
ReglsE— :g:rm?)“l::m) {SIP Protocol) Registrar 2
Database 1 Database 2

Fig. 1. A typical SIP configuration [Modified from 4].

Network Convergence Lab (NCL) at Claremont Graduate University (CGU) is
hosting two sip proxies: one commercial proxy from Dynamicsoft, and other open
source proxy from Vovida. Dynamicsoft proxy is used as the main proxy for the test
bed CGU offers to the Internet2 community. Vovida proxy is used for testing pur-
poses. Both proxies run on the default port 5060 however, the registrar ports differ:
5070 for Vovida and 6060 for Dynamicsoft registrar.

Although there are open source SIP stacks such as Vovida and NIST, Dynam-
icsoft commercial stack was used to develop CGUsipClientvl.l. Dynamicsoft pro-
vides a comprehensive SIP stack including all the authentication mechanisms in-
cluded in the latest RFC [2] which are not available in open source user agent SIP
stacks. Dynamicsoft stack also provides multiple levels of API that allows applica-
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tions with various complexity levels. The architecture of the Dynamicsoft user agent
SIP stack is provided in Figure 2 labelled as Dynamicsoft Architecture.

‘ Java Applications, Applets, Beans 0P
Message
API High-evel API
JMF Presentation and Processing API - sIP
Optional Message
Towloms Midevel API State Machine API
;’;:‘ o Jai API|
a-lev
JMF Plug-In AP1 And
JAIN AP Lowdevel APl State Machine
“H“HH Dot e
JMF 2.0 Architecture Dynamicsoft Architecture

Fig. 2. JMF and Dynamicsoft Architecutures

Dynamicsoft proxy and registrar provides authentication for users. Authentication
type, which could be basic or digest [5], is assigned to each user during the registra-
tion process. For each registration request, registrar challenges the users for authenti-
cation based on the authentication type. The user agent is responsible for requesting
the necessary information from the user and sending it to the registrar for authentica-
tion. Proxy also challenges each user for all requests except ACK and BYE message.
If a user agent is challenged, it would have to resubmit its request with credentials, the
request and credentials will be verified by proxy against those in the location server
[6]. Further, location server would verify against the database in which it stores the
details of users.

Java Media Framework (JMF) 2.1.1 Sun libraries were used to develop a SIP based
video conferencing application. JMF 1.0 API (the Java Media Player API) enabled
programmers to develop Java programs that presented time-based media. JMF 2.0
API extended the framework to provide support for capturing and storing media data,
controlling the type of processing that is performed during playback, and performing
custom processing on media data streams [7]. JMF 2.0 architecture is provided in
Figure 2 labelled as JMF 2.0 Architecture.

Among other alternatives to implement CGU client, JMF was selected since Java
was decided to be used for client development. Further, JMF can be used in applets
and in stand-alone applications developed in Java. JMF also offers an easy to use li-
brary and source code.

CGUsipClientvl.1 architecture is presented in Figure 3. There are two main Java
packages — cgusip.client and cgusip.utils — that structure CGUsipClientvl.1. The utils
package handles the existing instances of sip connections and calls. The client pack
age has three main components: gui, sip, and media. The gui package handles all as-
pects of the client user interaction. The sip package handles the necessary interaction
between the CGUsipClientvl.1 and the Dynamicsoft sip stack for creating and termi-
nating sessions and initiating and receiving calls. The media package is in charge of
making media connections using JMF and Dynamicsoft media libraries.
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Client
Client.GUI
Utils
Client.SIP Client.Media
v v
Dynamicsoft Dynamicsoft JMF
Initiation Libraries Media Libraries

Fig. 3. CGUsipClientvl.1 Architecture

CGUsipClientv1.1 is capable of registering to a SIP proxy/registrar and making
multiple calls (up to 5 lines are available) to any user capable of receiving SIP calls.
In addition, the client provides connection to a private address book and the enterprise
directory.

In order to download the installation files for CGUsipClientv1.1, each user needs
to register through a website by providing minimum information about them: name,
email address, and password for the sip client. During this registration process the fol-
lowing are created (1) a sip user account in the Oracle database, (2) an entry in the en-
terprise directory (ED) of the CGU NCL lab, (3) an entry linked to this ED user in the
commObject , explained in section 3, (4) a private address book file in the web server.
This enables users to reach their personal address books from any location. Figure 4
labelled as User Registration Process illustrates registration process.

CGUsipClientv1.1 also provides the callerID option for users. In the registration
the user can upload a picture that will be used during the invite process to provide de-
tailed information about the caller. Figure 4 labelled as Caller ID Process illustrates

working of Caller ID feature.

4 CreatePAB 8
for user oo
&
'
6, 2
oy e i i roxy
%53y, Enterprise Dimctoy 2. Tnvite from Client1 SIP P
L 3. Query details
EZ) of Clientl
. 5. CallerID window
i Ctient 2 displays Client] details

\@
o Re®® “\ogé 2. Create
'@‘ oW’ user account
Internet inED
5. Allow user to
download 3
RMI Server

1. Invite Client2

Ctient 1

TIURDJ0 STIRRA b

User Registration Process CommObject Caller ID Process

Fig. 4. User Registration and Caller ID Process Flows
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Video formats that CGUsipClientv1.1 supports are h.263, h.261, and jpeg. H.263
is the default codec for video sessions and users are not allowed to change it. How-
ever, all three video formats are supported for incoming video. Future version of the
client will allow users to change this parameter. The supported audio formats and

their description are provided in Figure 5. The default audio codec is g.723 and this
can be modified by the user

Codec Appropriate Scenarios
2723 Eest suited for PC-to-telephone and PC4o0-PC calls Used when
51 the speedis 56K or less
DVI EBest suited for PC-to-PC calls. Do not use if the speedis lessthan
L AW Ak

Fig. 5. Supported Audio Codes

CGUsipClientvl.1 runs on local port 8000 and users are not allowed to modify
this parameter. In the next version, this parameter will be configurable by users. The
audio port range is from 4000 to 5000. The video port for this client is on 65500. We
haven’t tested multiple video performances on the same machine. Therefore, users are
not allowed to change this port and receive video connections from different sources.
In case of multiple calls, the video and audio of the active call is projected. Figure 6
shows a snapshot of a call between two clients.

11 00:01 57.01

Fig. 6. . CGUsipClientvl1.1 snapshots

SIP and H.323 standards, which are used for video conferencing, do not include
any solution for NAT and Firewall issues. Although some RFCs [8,9], various inter-
net drafts [10,11,12,13] and industry practices [14] are being proposed to solve this
problem, these have not been materialized into a standard yet. Therefore, CGUsipCli-
entvl.1l does not work behind NAT or firewall. New version may provide NAT/FW
support.
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3 Middleware

Middleware refers to a suite of systems that exist between an application and various
network services. Network services include providing platform for (a) security for au-
thorization, authentication and secured transmission of messages (b) directories for
identification and searching. Middleware tries to bind network services with the ap-
plication. Middleware, in CGUsipClientvl.1, development focuses on implementing
security and directory services.

For directory services, we have implemented an architecture that is recommended
as a draft [15] by ViDeNet group of Internet2 community. One of the purposes of the
group is to define a structure for video and voice communications that could reside in
an Lightweight Directory Access Protocol (LDAP) directory. The draft proposed by
the group suggests objects that need to be inherited by enterprises, which plan to im-
plement directory structure for voice or video communications. The draft proposes
creation of certain classes to support communication architecture. It suggests creation
of two classes; commURIObject and commObject and other protocol specific classes
that enterprise would choose to support such as SIP, H.323 or VRVS. Every enter-
prise that needs to support this structure has to create a protocol specific object to hold
attributes for communication and update enterprise directory to maintain association
between a user and their communication attributes. To achieve this, ED needs to be
updated to include an attribute called commURI from commURIObject. commURI is
an LDAP Uniform Resource Locator (URL) that refers to protocol specific attributes.

At CGU we have implemented commObject structure on openLDAP, an open-
source directory service platform. In CGUsipClientvl1.1 interface, there is a clickable
icon that displays an html page onto a browser listing white page entries in ED. ED
displays all users existing in that directory. Each entry in ED has a link, which is
commURI ‘pointer’ as described above. commURI ‘pointer’ navigates to another
page that enumerates various attributes that are needed for communication.

4 Experience with Deployment over Internet2

Network Convergence Lab (NCL) at CGU has made the software available to partici-
pants of ViDeNet? through its web site http://ncl.cgu.edu/sipclient/index.php. Through
the web site, visitors intending to use the software have to provide their details includ-
ing their email address. This email address becomes their unique SIPURI for registra-
tion purposes. A SIP proxy normally supports only one domain. However, since CGU
SIP proxy is used by various campuses for proof of concept, multiple domain support
was necessary. Therefore, domain part of each email address is verified against the
domain database of the proxy. If a domain does not exist, the domain database is up-
dated. In addition, every registered member is required to have an entry in ED. Fur-
ther, every registered user is provided with a SIP URI on which they can be contacted
if conferencing session is desired by other SIP UA. This SIP URI is one of the com-
munication attributes in commURI. Other significant communication attributes being
proxy domain address and registrar domain address. Proxy and registrar domain ad-

2 Information on ViDeNet can be found at www.vide.net.
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dress for every registered member is server address of Dynamicsoft proxy hosted by
CGU in its campus. Every member who has downloaded the software registers itself
with proxy at CGU. The website mentioned above provides an interface to directory
services; ED and commObject attributes.

4.1 Interoperability Issues

Before deploying on Internet2, CGUSipClientvl.1 had been successfully tested for
point-to-point voice and video communication. There was a need to test the client
with other clients and proxies after initial period of distribution.

NCL has two servers in its premises; a Linux-Based server hosting Vovida proxy
and a Windows 2000 Advanced Server hosting Dynamicsoft (DS) proxy. For testing,
a collaborative effort was arranged between Tim Poe at University of North Carolina,
Chapel Hill, Tyler Johnson at University of North Carolina, Chapel Hill, and Chris
Arnold at Radvision. Chris Arnold was using MSN Messenger and Siemens SIP cli-
ent. Tyler Johnson was using MSN Messenger. Students at CGU were using
CGUsipClientvl.1 application, Vovida’s user agent and MSN Messenger. The results
of interoperability test are provided in Figure 7.

Call Audio Video
CALLFR | CALLEE Registered to Estahlished | Estahlished | Estahlished
cgu cgu DS, Wovida o o o
cgu vovida Vovida o NT MA
cgu msn DS, Vaovida K K ¥
g | =i DS, Vovida ¥ ® ®
g mcu o+ T T T
mMEnR cEu D5, Vowida X kS kS
msn men D15, Wovida BTC o o o+
men | siemens Wowida I I o
msn_ | =i s < X "
msn vovida Wovida < T rLE,
TMET meu ETC < < o«
& e e TuE CEu L5, Vovida b b b
siemens | maen Wowida I I o
giene ns mEn DE < * *
siemens | siemens HT MHT T T
siemens | wvovida NT MT T T
sienens meu ETC < < v‘l
wovida cgu Voorida o MT M
vovida mEn Wovida < T M,
vovida | vovida Wovida < T rLE,
vovida | si NT MT T T
vovida meu H+ T T T
MT Mot Tested
A Mot Applicable since vovida client does not have video support
1 They wwere never able to register to the same proxy

Fig. 7. Interoperability between different clients

To summarize the testing, it was found that all user agents except Vovida were
able to register with Dynamicsoft proxy. MSN Messenger proved to be efficient in
terms of interoperability performance as long as clients registered to Microsoft RTC
server. MSN Messenger and Siemens SIP user agent were not able to call CGUsip-
Clientvl.1. Media communication remain untested with Vovida user agent. Video
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session could not be established between MSN Messenger and CGUsipClientv1.1 be-
cause MSN Messenger supports a proprietary video codec developed by Microsoft.
Further, MSN Messenger, registered with Dynamicsoft, Microsoft RTC or Vovida,
was not able to call CGUsipClientvl.1 because MSN Messenger does not provide for
separate entries for Proxy and Registrar. Hence, a user cannot specify separate ports
for Proxy and Registrar.

For conference testing Radvision MCU was used. Radvision MCU needs to regis-
ter its services to a SIP proxy in order to provide conferencing services. During this
registration it does not provide a SIP URI. It registers by three parameters, registrar,
proxy, and domain. Once it registers its services, the users can call MCU by calling
the assigned user name by the administrator. Due to this behavior, it cannot register to
any proxy except Microsoft RTC server. As a result, any client who could not register
to RTC was not able to join a conference call

4.2 Performance Evaluation

During the preliminary performance testing of the CGUsipClientvl.1, two systems
were used for a point-to-point video conferencing call. The configuration of these sys-
tems is provided in Figure 8.

Four metrics were identified for performance testing: CPU load, video frames per
second, audio and video bit rates. Recent testing with CGUSipClientvl.1 provided the
following performance results shown in Figure 8. All the values represent received
video and audio performance ranges during a “2 minute” call.

The performance provided in Figure 8 is achieved after the initiation phase is over.
During the initiation phase the CPU load changes as shown in Figure 9.

Configuration Perfornance
CPUu Memory o5 Canera | CPU | Franes | Khit Khit=
Load Par Per Per

Second | Secomd | Second
{Awdio) | (Video)

Sysiema 1l | Pentmmd 255ME Windoers Irdel 40 10-17 53153 524 -
1.8GH= 2000 3550 S0%% 7.7

S5ysiem? | Pentmmd 25ME Windows | Logitech 40 1225 63153 fa55-
1.2GH= xP Express S0%% 120

Fig. 8. System configurations and their performances during the call or after the call is estab-
lished

Action C P load
Clientwras started 20
Fegistered o registrar S0%

Call imitated 0%
Caller ID imformmaton wequested 45%%
Audio conmecton estah s hed Al
Wideo cormecton as tablished S0%% - T0%,

Fig. 9. Call initiation performance
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5 Conclusion

In this paper, we highlight the following contributions:

e Built an effective SIP-based video conferencing desktop client that runs on
top of SUN’s JMF and a commercial SIP stack from Dynamicsoft

e  We believe this is the first directory-service enabled video client that facili-
tates easy searching.

e The client provides authentication using native mode SIP authentication that
uses the Digest mechanism with MDS5 hashing.

e To make the download and deployment efficient, we have implemented web
services that include support for commObject creation, user accounts on a
location server, and caller ID service.

Our future work will involve analyzing interoperability problems encountered in
greater details. We are planning implementation of an enterprise-wide authentication
mechanism and exploring single-sign-on with Kerberos and X.509 digital certificates.
We also intend to explore various authentication and authorization policies for video
services. Finally a big challenge is to develop federated identity management and au-
thorization in which various domains work with each other to obtain attributes about
users and make decisions to forward a call or not. Those would be reported in a future
article.
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