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Learning Objectives

• Introduction of Linux Mint
– Review of Unit 7 and 8 but covering 

how they are similar or different in 
Linux Mint from Ubuntu

http://www.uscyberpatriot.org/
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Open a Terminal

• Open the MATE Menu. 
• Click the icon labeled Terminal.

Presenter Notes
Presentation Notes
SAY
Start by opening a command terminal by following the steps on the slide.
Open the Start Menu by clicking the Linux Mint icon on the bottom left of the toolbar (or press the Windows/Command key)
Click the icon labeled Terminal.

http://www.uscyberpatriot.org/
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Basic Navigation Commands
• pwd

– “Present Working Directory”
– Prints out your current working directory

• ls [FILE]…
– “List Segments”
– Optional file/directory paths as an argument

• cd [dir]
– “Change Directory”
– Optional directory path as an argument

• Absolute paths
– Starts from the root directory (/)
– cd /home/cyberpatriot/Music

• Relative paths
– Start from the current directory (.)
– cd ./Music or just cd Music
– One dot (.) indicates the current directory
– Two dots (..) indicates the parent directory

http://www.uscyberpatriot.org/
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Command Manuals and Usage

• man [section] page
– “Manual”
– Displays the manual for a command

• Type man man and press Enter
– Displays the manual for the command “man”
– Use the arrow keys or PgUp/PgDn to scroll up and down

• Type q
– Exits man

Presenter Notes
Presentation Notes
This slide has 2 builds.

SAY
The man command displays the manual for that command. For example, you can view the manual for the man command by typing man man.

Build 1
Type the command man man and use the PgUp/PgDn keys to scroll up and down.

Build 2
Type q to exit.

http://www.uscyberpatriot.org/
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Command Manuals and Usage

• Many commands have a --help or –h option.
• Type ls --help and press Enter.

– Displays help for the command ls

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Commands will often display help text if you pass the command a --help (dash-dash-help) or a -h (dash-h) option.

Build 1
Type the command ls --help as shown.

http://www.uscyberpatriot.org/
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File Manipulation Commands
• Type the following commands in order:

– cd
– touch Documents/a
– cp Documents/a b
– mv b c
– ls ./ Documents
– rm c Documents/a
– ls ./ Documents

Presenter Notes
Presentation Notes
SAY
Type the commands exactly as shown.
Remember spaces are important!

Instructor note: Continue once students have finished the commands.

SAY
Touch created the file Documents/a, which we copied to b, and then we moved b to c.
We can see the new files Documents/a and c from the output of the ls command.
After we remove the files with rm, the ls command no longer shows the files.

http://www.uscyberpatriot.org/
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File Contents and Output Redirection

• echo [STRING]...
– displays a line of text in the command line

• [command] > [FILE]
– The standard output of any command can be redirected to a file 

with a “greater than” symbol.
– This will create a new file or overwrite an existing file.

Presenter Notes
Presentation Notes
SAY
The echo command will print whatever you put on the command line to standard output.
The greater than symbol ( > ) allows you to redirect standard output to a file.
Use this with care… if the file exists, it will be completely overwritten with the new contents.


http://www.uscyberpatriot.org/
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Switching Users
• Many administrative commands must be run as root.
• su [username]

– Change user ID or become superuser
– If no username specified, defaults to root
– Must enter password of target user “username”

• sudo [-u username] [command]
– Execute a command as another user
– If no username specified, defaults to root
– May be required to enter your own password

• Sometimes the root user does not have a password.
– Cannot log in
– Cannot authenticate with su

Presenter Notes
Presentation Notes
This slide has 2 builds.

SAY
Many administrative commands must be run as root. There are two common ways to run commands as another user:
The su command will allow you to “become” a different user, but you must know the password for that user.
If you don’t tell su what user you want to “become”, it defaults to root.

Build 1
The sudo command will allow you to run commands as another user.
As a safety precaution, sudo will usually ask you for your password before you can do this.
If you don’t specify the user to run commands, it defaults to root.
Usually only certain users are authorized to use sudo, such as Administrators or members of the sudo group.

Build 2
By default, Linux Mint does not assign a password to the root user. 
This is actually very secure since it prevents the root user from logging in. 
However, this also prevents you from using the su program to become root.

http://www.uscyberpatriot.org/
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Switching to Root

• Switch to root by typing sudo -i
– Type your password if prompted.
– Works even if root has no password

• Type the command whoami then type logname
– Type exit (Being root can be dangerous so exit)

Presenter Notes
Presentation Notes
SAY
If root has no password, you can still switch to root by typing sudo -i
When using sudo, all you need to know is your current user’s password. Password = CyberPatriot!
Typically, on Debian, Mint, or Ubuntu, you need to be in the sudo group in order to use sudo
Instead of using sudo -i, you could also use sudo su
This will execute su as root, bypassing the need-to-know root’s password
Using your demo images, try switching to root by typing the sudo -i command. 
Remember sudo may or may not ask you for your password depending on how recently you successfully authenticated to sudo last.
After you are root, your prompt should change to a pound or number sign as shown in this screenshot.
Type the command whoami to confirm that you are root.
You can now run any commands as root.
But it’s easy to accidentally mess things up as root so we’re going to exit by typing exit.
For the remainder of this camp, we will only use sudo to execute commands as root.

http://www.uscyberpatriot.org/
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User Accounts

• No Control Panel like in Windows
• Open the MATE Menu in the bottom left corner menu.
• Click Control Center on the left-hand side of the MATE 

Menu.

Presenter Notes
Presentation Notes
This slide has 2 builds.

SAY
Unlike in Windows, there is no Control Panel or Action Center in Linux Mint from which you can modify all basic security settings. There is, however, a Control Center menu, but it does not offer as many options as Control Panel or Action Center.

Build 1
To access the Settings, first click the Start Menu in the bottom left corner of the screen. 

Build 2
Click the Control Center button on the left-hand side of the Start Menu.

http://www.uscyberpatriot.org/
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User Accounts

• Click on Users and Groups to manage user accounts.

Presenter Notes
Presentation Notes
SAY
The entire Control Center window may not all fit into the window. If it does not fit, use the scroll bar to view the bottom menu options. 
You can see there are some similarities with Windows Control Panel. 

ASK
Can you identify anything here that may be helpful for improving security in Linux Mint?

SAY
Let’s start with Users. Like Windows, this is where an administrator can make changes to users (except for hidden users).
First, click on Users and Groups to manage user accounts.

http://www.uscyberpatriot.org/
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• To check that accounts for “archimedes” and “riemann” were 
created when you entered your commands, click the “M” icon on 
your menu bar and click the Users and Groups button.

14

Confirm Creation of User Accounts

http://www.uscyberpatriot.org/
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Basic Mint Security
• Mint does not have System Settings or Control Panel like in Linux or 

Windows.​​
The Administration application offers limited security tools​.​
In the Menu, select the Administration button.​

http://www.uscyberpatriot.org/
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User Account -- Passwords
• In the Menu, go to Users and Groups.
• Click the Change.. field next to Password .
• Select Set password by hand and enter your password in the field below.
• Enter the same password in the Confirmation field.
• Select OK to save the new password that you have entered.

http://www.uscyberpatriot.org/
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Configure Updates

• Open the Control Center from the Start Menu.
• Click Update Manager

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
The operating system and applications may be vulnerable due to flaws that have been found in their programming or configuration.
However, updates are frequently released, so it is important to make sure you have the latest patches for your software.
To configure your update settings, open the Control Center from the MATE Menu.

Build 1
Next click the icon for Update Manager.
Alternatively, you can easily find applications by typing into the search bar at the bottom.

http://www.uscyberpatriot.org/
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Installing Updates

• Update Manager will show available updates.
• Based on your configuration settings
• Click Edit.
• Click Preferences.

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Opening “Update Manager” will show you a list of available updates.

Build 1
To change the Update Manager configurations, click the Edit tab.

Instructor note: Update Manager may request to be updated before showing the available updates. If so, it is OK to apply the Update Manager update.

http://www.uscyberpatriot.org/
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Update Policy

• Two important tabs
– Options
– Automation

• Close Preferences
– Click Edit, then click 

Software Sources

Presenter Notes
Presentation Notes
This slide has 3 builds.

SAY
The Options tab allows you to customize how often the system checks for new updates.

Build 2
SAY
The Automation tab allows you to automatically apply any new updates.

Build 3
SAY
The Software Sources window allows you to customize the types of updates and downloads that you can apply to your operating system.

ASK
Why might this be important?
Because Linux Mint is open source, you need to be sure you are only downloading from trusted sources.

http://www.uscyberpatriot.org/
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Installing Updates
• In the Menu, go to Update Manager
• Update Manager shows a list of software updates that can be installed on your system.Make 

sure all of the updates you want to run are selected (shown by the green check box).All of the 
updates are selected by default.

• Select Install Updates
• Enter your password and select Authenticate

http://www.uscyberpatriot.org/
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Local Firewall
• Built-in Firewall: ufw
• Not activated by default
• Command line interface
• GUI interface: gufw

Presenter Notes
Presentation Notes
This slide has 2 builds.

ASK
Based on what we’ve already learned about firewalls, who can tell me why they are important?

SAY
Firewalls are designed to prevent unauthorized access to a system. They can be implemented via hardware or software.
Instructor note: Students should have installed gufw (and ufw) during their previous lab activity. If not, they will need to install it via the Software Manager (search for gufw or Firewall Configuration) or by running sudo apt update then sudo apt install gufw.

Build 1
Like Windows, Linux Mint has a built-in firewall. It is called the Uncomplicated Firewall (UFW)
UFW is turned off by default because Linux is more frequently used as a development tool than Windows.

Build 2
The firewall is a command line-only tool by default, but a GUI can be installed to make it easier to configure. This GUI is called the Graphical Uncomplicated Firewall (gufw). You should have installed it earlier as part of the Linux Familiarization Lab.

Instructor note: The next slide shows how to customize the firewall using gufw. Make sure students have installed the program.

Source: 
https://help.ubuntu.com/community/UFW 

http://www.uscyberpatriot.org/
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GUFW – Customizing Settings

• Open the MATE Menu
– Search: Firewall Configuration

• Authenticate
• Click Status → On
• Default:

– Deny all incoming traffic
– Allow all outgoing traffic

• Deny vs. Reject
• Preconfigured Rules

Presenter Notes
Presentation Notes
This slide has 3 builds.

SAY
To configure the firewall, the first thing you need to do is turn it on. Follow the steps on the slide to do so.
Instructor note: “Firewall Configuration” does not always show up in search immediately after installing it. Instead click the shield icon, or have the students log out and log back in again.

Build 1
gufw default settings are very secure. If it is not necessary to customize the firewall for the specific requirements of the user’s organization, these settings can be left as they are.
All outgoing traffic from the user’s computer to other computers is allowed to pass through automatically.
All traffic coming into the computer is denied. It blocks any outside users who may be trying to access the computer without the user’s knowledge.

Build 2
In addition to allowing and denying traffic, the firewall can reject traffic. There is a slight difference between Deny and Reject. Denying means denying the traffic without informing the connection that it has been blocked. Rejecting means denying traffic and informing the outside connection that its data packet has been blocked. Reject is not a good option to select for all incoming traffic, but for certain programs it can be good to notify other computers that their connection has been blocked.
The shield is color-coded based on incoming and outgoing rules. The top third of the shield corresponds to incoming traffic and the bottom third corresponds to outgoing traffic. 
Green means Deny.
Blue means Reject.
Red means Allow.
Rules for specific ports and programs can be added by clicking the + button at the bottom of the Rules tab.

Build 3
The Preconfigured rule panel allows incoming and/or outgoing traffic to be controlled for certain applications or services. 
Tools such as Skype may be controlled by selecting the application from the menu and setting the other menus accordingly to restrict or allow traffic. There are some programs that you do trust and which you do not want blocked by a firewall. It is much safer to allow these programs through a firewall than to open an entire port.
Instructor note: Have the students enable incoming traffic on ports 80 and 443, which control HTTP and HTTPS respectively.  Select Rules, the + button, then Simple.  Enter in a name and port number, then select the Add button.

Source:
https://help.ubuntu.com/community/Gufw 

http://www.uscyberpatriot.org/
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The Password File
• /etc/passwd

– Usually does not contain passwords (anymore)
– Contains user information

• Type cat /etc/passwd

• Type man 5 passwd to view the manual for the password file.
– When you are done, press q to quit.

Presenter Notes
Presentation Notes
This slide has 2 builds.

SAY
Despite its name, the password file does not actually contain passwords anymore.
Passwords used to be kept in the password file, along with user information, but this is generally a bad idea since everyone on the computer can read the password file.
Instead, encrypted passwords are stored in the “shadow” file, which we will cover later.

Build 1
Type cat /etc/passwd (sometimes pronounced like “etsee password”).
Notice this is an absolute file path since it starts with the root directory.

Build 2
Now type man 5 passwd.
Instructor note: Give the students a few minutes to skim the manual
Press q to quit man.

http://www.uscyberpatriot.org/
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The Password File

• User Name
– The name associated with this user account.
– This is primarily used by humans to identify a user account.

• Password
– x denotes the password is stored in shadow file

• User ID – Numerical user ID, or “UID”
– The OS internally identifies users using their UID; not Username.

• Group ID – Numerical primary group ID, or “GID”

User Name User ID Group ID
Password

Presenter Notes
Presentation Notes
This slide has 3 builds.

SAY
The User Name field is the username you use to log in and what people usually use to identify user accounts.

Build 1
Password: Although this can contain an encrypted password, this field is usually an x indicating that the password is stored in the shadow file.

Build 2
User ID: Each user has a numeric User ID, and this is how the operating system internally identifies users.

Build 3
Group ID: Each user may belong to multiple groups, but this is the ID of the user’s “primary” group. Again, the Group ID is how the Operating System internally identifies groups.

http://www.uscyberpatriot.org/
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The Password File

• Comment
– Typically used to store the users’ “real name”

• Home Directory
– The current working directory when this user logs in

• Shell
– The shell (or command) that gets executed when you log in.
– How this user interacts with the computer when logging in on the 

command line.

Comment ShellHome Directory

Presenter Notes
Presentation Notes
This slide has 2 builds.

SAY
Comment field: can contain anything but is typically used to store the “real names” of the users.

Build 1
Home Directory: The field that specifies the current working directory when this user logs in.
If the user types cd with no arguments, this is the directory the user will be taken to.

Build 2
Shell Field: This is the command that gets executed when the user logs in via a terminal.
This is typically a shell but could be any command.
A shell is a special program that controls everything you do and see within a terminal.
Your shell executes all the commands you type and displays their output in the terminal window.

http://www.uscyberpatriot.org/
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Listing Users
• Run the following commands in the terminal:

– whoami – Your current effective username
– logname – Your real login name
– users – Usernames of users currently logged in to the host
– who – Information about users who are currently logged in
– w – Information about the users currently on the machine, and their processes

Note: Your information may vary slightly from the output shown above.

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Run these commands in your terminal to view their output.
The whoami command prints out your current effective username.
The logname command prints your real login name
There will be an example later illustrating the difference between whoami and logname
The users command prints out the usernames of the users currently logged in.
The who command prints out some information about the currently logged in users.
The w command displays information about the users currently logged in and their processes.

Build 1
Here’s what you should have gotten as your outputs:

http://www.uscyberpatriot.org/
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Services
• Can be viewed and managed in the Graphical User Interface
• To install, type apt-get install stacer
• After installing, type stacer to run
• On the left sidebar, select the 4th option Services

Select the toggle to set a 
Service to automatically 
run on startup

Select the toggle to 
start or stop the service

http://www.uscyberpatriot.org/
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File Editing

• gedit [FILE]…
– Easiest
– Open the files in a common graphical editor

Presenter Notes
Presentation Notes
SAY
Editing files on the command line can sometimes be a challenge.
The easiest thing to do is to use the gedit command.
gedit is a commonly used graphical text editor.
The gedit command can take any number of file names to edit as arguments.

http://www.uscyberpatriot.org/
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File Editing
• Type gedit Documents/napier.txt

• Save and close the gedit window before continuing.

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Type the gedit command as shown. 
Instructor note: Continue once students have finished the commands

Build 1
The gedit command opens the specified file in a new gedit window.
Close the gedit window by clicking the X in the upper-right hand corner.

http://www.uscyberpatriot.org/
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Services in the Command Line

• Can also be viewed via command line
• In a terminal, type systemctl list-unit-files –-type=service

Shows the status of the service

http://www.uscyberpatriot.org/
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Adding and Removing Groups

• groupadd [GROUP]
– Creates a new group

• groupdel [GROUP]
– Delete an existing group

• gpasswd –a [LOGIN] [GROUP]
– Add a user to a group

• gpasswd –d [LOGIN] [GROUP]
– Delete a user from a group

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Like useradd and userdel, all major Linux distributions have the groupadd and groupdel commands for creating new groups or deleting existing groups.

Build 1
To add users to or remove users from existing groups, we can use the gpasswd command.
Use the -a (dash-a) option to add a user to a group.
Use the -d (dash-d) option to remove a user from a group.

http://www.uscyberpatriot.org/
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Create a New Group
• Create a new physics group, and add users
• Type the following commands:

– sudo groupadd astronomical
• (You may be prompted for your password)

– sudo gpasswd –a ggalilei astronomical
– sudo gpasswd –a csagan astronomical
– getent group astronomical

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Let’s create a new group with new users. 
Type these sudo commands to create an astronomical group and add ggalilei and csagan to the group.
Type getent group astronomical to print the astronomical line from the group file. 
This allows you to verify that ggalilei and csagan are now in the astronomical group.

Build 1
Your output should look like this.

http://www.uscyberpatriot.org/
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Delete a Group

• Delete the cybernetics group
• Type the following commands:

– getent group cybernetics
– sudo groupdel cybernetics

• (You may be prompted for your password)
– getent group cybernetics
– groups nsoong

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
Now let’s say the group cybernetics is being disbanded.
Delete the cybernetics group by typing the following commands.

Build 1
Your output should look something like this. You can see that after deleting the cybernetics group, nsoong no longer belongs to that group.

http://www.uscyberpatriot.org/
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Changing File Permissions

• chown [OWNER] [FILE]
– “Change ownership”

• chgrp [GROUP] [FILE]
– “Change group”

• chmod [MODE] [FILE]
– “Change mode”
– MODE

• [ugoa][+-=][rwx]
• User/Group/Other/All +-= Read/Write/eXecute

Presenter Notes
Presentation Notes
This slide has 1 build.

SAY
File owner, group, and mode can be changed by the chown, chgrp, and chmod commands.
For the chown command type the new owner the file will belong to, followed by the name of the file or directory.
For the chgrp command type the new group the file will belong to, followed by the name of the file or directory.
For the chmod command, type the MODE modification command followed by the name of the file or directory.
 
Build 1
The MODE modification command uses three components to tell the system what needs to be changed. The letters u, g, o, or a must be chosen to designate who the change is being applied to. Then the character must be followed by a +, -, or = to tell the system if the permissions are being added (+), removed (-), or kept the same (=). The final component designates what permission is being modified by placing an r, w, or x.
u stands for user, g for group, o for other, and a for all.
+ or – indicates if you want to add or remove permissions. = means permissions are unchanged.
r, w and x stand for read write or execute.

http://www.uscyberpatriot.org/
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