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<= Learning Objectives

« Basic GUI Security
— Account management
— Updates
— Firewall
« Basic Command Line Security
— Account settings

— Group configuration
— Authentication and the PAM file

« Advanced Ubuntu Security
— System and Audit logging
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== Basic Linux Security

« This unit will show you how to make
many of the same security settings you
made on Windows in Units 7 and 8

— Linux has many of the same vulnerabilities,
so the fixes are similar

 Linux does not have a Control Panel
like in Windows

« The Show Applications menu offers
limited security tools

» Click the Show Applications button in
the menu bar

« Select Settings
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=== User Accounts Overview

1. Search and click Users in the Settings window
2. Asin Windows, it is important to restrict root (Admin) privileges and password protect all

accounts

A. To make account management changes, you must enact root permissions by clicking Unlock and
authenticate yourself by entering your password

B. Switch users from Administrator to Standard User by clicking next to Account Settings

eeeeeee

* Default Applications

© Date&Time

(i) About

C. Change passwords by clicking the Password option
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Users

a Unlock to Add Users and Change Set!

Settings
Some settings must be unlocked before they can be changed.

cyberpatriot alice
Your account

e cyberpatriot

Unlock...

Account Settings

Account Activity
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== User Accounts — Account Type
« Select the user archimedes
* To make changes, click Unlock and authenticate
« Keep Automatic Login set to off

* The user account type can be changed by clicking the field
under Account Settings

Some settings must be unlocked before they can be changed.

archimedes

Account Settings

Authentication & Login

(© Date & Time
e () About
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Presenter Notes
Presentation Notes
Students should follow along on the Ubuntu Demo Image.
The User Accounts section is the most important section in the system settings menu for improving security. This option is very similar to User Accounts in Windows.
Clicking the User Accounts button brings up a list of all the users on the image. All of the users on this image are famous mathematicians.
Click to reveal next image and instruction.
Only users with root permissions can make changes to other users’ account types and passwords. A user can change their password, but not their user type. 
To make changes in User Accounts, an administrator must first unlock the window (that is, make user information editable) and authenticate their identity. To unlock the window, click Unlock in the top right and enter your password. Ubuntu requires administrators to authenticate themselves before making changes to someone else’s account.
Click to reveal next image and instruction.
Ubuntu can automatically log a user in when the computer is turned on. This feature is disabled for all users and should be kept that way by default. If it is not, anyone could gain access to a user’s information just by booting up a computer.
Click to reveal next image and instruction.
To change a user’s type, click Administrator or Standard. Selecting Administrator gives the user root permissions, while Standard does not.
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=== User Account -- Passwords

* Click the field next to Password

—Set a password now allows you to change a user’s password
—Do not select Log in without a password
—The third option allows you to disable or enable an account

* Press Cancel to return to the User Accounts windows

User Accounkts

All Settlng s User Accoul Changing password for a Unlock

archimedes
My Account
cyberpatriot Action |[Set a password now |
cyberpatriot (Log in without a password ]
Other Accounts New password [Disable this account |
? Not good enough  |states)
Confirm password
cantor | Show password
cantor
chebyshev -
chebyshev How to choose a strong password Cancel Change History
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& Configuring Updates

* Click Software & Updates in the Show Applications window

utilities
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Presenter Notes
Presentation Notes
Now, we will talk about keeping Ubuntu up-to-date. As we talked about during the introduction, most Linux is open-source, which means that some programs may be insecure because they come from unknown sources or have not been properly debugged. However, updates are released frequently, so it is important to make sure you have the latest patches for your software.

It is possible that students may also see a box about upgrading to a newer version of Ubuntu. Students should NOT upgrade to a newer version of Ubuntu.

To show what files need updating, click settings in the bottom-left of the Update Manager window.
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* The open-source
community regularly
develops improvements
and patches for Ubuntu

* You should install these
updates regularly

1. Click the Ubuntu button in
the menu bar and search
for Update Manager

2. Click Settings on the
Update Manager Screen

3. To set automatic updates,
go to the Updates Tab and
make sure “Automatically
check for updates” is set
to “Daily”

4. After applying the
changes, install any
available updates from the
main Update Manager
window
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== Installing Updates Overview

Software & Updates

other Softwar Updates Authentication Additional Drivers

Developer Options

Snap package updates are checked routinely and installed automatically.

For ather packages, this system has: Basic Security Maintenance
Active until 04/21/2027

Subscribed te:  Custom e

Automatically check for updates: | Daily

when there are secwity updates:  Display immediately

when there are other updates:  Display weekly

Notify me of a new Ubuntu version:  Mewer

Revert

Livepatch

Close

Software Updater

- o

Updated software is available for this computer. Do you want to

install it now?

- Details of updates
@ Firefox Web Browser
Y Thunderbird Mail
English language pack for Thunderbird

Transitional English language pack for Thunderbird
» &3 B vbuntu base

» Technical description

9| 156.8 MB will be downloaded.

Settings Cancel

Software Updater

7.4 M3
T6.0MB
1.1 MB
102 k8
103 k8

Install Mow

o

Updated software is available for this computer. Do you want to

install it now?

~ Details of updates

@ Firefox Web Browser

€3 Thunderbird Mail

English language pack far Thunderbird

Transitional English language pack For Thunderbird
» B [E ubuntu base

* Technical description

0 156.8 MBwill be downloaded.

Seftings... Cancel

79.4 MB
Te0MB
L1 ME
102 kB
103 kB

Install Now
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== Update Policy

 Three Important Tabs

— Ubuntu Software
— Other Software

— Updates
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Software & Updates

Ubuntu Software Other Software Updates Authentication Additional Drivers

Downloadable from the Internet

Canonical-supported free and open-source software (main)
Community-maintained free and open-source software (universe)
Proprietary drivers for devices (restricted)

Software restricted by copyright or legal issues (multiverse)

Source code

Download from: | Server for United States

Installable from CD-ROM/DVD

Installation medium with Ubuntu 22.04 "Jammy JellyFfish'
Officially supported
Restricted copyright

Developer Options

Livepatch

Close


Presenter Notes
Presentation Notes
After clicking Settings, a window will open that allows you to customize the types of updates and downloads that you can apply to your operating system.
Click to reveal first bullet and screenshot.
The Ubuntu Software tab allows you to determine from which sources you want to download Ubuntu software. Why might this be important?
Because Ubuntu is open-source, you need to be sure you are only downloading from trusted sources, not all of them.
Click to reveal second bullet and screenshot.
The Other Software tab is the same as the Ubuntu tab, but applies to non-Ubuntu software (outside software). These programs are not made by the developers of Ubuntu. These options should therefore only be selected if you can be reasonably sure they are secure and do not conflict with any of the needs of anyone using the system.
Click to reveal third bullet and screenshot.
The first section of the Updates tab allows you to customize where you want to install updates from. Which of these three options do you think should be checked? Remember, we want to be sure we know where our updates are coming from and that they are not buggy or insecure.
Important security updates should definitely be checked because they provide important fixes to known vulnerabilities.
Recommended updates should also be checked. These updates will not necessarily be important for security, but they will fix other major issues with outside software.
Unsupported updates should only be downloaded if you know exactly what they will be used for and if you are reasonably confident that they will not harm security.
Checking these boxes does not automatically begin the install process. You will still have the option to manually select individual updates, as we will see in a moment.
You can also select how often you want the OS to check for and display new updates. As was the case with Windows, we want to automatically check for updates daily so that the operating system stays up-to-date. Security and recommended updates should be set to display automatically for the same reason.
Have the students leave Important security updates and Recommended updates unchecked for now. They will be asked to check these boxes during their next Lab activity.
The last three tabs are more advanced and will not be discussed in this camp.
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& Installing Updates

 Click the Show Applications button in the left-hand menu and
search for Software Updater

Software Updater

: Q The software on this computer is up to date.

Tip: You can use Livepatch to keep your computer more secure be

Settings & Livepatch...
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Presenter Notes
Presentation Notes
After clicking Settings, a window will open that allows you to customize the types of updates and downloads that you can apply to your operating system.
Click to reveal first bullet and screenshot.
The Ubuntu Software tab allows you to determine from which sources you want to download Ubuntu software. Why might this be important?
Because Ubuntu is open-source, you need to be sure you are only downloading from trusted sources, not all of them.
Click to reveal second bullet and screenshot.
The Other Software tab is the same as the Ubuntu tab, but applies to non-Ubuntu software (outside software). These programs are not made by the developers of Ubuntu. These options should therefore only be selected if you can be reasonably sure they are secure and do not conflict with any of the needs of anyone using the system.
Click to reveal third bullet and screenshot.
The first section of the Updates tab allows you to customize where you want to install updates from. Which of these three options do you think should be checked? Remember, we want to be sure we know where our updates are coming from and that they are not buggy or insecure.
Important security updates should definitely be checked because they provide important fixes to known vulnerabilities.
Recommended updates should also be checked. These updates will not necessarily be important for security, but they will fix other major issues with outside software.
Unsupported updates should only be downloaded if you know exactly what they will be used for and if you are reasonably confident that they will not harm security.
Checking these boxes does not automatically begin the install process. You will still have the option to manually select individual updates, as we will see in a moment.
You can also select how often you want the OS to check for and display new updates. As was the case with Windows, we want to automatically check for updates daily so that the operating system stays up-to-date. Security and recommended updates should be set to display automatically for the same reason.
Have the students leave Important security updates and Recommended updates unchecked for now. They will be asked to check these boxes during their next Lab activity.
The last three tabs are more advanced and will not be discussed in this camp.
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& Enabling the Firewall

« Enable the Ubuntu Built-in Firewall (UFW) to
prevent unauthorized access to the computer

— The UFW is deactivated by default
By default, UFW is only accessible by

ety

You can download Gufw, a graphical firewall
interface, from the Software Center and use it
to make changes to the UFW in the GUI

— You might need to install Ubuntu updates before

command line

installing Gufw

www.uscyberpatriot.org

File Edit Help
Firewall

Profile: Home

Status: (:) '
Incoming: | Deny /
Outgoing: | Allow ~ .

Gt Rules Report Log

+ - o

Firewall enabled



Presenter Notes
Presentation Notes
Source: https://help.ubuntu.com/community/UFW 
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g Using Gufw

Firewall - o x

« After downloading Gufw from the Software Center, click the
Show Applications in your menu bar -> Search - Firewall

File Edit Help

Firewall

Conflguratlon Profile: Home v/
« Click the Unlock button on the Gufw window = Enact root e @ '/
Incoming: | Deny v

permissions by authenticating - Turn Firewall Status On

Outgeoing: | Allow ~

« The default (and recommended) rules governing traffic are
to Deny all incoming traffic and Allow all outgoing traffic

£} Rules Report Log

« The Reject option is the same as Deny, but also sends a
notification to the sender that connection has been blocked

Add a Firewall Rule

Simple Advanced

« The Preconfigured rule panel allows incoming and/or
outgoing traffic to be controlled for certain applications or
services

— Similar to the Windows Firewall Exceptions list

&7 < < < < £

— Open entire ports by clicking the Simple or Advanced tabs

Close Add
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Presenter Notes
Presentation Notes
Source: https://help.ubuntu.com/community/Gufw 
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Basic Command Line Security
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== The Password file

 /etc/passwd
— Usually does not contain passwords (anymore)
— Contains user information

 Type cat /etc/passwd

cyberpatriot@ubuntu: ~

cyberpatriot@ubuntu:~$ cat fetc/passwd
root:x:0:0:root: froot: fbin/bash

daemon:X:1:1:daemon: fusr/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

* Typeman 5 passwd to view the manual for the password
file
— When you are done, press g to quit
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g The Password File

cyberpatriot:x:1021:1021:cyberpatriot: /home/cyberpatriot: /bin/bash

User Name
User ID

Password Group ID

User Name

— The name associated with this user account

— This is primarily used by humans to identify a user account
Password

— X denotes password is stored in shadow file

User ID — Numerical user ID, or “UID”

— The OS internally identifies users using their UID not Username

Group ID — Numerical primary group ID, or “GID”
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Presenter Notes
Presentation Notes
The User Name field is the username you use to log in.
This is what people usually use to identify user accounts.
Click to reveal information about the password field.
Although this can contain an encrypted password, this field is usually an x indicating that the password is stored in the shadow file.
Click to reveal information about the User ID field.
Each user has a numeric User ID, and this is how the operating system internally identifies users.
Click to reveal information about the Group ID field.
Each user may belong to multiple groups, but this is the ID of the users “primary” group. Again the Group ID is how the Operating System internally identifies groups.
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== The Password File

cyberpatriot:x:1021:1021:cyberpatriot: /home/cyberpatriot: /bin/bash

User Name
User ID Comment Home Shell

Directory

Password Group ID

« Comment

— Typically used to store the users “real name”
 Home Directory

— The current working directory when this user log in

e Shell

— The shell (or command) that gets executed when you log in

— How this user interacts with the computer when logging in on the
command line
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g Listing Users

« Try running the following commands in the terminal:
— whoami
* Prints your current username
— users
* Prints the user names of users currently logged in to the current host
— who
 Prints information about users who are currently logged in
- W
» Displays information about the users currently on the machine, and their processes

F-

cyberpatriot@ubuntu: ~
cyberpatriot@ubuntu:~$ whoami
cyberpatriot
cyberpatriot@ubuntu:~% users
cyberpatriot
cyberpatriot@ubuntu:~$ who

cyberpatriot tty7 2017-05-03 19:28 (:0)

cyberpatriot@ubuntu: W

20:05:26 up 1 day, :46, 1 user, load average: 0.00, 6.01, 0.85

USER TTY FROM LOGIN(E IDLE JCPU PCPU WHAT

cyberpat tty7 :0 Wed19 25:46m 1:47 ®.15s fsbinfupstart
cyberpatriot@ubuntu:~5
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Presenter Notes
Presentation Notes
The whoami command prints out your current user name.
The users command prints out the user names of the users currently logged in.
The who command prints out some information about the currently logged in users.
The w command displays information about the users currently logged in and their processes.
Run these commands in your terminal to view their output.
Click to reveal the command results. The output on the students machines will vary slightly.
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<= The gedit Command

Gedit is one of many text editor commands in Ubuntu
— Syntax: gedit [filepath]

— Unlike with other text editors, using gedit will cause a second window to pop-up where
you can easily change the text of a file

— This command will allow you to edit security policy files

* You need to enact root permissions before using gedit to edit files that
cannot be accessed by standard users (e.g. system and secuirity files)

* When using gedit for the first time, go to Edit > Preferences - Uncheck
“Create a backup copy of files” to avoid saving issues

* Try using gedit by opening Terminal and entering gedit hello2.txt

— You will not be prompted to authenticate because this is a public file
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g Using gedit to Edit Password History

« Type gedit /etc/login.defs

Open v [+ logirj;glefs Save = = O X

« This is a much longer file. To easily find the section ¥ Password aging controts:
to edit, type Ctrl+F and then “PASS _MAX AGE” Rls PASS MAX DAYS

Maximum number of days a password may be used.

. . . 162 # PASS MIN DAYS Minimum number of days allowed between password
* MOdIfy the fO”OWIng Varlables to the Same 163 ;hafges.PASS_WARN_AGE NMumber of days warning given before a password
recommended settings used in Windows: .
165 PASS MAX_DAYS 99999
— Maximum Password Duration: 167 PASS WARN AGE 7 }
® PASS_MAX_DAYS 90 123: Min/max values for automatic uid selection in useradd
171 #
— Minimum Password Duration: 173 UTD 1A 50000
174 # System accounts
« PASS MIN_DAYS 1 176 #5¥S_UTD MAX 299
177
- DayS Before EXpII"atIOn tO Warn USGI"S tO Egi Min/max values for automatic gid selection in groupadd
. 180 #
Change Their Password: 181 GID_MIN 1000
182 GID_MAX 60000

122 # Cyectem arcnunte

. PASS_WARN_AGE 7 PlainText ~ Tab Width:8 v Ln196,Col32 v INS
« Save the file and close it
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Presentation Notes
Sources: http://xmodulo.com/2013/12/set-password-policy-linux.html, 
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<= Using gedit to Set Account Policy

In a terminal, type sudo touch /usr/share/pam-configs/faillock
This creates the file that will set the account policy

To edit, type gedit /usr/share/pam-configs/faillock

In the file type the following text:

Name: Enforce failed login attempt counter

Default: no
Priority: ©
Auth-Type: Primary
Auth:

[default=die] pam_faillock.so authfail
sufficient pam _faillock.so authsucc
Save the file when you are finished editing.

open v || [l Faillock
1 Name: Enforce failed login attempt counter

2 Default: no

3 Priority: @

4 Auth-Type: Primary

5 Auth:

6 [default=die] pam faillock.so authfail

?| sufficient pam faillock.so authsucc

8
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<= Using gedit to Set Account Policy

* Next, in a terminal type sudo touch /usr/share/pam-configs/faillock notify
« To edit, type gedit /usr/share/pam-configs/faillock notify
* In the file, type the following text:
Name: Notify on failed login attempts
Default: no
Priority: 1024
Auth-Type: Primary
Auth:
requisite pam_faillock.so preauth
« Save the file when you are finished editing

open v~ || failluck_notif:!r Save — B . v
lhame: Notify on failed login attempts

2 Default: no

3 Priority: 1024

4 Auth-Type: Primary

5 Auth:

6 requisite pam faillock.so preauth

7
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<= Using gedit to Set Account Policy

* |n aterminal, type sudo pam-auth-update

« Select, with the spacebar, Notify on failed login attempts, and Enforce failed
login attempt counter, and then select <Ok>.

www.uscyberpatriot.org

ackage configuration

{ PAM configuration ;|

user sessions.

some PAM module packages provide profiles that

PAM profiles to enable:

[*] Enforce failed login attempt counter
Inheritable Capabilities Management

Pluggable Authentication Modules (PAM) determine how authentication,
authorization, and password changing are handled on the system, as well
as allowing configuration of additional actions to take when starting

can be used to

automatically adjust the behavior of all PAM-using applications on the
system. Please indicate which of these behaviors you wish to enable.

[*] GNOME Keyring Daemon - Login keyring management

<Cancel>

=79'/+\'=AFA
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<= Password Age Policy

* In aterminal, type sudo gedit /etc/login.defs

www.uscyberpatriot.org

Maximum Password Duration: PASS MAX_DAYS 90
Minimum Password Duration: PASS MIN DAYS 1
Password Warning Before Expiration: PASS WARN AGE 7

Open ~ | [+ lngi._?;:_lefs Save =
157
158 #
159 # Password aging controls:
160 #
161 # PASS MAX DAYS Maximum number of days a password may be used.
162 # PASS MIN DAYS Minimum number of days allowed between password changes.
163 # PASS WARN AGE Mumber of days warning given before a password expires.

166 PASS MIN DAYS e

1644
165 PASS MAX DAYS 99999
167 PASS_WARN_AGE 7
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& The chmod Command

« Chmod allows you to change file permissions
Change permissions for Add or subtract Specify whether read,
the user, group, or others permissions write, or execute privileges

| Zare being changed

 Syntax: chmod [u,g or o][+ or -][r,w, or x] [filepath]
— Do not put spaces between the three fields after “chmod”

« Example:
1. Type chmod o-r hello2.txt
2. Type 1s -1 hello2.txt

3. If your permissions originally matched those on the last slide, you should see hello2.txt’s
new file permissions as shown below

cyberpatriot@ubuntu:~5 1ls -1

-TW-rw---- 1 cyberpatriot cybercamp 57 May 29 09:34 hello.txt
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Presentation Notes
Sources: http://condor.depaul.edu/dpowebpg/support/chmod.html, https://help.ubuntu.com/community/FilePermissions 
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<= Groups

* Work very similarly to Windows - S
— Root permissions are required
1. To list all groups:
cat /etc/group
2. To add a group: g

addgroup [groupname]

3. TO add a user to a group: ;irol;:(;24§perry,carlos,kan,alice,]‘:)seﬁna,andrei,c:)rey,simone,andrea,reese,haml

floppy:x:25:perry,corey,simone,andrea,reese

tape:x:26:

adduser‘ [user‘name] [gr‘oupname] sudo:x:27:perry,carlos,kan,alice,josefina,andrei,hamlet
audio:x:29:pulse,perry,corey,simone,andrea,reese
dip:x:30:perry,carlos,kan,alice, josefina,andrei,corey,simone,andrea,reese,hamlet
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== Services

« Can be viewed and managed in the Graphical User Interface
« To install, type apt-get install stacer

« After installing, type stacer to run

* On the left sidebar, select the 4th option Services

Stacer - o x

L
,’ System Services (69) Startup Status W Running Status v
Select the toggle to
iq}'! ;:" accounts-daemon .
o _‘ R set a Service to
0; o acid ® ® automatically run on
= ;:fi"' anacron ) Startup
@ v} apparmor {
-;r.’i Select the
toggle to

o
¢y~ bluetooth

start or stop
the service

PN
ﬁ’|
e
4
by
-—
= |
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