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<= Learning Objectives

« Edit File-level permissions on Windows systems
— Purpose, use, and types

— Permission inheritance and parent/child
relationships

— Customization

« Backup function and best-practice backup
strategies

— Availability and integrity
— Major backup techniques and types
— Configuration

* Audit logging and system monitoring
— Audit logging purpose and configuration
— Performance monitoring purpose and configuration

www.uscyberpatriot.org
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Windows File Protections

‘Section 1 ‘
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& The CIA Triad (Review)

* 3 Goals of information security:

— Maintain information confidentiality
» Making sure only approved users have access to data

— Maintain information integrity

- Data Integrity: assurance that information has not been tampered with
or corrupted between the source and the end user

« Source Integrity: assurance that the sender of the information is who it
IS supposed to be

— Maintain information availability
* Ensuring data is accessible by approved users when needed

Source: http://www.techrepublic.com/blog/it-security/the-cia-triad/
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=== File Permissions

* Important tool for ensuring data integrity and
confidentiality

* More customizable than the blanket set of permissions
given to users by adding them to either the Users or
Administrators group

* Use to restrict access or editing rights to specific data on
shared resources

» Can be customized by individual user or by user group

=‘}“}X'AFA
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<= Types of File Permissions

Full Control

—Administrator level access
—Users can make every possible change to a selected file or the contents of a selected folder

Modify

—Allows users to change a file’s content, but not its ownership

—Users cannot delete the file

Read & Execute

—Allows users to open and run programs

List Folder Contents

—Allows users to view the names of files stored in the selected folder

Write

—Allows users to make changes to a file and overwrite existing content

Read

—Allows users to view the attributes of a file or folder, but not edit it

www.uscyberpatriot.org _{‘\'}\TAFA
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<= Parent and Child Objects

« Use inheritable permissions to apply the same security settings to all of the files
(child objects) in a folder (parent object)

it Mame Date modified
M Computer . _ . I .
. - , %] Credit Card Info Child &/25/2014 2:37 PM
Parent object L%, Local Disk (C:) - -— e
=| Customer Crder Info ijectsu-.?u-.?'_ll-l 342 PM

hil i — | Finance «— Parent object
Child objects J Child

. Annual Financial Reports
\ | Client Account Information /ObjeCtS
\ . Employee Expense Reports
Parent object

. Hurnan Resources

. Blank Employee Forms

. Building Emergency Procedu
\ . Employee Incident Reports
L IT

| Checklists and Tutorials
| Legal

=

. Copyright and Patent Docs
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=== Inheritable Permissions

« By default, objects within a folder (known as child objects) inherit permission
settings from their containing folder (known as the parent object)

* You can turn off inheritable permissions and customize who gets what kind of
access to certain folders, subfolders, or documents

* Depending on how many users need access to a sensitive file or folder and
how many of the files in a folder need to be restricted, there are several ways
to apply permissions

— E.g. If you want certain users or groups to be denied access to all but a few files within a folder, it is
quickest to apply a restrictive permission setting to the parent object (folder). Once you have denied
those users’ access to all of the files in the folder, you can go to the individual files you do want
them to have access to and override the permissions those files inherited from the parent folder.
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<= Customizing Permissions

« To apply the same permissions to all of the contents of a folder, Right-click the folder - Select Properties - Click the

Security tab

« Edit the permissions of an entire group by highlighting it and checking the appropriate boxes

« Edit the permissions of a specific user (or subgroups you have created) by using the “Add...” button to add him/her to the
Group or Usernames box and then checking the appropriate boxes

www.uscyberpatriot.org

| General I Sharing | Security | Previous Versions | Customize

Object name:  C\Finance

Group or user names:
I Authenticated Users ]
2, 5YSTEM

Q?JAdministlators (WIN-DKRTE4763EV  Administrators)

2, Users (WIN-DKRT64763EV \Usars)

To change permissions, click Edit.

Pemmissions for Authenticated
Users Allow Deny

Full control |~
Modify

Read & execute

List folder contents

Read

Security

Object name:  C:'\Finance

GI’DLID Qar user names:

82, Autherticated Users
82, SYSTEM
!?{Aclministmtors {WIN-DKRTE4763EV Administrators)

1Y Users (WIN-DKRTB4763EV\Lsers)

Select this obiedt fype

[ Add.. ][ Remove ]/’

Permissions for Users

Write 2

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

Full control

Madify

Read & execute
List folder contents
Read

ag
i
[om | »

Leam about access control and pemissions

oK [ Cancel |

OK ] [ Cancel Apply

Users, Groups, or Buitin security principals
From this location
WIN-DKRT64763EV Locations.
Enter the cbject names to select (examples):
Hedwig| Check Names
Advanced OK Cancel
Security |
Object name:  C:\Finance
Group or user names
giJALrthemlcmed Users
B2 SYSTEM
b} Hedwig (WIN-DKRTE4763EV\Hedwia)

82, Users (WIN-DKRTE4763EV \Users)

82, Administrators (WIN-DKRTE4763EV\Administrators)

Permissions for Hedwig Allow Dery
Full control |
Mody B [
Read & exscute B |3
List folder corterts |
Read B |-

Leam about access control and permissions
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<= Customizing Permissions

« To remove permissions inherited from a parent and create custom settings, Click the “Advanced” button from the
Security tab - Click Change Permissions - Uncheck the “Include inheritable permissions...” box

* Customize permissions for individual users and/or groups using the “Add...” button.
« To extend your new settings to all of the child object or to extend permissions to the child objects in a folder, check

the “Replace all child objects....” button

www.uscyberpatriot.org

Camera Roll Properties

Previous Versions Customize
General Sharing Security Location

Objectname:  C:\Users\Administratori\Pictures\Camera Roll

Group or user names:

B& SYSTEM
2 Administrator (KHOLTER3420R\Administrator)
2 Administrators (KHOLTER3420R\Administrators)

To change permissions, click Edit. Edit._.

Permissions for SYSTEM Allow Deny
Full control ~
Modify

Read & execute

List folder contents

Read

Wirite v

For special permissions or advanced settings, Advanced
click Advanced.

OK Cancel Apply

Advanced Security Settings for Camera Roll

Name: C\Users\Administrator\Pictures\Camera Roll
Owner: Administrators (KHOLTER3420R\Administrators) !; Change
Permissions Auditing Effective Access

Permission entries:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from
8% Allow  SYSTEM Full control C:\Users\Administrator\
S8 Allow  Administrators (KHOLTER3420... Full control C:\Users\Administrator\
a Allow  Administrator (KHOLTER3420R... Full control C:\Users\Administrator\,

Applies to

This folder, subfalders and files
This folder, subfalders and files
This folder, subfolders and files

Add Remove View

ﬂ Disable inheritance

ﬂ [ ] Replace all child object permission entries with inheritable permission entries from this object
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=== File Permissions

» Restrict access or editing rights to data on shared
resources

* Types of permissions:
1. Full Control

Modify

Read & Execute

List Folder Contents

Write

Read

2l

www.uscyberpatriot.org
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<= Sharing Drives

* You can share an entire network’s files by sharing its drives

* Generally, not a good idea — Anyone could see or modify your files

» To turn off Sharing Drives: Open File Explorer - Click This PC - Right Click the Local Disk

Drive - Share with - Advanced Sharing - Uncheck Share this folder - Click OK

Expand

Open in new window
Pin to Quick access

Manage BitLocker

Give access to

22 Advanced sharing...

Restore previous versions

=

3/1

12
3/2
3/1

Advanced Sharing

|:| Share this folder

Combine files in Acrobat...

Scan with ThreatDown
Pin to Start

Format...

Copy

Rename

New

Properties

86)

vl
124
124

3/2
124
3/2

Settings

Add Remove

Permissions

o ]

L

>

Apply

www.uscyberpatriot.org
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<= Sharing Drives

 Alternate Method

« To turn off Sharing Drives: Open File Explorer - Click This PC - Right Click the Local Disk
Drive - Properties - Sharing - Advanced Sharing - Uncheck Share this folder - Click
OK

Locatic Metwaork Swste
ocation etwor - ) ) S £ Local Disk (C:) Properties *
« v P O 5 ThisPC 2. Local Disk (C:) Properties e
Security Previous Versions Quota
| R Security Previous Versions General Toals Hardware Sharing
| ~ Folders (7) General Tools Hardware x
! Network File and Folder Sharing
i ] [i | TR
J ~ - Not Shared
' . Settings
q Type: Local Disk Hetwork Path:
Not Shared
File system NTFS
Y Share...
. B . Used space: 226,060,271,616 bytes 210GB
~ Devices and drives (. Add Remove
e — Free space: 28.980.793 344 bytes 269GB Advanced Sharing
£ T Local Disk Set custom pemissions, create multiple shares, and set other =
. [— Capacty: 255041064960 bytes 237 GB advanced sharing options.
My 30.4 GB fr ]
~ Network locations (9
- . Drive C: Disk Cleanup
Permissions Caching
2 pRwla)[= snaregara
I Desktop [ ﬁ [] Compress this drive to save disk space
, &k k- Allow files on this drive to have contents indexed in addition to Cancel Apply
|5| Documents file properties
Cloze Cancel Apply
* Downloads v
18items 1 item selected Cancel Apply
berpatrint Riiles Baok n
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<= Creating Backups

« Control Panel - System and Security - Backup and restore

e System image:
Contains files,
programs, system
files, and settings

* Create a System
repair disc:
Contains
necessary system
files

www.uscyberpatriot.org

’? Backup and Restore (Windows 7)

« v % < All Control Panel Iltems » Backup and Restore (Windows 7)

Control Panel Home

7
G Create a system image ]

G Create a system repair disc

Back up or restore your files

Backup

Windows Backup has not been set up.

Restore
Windows could not find a backup for this computer.

®select another backup to restore files from

5t up backup
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Windows Auditing and Monitoring

‘Section 2 ‘
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== Event Viewer

« Displays logs of events occurring on the Windows operating system

Windows 10 Windows 11
Control Panel = Administrative Tools - Event Control Panel - System and Security - Windows

Viewer Tools = View event logs
OR Search - Event Viewer OR Search - Event Viewer
14! Event Viewer - X

File Action View Help
= o

2] Event Viewer (Local) Event Viewer (Local) Actions

% Custom Views
-.w i Event Viewer (Local) =
& Windows Logs
&) Applications and Services Logs | Overview " | = Open Saved Log...
24 Subscriptions ¥ Create Custom V...
}E‘ To view events that have occurred on your computer, select the | C
= appropriate source, log or custom view node in the console tree. mport Custom ..
The Administrative Events custom view contains all the v Connect to Anot...
mAd el imtendiem miimemts cmmmedAdlnme AF mrmiirmn A mmme s sl .
‘ Summary of Administrative Events . ‘ View ’
9] Refresh
‘ < ? ‘ E Help 3
| Recently Viewed Nodes N |
< > |
| Log Summary . |
< > |

www.uscyberpatriot.org —{.\.}\im
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<= Windows Logs

« Customize what security logs are kept by setting Audit Policies
« Security logs can be a useful last defense against attacks and a tool for forensics investigations into the

source of a past attack or unauthorized entry

www.uscyberpatriot.org

&= |E HE

@ Event Viewer (Local)
s —'.F Custom Views
4 !._.. Windows Logs

| Application <

5| Security <

=] Setup <
] System-<

i=| Forwarded Events <
. | Applications and Services Lo
~ 4 Subscriptions

Events logged by programs

Any successful or unsuccessful logon attempts
Events that occurred during installation

Events logged by system components

Events forwarded from other computers
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<= Audit Policy Settings

« Windows 10: Control Panel — Administrative Tools — Local Security Policy — Local Policies — Audit Policy

*  Windows 11: Control Panel — System and Security — Windows Tools — Local Security Policy — Local Policies —

Audit Policy

— Success: generates an event when the requested action succeeds

— Failure: generates an event when the requested action fails

— No Auditing: does not generate an event for the action

* Right click the Security Setting column — Properties — Success, Failure

Palicy . Security Setting
lio] Audit account logon events Success, Failure
5] Audit account management Success, Failure
5] Audit directory service access Success, Failure
[ Audit logon events Success, Failure
1o Audit object access Success, Failure
1) Audit pelicy change Success, Failure
1o Audit privilege use Success, Failure
it Audit process tracking Mo auditing
[2s) Audit systemn events Success, Failu

| Properties '

Help

www.uscyberpatriot.org

Local Security Setting | Explain

Audit process tracking

Ey

Audit these attempts:
[ Success
[ Failure

/. This setting might not be enforced if other policy is corfigured to
Al ovemide category level audit policy.
For more information, see Audit process tracking. (Q921468)

[ ok ][ Cancel Apply
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<= Audit Policy

* Must be set and enabled for logs to be available in the Event
Viewer

Policy Security Setting

Lo Audit account logon events . Success, Faillure
LoflAudit account managemen Success, Faillure

Lol Audit directory service access| €= Success, Failure
"‘W%‘ Success, Failure
Liz|Audit object access Success, Failure
-_‘. Success, Failure
o) Audit privilege use < Success, Failure

Ll Audit process tracking J9

<
ofAudit system events <

Success, Fallure

Success, Fallure

Recommended for Windows 10 users

www.uscyberpatriot.org %}\T&FA
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Task Manager

« Shows programs, services, and processes currently running
« Shows network activity and resource utilization

« Search - Task Manager

Windows 10

172l Task Manager

Eile  Oletiooc 1o

Processes Performance App history Startup  Users

Details  Services

Note: If the Task
Manager is showing
few details, then click
“More details” here

—

-~

Mame
Apps (1)
izl Task Manager
Background processes (22)
[#5] Antimalware Service Executable
[2=] Application Frame Host
& CCSClient
[8Z] COM Surrogate
[8=] COM Surrogate
[25] COM Surrogate

[#5] Host Process for Windows Tasks

(s Microsoft Distributed Transacti...
[#5] Microsoft Network Realtime Ins...

¢ Microsoft Windows Search Inde...

[#5] Runtime Broker

Fewer details

3%
CPU

1.5%

0%

0%
0%

0%

0%
0%

0%

40%

Memory

5.3 ME

18.7 MB
0.1 MB
19MB
0.1 MB
0.6 ME
0.1 MB
0.6 MB
0.1 MB
0.2 ME
1.7ME

2.1 MB

0%
Disk

0 ME/s

0.1 MB/s
0 ME/s
0 MB/s
0 MB/s
0 ME/s
0 ME/s
0 ME/s
0 MB/s
0 ME/s
0 ME/s

0.1 MB/s

0%
Metwark

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

Windows 11

Task Manager Q

Processes

Name

Apps (6)

> G Google Chrome (18)

> h:] Microsoft Management Cons...
> @ Microsoft PowerPoint (3)

> s Microsoft Teams (21)

> P Task Manager

> 'am Windows Explorer

Background processes (139)
> [ Acrobat Update Service (32 bit)
> [m] Antimalware Core Service
> [m] Antimalware Service Executable
[m] Application Frame Host
[m] Application Frame Host

> W] bemUshUpgradeService.exe

Type a name, publisher, or PID...

Status

E'a Run new task

14%
CcpU

55} 1.2%

0%

0%

0%

0.5%

0.1%

0%

0%

0.4%

0%

0%

0%

51%

Memory

1,967.2 MB
39 MB
320.7 MB
353.7 MB
96.1 MB

1349 MB

0.4 MB
35MB
204.3 MB
10.5 MB
14 MB

0.7 MB

1%
Disk

1.2 MB/s
0 MB/s
0 MB/s

0.1 MB/s
0 MB/s

0.1 MB/s

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s

0 MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

www.uscyberpatriot.org
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== Task Manager: Processes

* Three tasks:
— Close programs that are not responding
— Determine if an unnecessary piece of software is running
— Find the process that is associated with certain software

Windows 10 Windows 11

= . = =]
Task Manager Q  Type a name, publisher, or PID...
1% Task Manager - O H
File Options View = Fo Run new task
( PFDCESSES' Performance App history Startup  Users Details Services =
I & 8%  50% 1% 0%
& 3% 40% 0% 0% Name Status CPU Memory Disk Network
Mame CPU Memory Disk Metwork
: ~ Apps (5)
Apps (1) D
ki G Google Chrome (21) ) 0% 2,068.0 MB 0.1 MB/s 0 Mbps
17 Task Manager 1.5% 53 MB 0 MB/s 0 Mbps . .
2 s @y Microsoft PowerPoint (2) 0.1% 328.0 MB 0 MB/s 0 Mbps
Background processes (22) 00 % Microsoft Teams (21) S 0% 3425MB 0.1 MB/s 0 Mbps
(w5}
[#] Antimalware Service Executable 0% 18.7 MB 0.1 MB/s 0 Mbps M Task Manager 0.4% 94.1 MB 0.1 MB/s 0 Mbps
[ Application Frame Host 0% 0.1 MB 0 MB/s 0 Mbps = = Windows Explorer 0.3% 197.1 MB 0.1 MB/s 0 Mbps
@ CC5Client 0% 1.9 MB 0 MB/s 0 Mbps o Background processes (138)
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_—

"= Task Manager: Processes

« Some processes are essential for Windows

« Some malware can

Windows 10

only be ended here

17 Task Manager

File Options View

Name

45 WMI Provider Host

Service Host: UtcSvc

Service Host: Windo...

Service Host: Local 5..

Fewer details

® | Windows Logon App...
[59 Host Process for Win...

[59 Shell Infrastructure H...

Service Host: Unistac...

Service Host: Remote...

Service Host: Networ...

Service Host: Networ...

Processes Performance App history Startup Users Details Services

w
Command line

winlogon.exe

taskhostw.exe {222A245B-E637-4AE9-A93F-AS9CAT19ATSE}
sihost.exe

C\Windows\system32\wbem\wmiprvse.exe
C\Windows\System32\svchost.exe -k utcsvc
C\Windows\system32\svchost.exe -k UnistackSvcGroup
C\Windows\system32\svchost.exe -k SDRSVC

C\Windows\system32\svchost.exe -k RPCSS

C\Windows\system32\svchost.exe -k NetworkServiceNetwor...

C\Windows\System32\svchost.exe -k NetworkService

C\Windows\system32\svchost.exe -k netsvcs

6%
cpu
0%
0%
0%
05%
0%
0%
0%
0%
0%
0%

0.5%

56%

Memory
0.1 MB
0.7 MB
1.7 MB
36 MB
20MB
1.0 MB
03 MB
22MB
0.2 MB
27 MB

85 MB

0%

Disk
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s

0MB/s

w)}

0%
Network
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0.1 Mbps

End task

Windows 11

www.uscyberpatriot.org

Task Manager Q

Processes

Name Status

Apps (3)

> G Google Chrome (21)

> @ Microsoft PowerPoint (2)
> @ Microsoft Teams (21)

> ¥ Task Manager

> am Windows Explorer

Background processes (138)

RN e B S U P S U _S U L TN BETTY

Type a name, publisher, or PID...

Fe Run new task

8%
CPU

Sa) 0%

0.1%

Sn) 0%

0.4%

0.3%

nos

50%

Memory

2,068.0 MB
328.0 MB
342.5 MB

94.1 MB

197.1 MB

Do nan

1%
Disk

0.1 MB/s

0 MB/s
0.1 MB/s
0.1 MB/s

0.1 MB/s

onang

0%
Network

0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

oonal
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== Task Manager: Services

* List of processes running in the background
 If a service is suspect, details may be found on the internet

« To Stop an unwanted service: Click Open Services - Right Click

the service - Click Stop
Windows 10 Windows 11

1 Task Manager - X ~ a blish - O b
File Options View Task Manager Type a name, publisher, or PID...
Processes Performance App history Startup Users Details Services
Name . PID Description Status Group A - Services E,a Run new task -
<2, AdobeARMservice Adobe Acrobat Update Service Stopped —
‘s AJRouter AllJoyn Router Service Stopped LocalServiceNe... EP Name PID Description Status Gmup
LLALG Application Layer Gateway Service Stopped ? . . .
), AppIDSVC Ass"caﬁoﬁ Id:ntity Y szzed LocalServiceNa “:AarSvc_14c3b3 Agent Activation Runtime_14¢3b3 Stopped AarSvcGroup
‘;: Appinfo 932 Application Information Running netsvcs “;AarSve_243f03e Agent Activation Runtime_243f03e Stopped AarSvcGroup
“pAppMgmt Application Management Stopped netsves “AdobeARMservice 5800 Adobe Acrobat Update Service Running
“«; AppReadiness App Readiness Stopped AppReadiness L ” .
¢, AppVCiient Microsaft App-V Client Stopped O “.ADPSvc ADPSvc Stopped LocalServiceA...
& AppXSve AppX Deployment Service (AppXSVC) Stopped wsappx o “LALG Application Layer Gateway Service Stopped
“a5AudioEndpointBuilder 888 Windows Audio Endpoint Builder Running LocalSystemNe... ;',-App\DSVC App\ication \dentity Stopped LocalServiceN...
“apAudiosry 1488 Windows Audio Running LocalServiceNe... =y inf I . f . .
“ap AxinstSY ActiveX Installer (AxinstSV) Stopped AxInstSVGroup 803 v,-Appm o 11872 App ication Information Runmng netsvcs
4, BDESVC BitLocker Drive Encryption Service Stopped netsves “LAppMgmt Application Management Stopped netsvcs
% BFE 844 Base Filtering Engine Running LocalServiceNo... — % AppReadiness App Readiness Stopped AppReadiness
S BITS Background Intelligent Transfer Service Stopped netsves — ’ . . .
“a5 Brokerinfrastructure 640 Background Tasks Infrastructure Service Running DcomLaunch e AppVCIlent Microsoft Appr Client StOPPEd
£ Browser 932 Computer Browser Running netsves v | & “4 AppXSvc 8388  AppX Deployment Service (AppXSVC) Running wsappx

. ApxSve Windows Virtual Audio Device Proxy Service Stopped LocalService

Fewer details =, . . . .
= AssignedAccessManager... AssignedAccessManager Service Stopped AssignedAcce...
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<= Task Manager: Performance

 CPU: Monitors current and past resource use

« CPU usage by core
Multi-core Processors

Windows 10

1 Task Manager

File Options View

Processes Performance App history Startup Users Details Services

CPU
3% 281 GHz

Memory
0.6/1.0 GB (60%)

Disk 0 (C)
0%

Ethernet
S: 0 R: 0 Kbps

Ethernet

Intel(R) 82574L Gigabit Network Conne...

Throughput 100 Kbps
60 seconds 0
Send Adapter name: Ethernet0
0 KbpS DNS name: localdomain
Connection type:  Ethernet
neceive Pv4 address: 192.168.184.175
0 Kbps ipvsaddress  feB0:d0e8efod 655:69ba%3

Windows 11

Task Manager

= Performance

CPU
6% 1.81 GHz

www.uscyberpatriot.org

CPU

E’S Run new task e

12th Gen Intel(R) Core(TM) i7-1270P

M'--)',w.u\-'»—u
% Utilization 100%
Memory
15.9/31.2 GB (51%)
Disk 0 (C)
Oo SSD (NVMe)
= 0%
= Ethernet
Ethernet 2 Ia
[\ /A
2 S: 0 R: 0 Kbps D B N — P VAN S
Ethernet 60 seconds 0
VMware Network Ad Utilization ~ Speed Base speed: 2.20 GHz
S: 0 R: 0 Kbps .
6% '] 81 GHZ Sockets: 1
Cores: 12
Ethernet ‘A Processes  Threads Handles
VMware Network A
S0 R: 0 Kbps 377 5715 212356
Up time
GPUO L2 cache: 9.0 MB
Intel(R) UHD Graphic 0222936 L3 cache: 18.0 MB
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Task Manager:

Memory usage

Windows 10

Performance (cont.)

Windows 11

T Task Manager
1 Task Manager - O X
File Options View _ ] @ R .
= Performance © Run new tas ..
Processes Performance App history Startup Users Details Services
&
Memory 10GB 4 cPU
CPU N - | 7w 1o Memory 32.0 GB
2% 2.81 GHz Memory usage 068 AP AL
N Memory usage 31.2GB
——— O Memory
Memory 16.0/31.2 GB (51%) In use
0.6/1.0 GB (60%) ap L i |
Disk 0 (C:)
. 60 seconds 0 (I
Disk 0 (C) on s ZE}D (NVMe)
WMemory compositio 70
0% Memory composition pep— p
= Ethernet Memory composition
Ethernet Ethernet 2
5.0 R: 0 Kbps {:g Mot S: 0 R: 88.0 Kbps
n use (Compressed) Available Slots used: N... I\Eftl\:.lemitt « Ad
ware Networ
598 MB (36 2 MB 409 MB Hardware reserved: 0. S: 0 R 0 Kbps In use (Compressed) Available peed: 4800 MT/s
15.7 GB (1.5 GB) J| 15.2 GB jots used: 1of2
Committed Cached Ethernet Form factor: SODIMM
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== Task Manager: Ethernet

Graph of network usage
Windows 10

Windows 11

Ethernet

E’S Run new task

Dell Giga Ethernet
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1 Task Manager - O X
"
File Options View Task Manager
Processes Performance App history Startup Users Details Services _
= Performance
CPU C F it
35 281 GHz EtherHEt Intel(R) 82574L Gigabit Network Conne.. tnw‘[,w& 7% 1.83 GHz
foee ughpt 100 5
Throughput . 00 Kbps | Memory
Memory / [ 9 ] 158/31.2GB(51%)
06/1.0 GB (60%) H .
br ap Disk 0 (C)
1 | SSD (NVMe)
. | %
Disk 0 (C:) u, I+ 5 o
o | ! A | fA
| 0% | AL Ethernet
A e _ = ——1 . ", 1 = ' Ethernet 2
Eth h e v t , i S:0R: 320Kbps
thernet s
S:0R: 0Kbps Ethernet
/ VMware Network Ad
> S: 0 R: 0 Kbps
60 seconds 0
Ethernet
i Send Adapter name: Ethernet0 VMware Network Ad
: 0 KbpS DNS name: localdomain 5:0 R 0Kbps
' - Connection type:  Fthernet GPU O
recelve Pvd address: Intel(R) UHD Graphic
0 Kb R el 095
PS\UByg address &2

Throughput 5 Mbps
0ps
AR AN S A
60 seconds 0
! Send Adapter name: Ethernet 2
0 Kb ps Connection type:  Ethernet
' IPv4 address:
Receive IPv6 address:
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== Task Manager: Performance Tab

» Performance problems can arise from a broken router, switch, or cable, or from the computer

itself

» To see resource utilization details: Click Open Resource Monitor
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172 Task Manager

File Options  View

Processes

CPU
14% 3.40 GHz

Memory
————{ 352/1024 MB (34%)

Disk 0 (C)
0%

Ethernet
S0 R: OKbps

CPU

% Utilization

App history  Startup  Users  Details  Services

Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz

100%

60 seconds

Utilization  Speed

14% 340
Processes  Threads
49 723
Up time
0:03:07:54

Fewer details 'ZE Open Resource Monitor

Maximum speed:

GHz Sockets:
Virtual progefsors:
Handles Virty nachine: Yes

2609

ES::‘ Resource Monitor - [m} X
File Moniter Help
Overview CPU Memory Disk
Processes with Network Activity A L Views |
|:| Image PID Send [B/sed) Receive (Bfseq) Tot\al (Biseq)
[J ccsclient.exe 1868 35 28 63
|:| svchost.exe [MetworkService] 1148 10 5 15
[ system 4 5 0 5
|:| svchost.exe [LocalServiceMet... 896 3 ] 3
|:| svchost.exe [netsves) 856 1 1] 1
60 Seconds 0
TCP Connections 10
H
i
| Network Activity B 0Kbps Network 1/0 B 0% Network Utilization v |
| TCP Connections v |
| Lisiening Port ¥ | EthernetD 100% -

Source: http://www.bleepingcomputer.com/tutorials/how-to-use-the-windows-task-manager/#networking
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<= Task Manager: Users

* List of logged-in users
— Disconnect
— Logoff

Windows 10 Windows 11

i Task Manager - O X . = a
™ Task Manager Q  Type a name, publisher, or PID...
File Options View
Processes Performance App history Startup Users Details Services _ o
= Users E’a Run new task &% Manage user accounts
A 3% 57% 0% 0% .
User Status cPU Memory Disk Network & 8% 52% 1% 0%
§ User Status CPU Memory Disk Network
& cyberpat--r ™ 0% 83.8 MB 0 MB/s 0 Mbps
Expand Alex (131) 59% 37721 MB 2.0 MB/s 0 Mbps
Disconnect
D cp.admin (68) 0.1%  4982MB 0.1 MB/s 0 Mbps
Manage user accounts
{'{fa

www.uscyberpatriot.org —{.\-}\im


http://www.uscyberpatriot.org/

Services — Not In Task Manager

» Search - Services.msc
* Programs that run invisibly and automaticall

background

* Running vs. Stopped Services

o Startup Type:
— Automatic

— Manual
— Disabled
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Services - X
File Action View Help
e FEG HE| v o0 »
£ Services (Loca | Name - Description Status l Startup Type ' Log On As
“L:Windows Audio Endpoint Bu.. Manages audio devices for th..  Running Automatic Local Sys...
L:Windows Backup Provides Windows Backup and... Running Manual Local Sys...
LLWindows Biometric Service The Windows biometric servi Automatic (Trigger Start) Local Sys...
“L:Windows Camera Frame Serv... Enables multiple clients to acc... Manual (Trigger Start) Local Ser...
LLWindows Connect Now - Co... WCNCSVC hosts the Windows ... Manual Local Ser...
LEWindows Connection Manag... Makes automatic connect/disc.. Running Automatic (Trigger Start) Local Ser...
L:Windows Defender Advance.. Windows Defender Advanced ... Manual Local Sys...
“L:Windows Defender Network ... Helps guard against intrusion ... Running Manual Local Ser...
“L:Windows Defender Service Helps protect users from mal..  Running Automatic Local Sys...
&t Windows Driver Foundation ... Creates and manages user-mo... Running Manual (Trigger Start) Local Sys...
“LEWindows Encryption Provide.. Windows Encryption Provider ... Manual (Trigger Start) Laocal Ser...
“&:Windows Error Reporting Ser.. Allows errors to be reported w... Manual (Trigger Start) Local Sys...
“LLWindows Event Collector This service manages persisten... Manual Network ...
&:Windows Event Log This service manages events a... Automati Local Ser...
dows Firewall Windows Firewall helps protec. . Automatic Local Ser...
indows Font Cache Service  Optimizes performance of ap.. Running Automatic Laocal Ser...
“L:Windows Image Acquisition .. Provides image acquisition ser... Manual Local Ser... ™
(. i o T - o - - | >
< > |\ Extended , Standard
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ervices — Not In Task Manager

* Two reasons to disable services:
— Unnecessary for your organization

— Insecure

* The most insecure services are those that allow remote connections

 Example: Remote Desktop Protocol
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Search — Services.msc

File Action View Help
e mBe=z|Hml » 1

% Services (Loca

~
v

Name

&L Power

& Print Spooler
&k Printer Extensiol
&:Problem Repor]
&:Program Comp
& Quality Windo
&:Radio Manager|
&L Remote Access
&:Remote Access
&:Remote Desktol
%% Remote Deskto
&:Remote Desktol
& Remote Proced
& Remote Proced
“:Remote Regist
& Retail Demo Sg
“%:Routing and Re

<

Extended /\\Staﬂd

Remote Desktop Services Properties (Local Computer)

General LogOn Recovery Dependencies

Service name: [TermService

Display name: Remote Desktop Services

Description: Allows users to connect interactively to a remote ~

computer. Remote Desktop and Remote Desktop

Path to executable:
C:A\Windows\System32\svchost exe -k NetworkService

Startup type Manual »

Service status: Running

Start | Pause Resume

“You can specify the start parameters that apply when you start the service from
here

Startup Type
Automatic
Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Disabled

Cancel Apply

S——
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