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<= Learning Objectives

« Understand Basic Security Policies and

Tools including:

— Control Panel and Windows Settings
— Administrative Tools

— Security and Maintenance

— Windows Defender Security Center
— Windows Defender Firewall

— Windows Update

* Account Management Best Practices
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Basic Security Policies and Tools

‘Section 1 ‘
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=== Note on Windows Security Tools

* Windows has several versions (Professional, Home, etc.)

« Each version has sets of security tools with different looks,
capabilities, and ways to access them.

 This training unit has several options for accessing almost all the
security tools to perform specific tasks.

* |In any case, the search capability in the Windows versions will
assist users and administrators in finding the appropriate tool for a
task.
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<= Security and Administration Tools

* Windows has several components with
groups of security and administration tools.

* You must be an administrator to use most |- Yo a-
ofthe tools

Some of the components are:

» Windows Settings Control Panel

Win 10 Win 11 &) Consolel - [Consale Roof\Local Users and Groups (Local)]

» Control Panel
Mame

uuuuuuuuuuuu

 Microsoft Management Console
(MMC) (for advanced settings)

MMC
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== Windows Search Bar

* Windows has a search bar that can bring up anything you
need on your system

* You can use the search bar to find any of these upcoming
areas if you don’t know the direct path

= @ Apps Documents Web Settings People olders

Best match

Search the web

Q control panel - See more search
results

Q_ control panel open
Q_ control panel windows 11

Apps

g ~
B Z
=

NVIDIA Control Panel

O Settings

<]

Settings

<]

# Device Manager

B

<]

B System

Windows 10 Windows 11
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<= Windows Settings

« Where many of the basic system changes and configurations can be set within a
Windows operating system is a little different depending on the version of the

operating system.
Click Start >
Settings icon

A
AE Access 2016

J~ | Acrobat Reader DC

Adobe Photoshop Express

Alarms & Clock

B | AMD settings

-
& | Apple Software Update

C
E Calculator

Calendar
u Camera

i@ Canon Office Printer Utility
l Cisco Packet Tracer

b Code Writer

|'_-'$j Connect

Y oo
L Type here to search

i G B

[ ]
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OR Right Click
Start > Settings

Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell
Windows PowerShell (Admin)
Task Manager

Settings

File Explorer

O Type here to search
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=== Control Panel and Search

» Control Panel resides in Windows and is more robust than Settings. If you do not
see it on your Start menu, you may search for it. Search may be used to find most
configuration and security tools within Windows.

Right Click Start 2>
Control Panel

FOWel UpTIo)

OR Click “Type here to search” - Type Control
. Panel - Click Control Panel

Event Viewer Best match
[E All Control Panel ltems
Control Panel
GRET 4 [EZ » ControlPanel > All Control Panel ltems >
Desktop app
Device Manager
Recent Adjust your computer's settings W COTTrOr e =
Network Connections
] System /N [ s Control Panel > v O
Disk Management g Mail &5 Administrative Tools [5g AutoPlay E} Backup an
E al n
z Ol Color Management Credential Manager 7 Dateand T Adjust your computer's settings View by: Category ~
Computer Management . ..,.
Apps & Dell Audio & Device Manager s Devices an
Command Pm-mpt DFMEEXpIcrErOptlan &2 File History F\ash Playe] System and Security . User Accounts
2] Settings & Indexing Options |F Infrared & Intel® Rap Review your computer's status % Change account type
Command Prompt (Admin) . B Keyboard B Mail @ Mouse Save backup copies of your files with File -
Search suggestions S : ¥ History aam At
[&= Phone and Medem 3 Power Options & Programs 4 Backup and Restore (Windows 7) Appearance and Personalization
Task Manager p Control Panel - See web results nd Region 3 Remotefpp and Desktop Connections of Security an —
g 3 Network and Internet Clock and Region
@ Speech Recognition & Storage Spaces & Sync Centd] . [
Control Panel z . AL View network status and tasks L Change date, time, or number formats
[ZL Taskbar and Mavigation [ Troubleshooting 82, User Accoy d d d
Hardware and Soun
File Explorer s Windows To Go I Work Folders — R Ease of Access
a View devices and printers Let Windows suggest settings
Add a device

Optimize visual display
Search Adjust commonly used mobility settings

WindOWS 10 Programs
T Un'\nsgtaH a program

Control Panel

Run

Shut down or sign out

Windows 11
Control Panel
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<= Basic Local Security Policies

Controls security settings on user computers within a network

Windows 10

Control Panel—> Administrative Tools = Local

Security Policy

OR Search - Administrative Tools = Local

Security Policy

T Local Security Policy
File Action View Help
> |@ X=H

Windows 11

Control Panel - Windows Tools = Local Security

Policy

OR Search - Windows Tools = Local Security Policy

T Security Settings Mame
4 Account Policies
= Local Policies
| Windows Defender Firewall with Advz
| Metwork List Manager Policies
| Public Key Policies

‘4 Account Policies
4 Local Policies

“| Network List Manager Policies
~| Software Restriction Policies - Public Key Polfm.es o
“| Application Control Policies - Sof‘t\c?'are. Restriction PD|.IC.IES
&, IP Security Policies on Local Compute _Appllcat.lon Co.n.trol Policies

| Advanced Audit Policy Configuration &) IP Security Policies on Local Computer

“| Advanced Audit Policy Configuration

| Windows Defender Firewall with Advanc...

Description

Password and account lockout pelicies

Auditing, user rights and security options polici...

Windows Defender Firewall with Advanced Sec...
MNetwork name, icon and location group policies.

Application Control Policies
Internet Protocol Security (IPsec) Administratio...
Advanced Audit Policy Configuration
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T Local Security Policy

File | Action View Help

TICEEN L

. _::3 Security Settings . Name

a Account Policies
g Local Policies
Windows Defender Firewall with Advai
Metwark List Manager Policies
Public Key Policies
| Software Restriction Policies
] Application Control Policies o "
] !, IP Security Policies on Local Computer || Application Cantrol Policies
Advanced Audit Policy Configuration 8 1P security Policies on Local Computer
Advanced Audit Policy Configuration

g Account Policies
 Local Policies

| Windows Defender Firewall with Advance..

| Network List Manager Policies
| Public Key Policies
Software Restriction Policies

Deseription

Password and account lockout policies

Auditing, user rights and security options policies
Windows Defender Firewall with Advanced Secu..
Network name, icon and location group policies.

Application Control Polides
Internet Protacol Security (IPsec) Administration. ..
Advanced Audit Policy Configuration
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== Password Policies

* Modify policies to require users create strong passwords
Windows 10: Click Account Policies > Password Policies

«  Windows 11: In Windows Tools: Click Local Security Policy - Account Policies - Password Policies

Policies Recommended Settings

Password history: the number of old passwords the computer remembers and does 5 passwords remembered
not allow a user to reuse

Maximum password age: how long a user can keep the same password 90 days for users, 30 for admins
Minimum password age: how long a user must keep a password before changing it 1-3 days

Minimum password length: how many characters passwords must be 10 characters
Complexity requirements: whether users must use at least three of the following in Enable

their passwords: upper case letters, lower case letters, numbers, symbols

Reversible encryption: whether the password file on the computer can be decrypted Disable
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== Account Lockout Policies

« Even if you have the strongest password possible, if you give hackers unlimited attempts to break it,
they eventually will

« Account policies govern unsuccessful attempts to log into an account

Windows 10: Click Account Policies - Account Lockout Policies ﬂ

Windows 11: Click Local Security - Policy Account Policies - % % % % _
Account Lockout Policies

Password Protection

Policies Recommended Settings

Account lockout duration: the number of minutes a locked-out account remains 30 minutes
locked before automatically becoming unlocked

Account lockout threshold: the number of failed logon attempts that causes a user 3-10 invalid login attempts
account to be locked out

Reset account lockout counter after: the number of minutes that must elapse 30 minutes
before the failed logon attempt threshold counter is reset to 0

www.uscyberpatriot.org —{.\-}\im
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<= Windows Defender Security Center

Window Defender is an important defensive tool in Windows

* Notifies you if Windows identifies problems with or updates for:
— Windows Updates

— Internet security settings

— Network firewall

— Spyware and related protection
— User Account Control

— Virus protections

— Windows Backups

www.uscyberpatriot.org
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<= Windows Defender Security Center

To open Windows Defender:

Windows 10:

Click Start - Settings - Update and Security -
Windows Security

OR Click Start > Control Panel > System and Security

— Security and Maintenance - Security

P Security and Maintenance

Control Panel Home

Change Security and
Maintenance settings

®) Change User Account Control
settings

G Change Windows Smart5creen
settings

View archived messages

“— v P » Control Panel » System and Security » Security and Maintenance

Review recent messages and resolve problems

Ne issues have been detected by Security and Maintenance,

Security

Metwork firewall On
@ Windows Firewall is actively protecting your PC.

Virus protection On

E Windows Defender is helping to protect your PC.

Internet security settings oK

All Internet security settings are set to their recommended levels,

User Account Control On
UAC will notify you when apps try to make changes to the computer,
E; Change settings

Windows SmartScreen On

Windows SmartScreen is helping to protect your PC from unrecognized apps and files downloaded from
the Internet,

E; Change settings

How do | know what security settings are right for my computer?

Windows 11:

Search - Type Control Panel - System and Security
— Security and Maintenance
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Security and Maintenance

v /N ¥ « Systemand Security > Security and Maintenance v G Searc

Control Panel Home

Change Security and
Maintenance settings

Change User Account Control
settings

View archived messages

Review recent messages and resolve problems

No issues have been detected by Security and Maintenance.

Security

Network firewall

View in Windows Security

Virus protection

View in Windows Security

Internet security settings oK

All Internet security settings are set to their recommended levels.

User Account Control On

h Control Pan

UAC will notify you when apps try to make changes to the computer.

‘y Change settings

How do | know what security settings are right for my computer?
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== Windows Defender and Anti-Malware

* Anti-malware programs should be updated regularly

* Windows Defender is an anti-malware component of
Microsoft Windows. Download a supplementary anti-virus
program
— Windows offers a free program called Windows Security Essentials

— If you choose a different anti-malware program, disable Windows
Defender first to avoid compatibility issues
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== Windows Defender and Anti-Malware

Windows 10: Windows 11:

* Click Start > Settings - Update and « Click Start > Settings - Privacy &
Security 2> Windows Security Security 2> Windows Security

° % Click Start > Control Panel - SyStem o % Click Search = Type Control Panel >
and Security - Security and Maintenance System and Security = Security and
-~ Security Maintenance - Security

o

2 @ D

&

Windouws Security

Firewall & network protection

App & browser control

Device security

Device performance & health

Family options

Settings

O Virus & threat protection

Protection for your device against threats.

0 threats found.
Scan lasted 48 seconds
37985 files scanned.

‘Quick scan

Scan options

Threat history

“n Virus & threat protection settings

Cloud-delivered protection is off. Your device may be vulnerable.

Turn on

Manage settings

<5 Virus & threat protection updates
Protection definitions are up to date.
Last update: 8/3/2021 7:36 PM

Check for updates

Windows Security

Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health
Family options

Protection history

G

Virus & threat protection
No action needed.

&

App & browser control
No action needed.

@ fome = Security at a glance
I O Virus & threat protection ® Current threats | @ Home See what's happening with the security and health of your device
reat and take any actions needed.
R Account protection No current threats. X . g
Last scan: 8/3/2021 4:13 PM (quick scan) O Virus & threat protection

©)
()

Account protection
No action needed.

()

Device security
View status and manage

hardware security features.

(13

Firewall & network
protection
No action needed.

[P
Vv

Device performance &
health

No action needed.
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== Firewalls

* Reject or allow data packets through to users based on custom settings

« Essential to security and should always be turned ‘on’ and use
“Recommended Settings” at a minimum

-

www.uscyberpatriot.org
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Firewalls

Windows 10:
« Search Control Panel 2> Windows (Defender) Firewall

* OR Search - Firewall

Windows Defender Security Center Windows Defender Firewall

& Windows Defender Security Center P Windows Defender Firewall
= €« 1 P » Control Panel » All Control Panel items > Windows Defendes Firewall
() FEi i
“P Firewall & network protection
Control Panel Home Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
s through the Intemet or a network.
@ Home View network connections, specify Windows Defender Firewall settings, ROy RC e DY 8 et
E- and troubleshoot network and Internet problems. ‘h““w ah",ifp;"f:“; 3 P =
O Virus & threat protection ‘Frr:ufl\ Windows Defender . s are managed by sy
irew:

Ch tification setti
@ Change notficaton setfings Update your Firewall settings

B Domain network (active) N t B th f' II & Tum Windows Defender
- FebaaiioR or i Windows Defender Firewal is not using the
I O e . O I rewa recommended settings to protect your computer, e L

Firewall ff
Firewall is off. & Restore defauits

5 App & browser contral Setti n g S a re for & Advanced settings

R Account protection

&) Firewall & network protection

What are the recommended settings?

Troubleshoot my netwerk
Device security 8 Private network . . g Domain networks Connected
% Device performance & health Firewall is on. the Sal | Ie fl rewa I I S . Networks at a workplace that are attached to 2 domain
B Windows Defender Firewall state: off
#  Family options
: Incoming connections: Black all connections to apps that are not an the list
3 Public network of allowed apps
Firewall is on. fdmedomein e Ba sfaorg
Notification state: Notify me when Windows Defendler Firewall blocks 2
new app
Allow an app through firewall - l @ Frivate networks Notootinacied
Network and Internet troubleshooter Security and Maintenance =
MNetwork and Sharing Center 0 Guest or public networks Not connected

Firewall notification settings
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== Firewalls

Windows 11:

» Click Start > Settings - Privacy & Security > Windows Security > Open Windows Security

- Firewall & network protection

« OR Search - Control Panel > System and Security > Windows (Defender) Firewall

* OR Search - Firewall

Windows Defender Security Center

& Windows Defender Security Center

(P Firewall & network protection

View network connections, specify Windows Defender Firewall settings,
and troubleshoot network and Internet problems.

@ Home

Q

Virus & threat protection

»

Account protection

Bl Domain network (active)

Firewall & network protection I Gronai

App & browser control

Device security 8 Private network

4 o O

Device performance & health Firewall is on.

&k Family options
3 Public network

Firewall is on.

Allow an app through firewall

Network and Internet troubleshooter

Firewall notification settings

www.uscyberpatriot.org

Note: Both firewall
settings are for
the same firewalls.

Windows Defender Firewall

h“._.: Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

- Change notification settings

-r Turn Windows Defender
Firewall on or off

-y Restore defaults
-r Advanced settings

Troubleshoot my network

/N g > Control Panel > System and Security > Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

through the Internet or a network.

l v Private networks

l o Guest or public networks

Not connected v

Connected ™

Networks in public places such as airports or coffee shops

‘Windows Defender Firewall state:

Incoming connections:

Active public networks:

Notification state:

On

Block all connections to apps that are not on the list
of allowed apps

= AFA (new) 6

Notify me when Windows Defender Firewall blocks a
new app
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"= Enabling Windows Firewall Exceptions

« Allows trusted programs to connect without being blocked by adding them to your Windows Firewall

Exceptions list

— For each network type, you can customize whether you want the programs allowed through

Windows 10:

« Click Start > Windows Settings - Update and Security -
Windows Security - Firewall & network protection

*  OR Control Panel > System and Security > Windows
(Defender) Firewall

Windows Defender Security Center

< Windows Defender Security Center

) Firewall & network protection
@ Home

and troubleshoot network and Internet problems.

Q

Virus & threat protection

2%}

Account protection . .
Domain network (active)

) Firewall & network protection Firewall is off

App & browser control

Device security %8 Private network

: Firewall is on.
Device performance & health

Q& b 0O

Family options
@ Public network

Firewall is on.

Allow an app through firewall

Network and Internet troubleshooter

Firewall notification settings
B Settings
Advanced settings

Windows 11:

+ Click Start — Windows Settings — Privacy and Security —
Windows Security — Open Windows Security — Firewall &
network protection

* OR Control Panel - System and Security > Windows
(Defender) Firewall

Windows Defender Firewall

View network connections, specify Windows Defender Firewall settings,

¥ Windows Firewall — O x
« « 4 @ » Control Panel » System and Security > Windows Firewall v|®  SearchControlPanel o
Help protect your PC with Windows Firewall

Windews Firewall can help prevent hackers or malicious software from gaining access te your PC through the
Internet or a network.

rough Windows Fir
& Change notification settings l v Private networks Not connected

) Tum Windows Firewall on or
off . o Guest or public networks Connected
) Restore defaults

) Advanced settings

Troubleshoot my network Windows Firewall state: On

Networks in public places such as airports or coffee shops

Incamin g connec tions: Block all connections to apps that are not on the list

Notification state: Notify me when Windows Firewall blocks 2 new app

Seealso
Security and Maintenance
Network and Sharing Center

www.uscyberpatriot.org
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"= Enabling Windows Firewall Exceptions

For each network type, you can customize whether you want the programs

allowed through

« It's much safer to allow only certain programs through your firewall than to open an entire port to traffic

— Ports are numbers that identifies one side of a connection between two computers

www.uscyberpatriot.org

“—

v A @ > Control Panel » System and Security » Windows Firewall » Allowed apps

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name

[ 3D Builder

M Allloyn Router

M App connec tor

[ BranchCache - Content Retrieval (Uses HTTP)
[OBranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server {(Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

Candy Crush Soda Saga

[ Cast to Device functionality

b Contact Support

[ Core Netwarking

[ Delivery Optimization

Allow

OK

NENEIO0O00RERE §
m

o
c

=3
=

| EREARO0O00”0®

another app...

S
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== Common Exceptions

Core Networking
— Regular Microsoft Windows services that retrieve data from the Internet

— If you don’t enable this exception across all three types of networks, some Microsoft services and programs will
not run properly

* File and Printer Sharing
— Allows you to share the contents of selected folders and locally attached printers with other computers

e Remote Assistance

— Allows a user to temporarily remotely control another Windows computer over a network or the Internet to
resolve issues

« Remote Desktop
— Allows users to access their user accounts and files remotely

 UPNnP Framework (Universal Plug-and-Play)

— Allows devices to connect to and automatically establish working configurations with other devices on the same
network

www.uscyberpatriot.org _{‘\'}\TAFA
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Adding Windows Firewall Exceptions

 If the program you want to allow through your firewall does not already

appear on your exceptions list, click the “Allow another program” and select
the program from the menu

— You might have to click “Browse” and find the program yourself if it's not listed

Windows Defender Firewall Windows Firewall

@ Allowed apps

&
“) A A
A @ » ControlPanel > All Control Panel ltems » Windows Defender Firewall > Allowed apps ML ~ 4 @ » Control Panel » System and Security » Windows Firewall » Allowed apps v & | Search Control Panel 0
Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings. Allow apps to communicate through Windows Firewall

] . o To add, change, or remeve allowed apps and ports, lick Change settings.
What are the risks of allowing an app to communicate? GChaﬂge settings R P Add an app X
What are the risks of allowing an app to communicate? ]

Select the app you want to add, o cick Browse o find one thatis not

0 For your security, some settings are managed by your system administrator. Allowed apps and features: lsted, and then cick OK.

Name Private  Public *

Apps:
Allowed apps and features:

Name Domain Private Public  Group Policy

[ BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WD)

Candy Crush Soda Saga

ast to Device functionality

NREROO0O0FKRE &

Delivery Optimization Path: [Coronse.)
ai What are the f unblocking an app?

You can choose which network types to add tis app to.

MicrosoftOff
soft.MSPaint 1.1

Alow anather ap

. / ek e

oK Cancel

oooo®

=]
o
]

W
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<= Windows Update

* Prevent or fix known problems in Windows software or improve user experience
« Should be installed regularly

— To avoid missing updates, allow Windows Update to check for them daily and install them automatically

Windows 10:

- Windows Settings ] > Updates and Security - Windows Security - Windows Update
OR Search > Windows Update

€ Settings

it Home

| Find a setting

Update & Security
I 2 Windows Update

¥ Windows Security

AR
r

=2l

Backup

Troubleshoot

© %

Recovery

Activation

=SS

Find my device
it For developers

& Windows Insider Program

Windows Update

You're up to date
Last checked: Today, 9:30 AM

Check for updates

Change active hours
View update history

Advanced options

Windows Settings

www.uscyberpatriot.org

==

B Home

Update & security
I 3 Windows Update
W Windows Defender
T Backup
0 Recovery
Activation

it For develapers

F3  Windows Insider Program

Update

Update status

Updates are available.

« Definition Update for Windows Defender Antivirus -
KB2267602 (Definition 1.275.627.0).

+ Windows Malicious Software Removal Tool - August 2018
(KBB90830).

+ 2018-05 Cumulative Update for Windows 10 Version 1607
for x86-based Systems (KB4103723).

« 2018-05 Security Update for Adobe Flash Player for
Windows 10 Version 1607 for x86-based Systems
(KB4103729).

« IMA N4 Hndats far Windaws 10 Usrcinn 1807 far vAA_hasarl
Updates are ready to download

Download

Search Windows

Update history

Update settings

Available updates will be downloaded and installed
automatically, except over metered connections (where charges
may apply).

23
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<= Windows Update

Windows 11:
« Windows Settings > Windows Update

Windows Update

Y Home

m Updates available to install
& | Last checked: Today, 10:39 AM Install all

System

Bluetooth & devices Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.435.284.0) - Current Channel (Broad) Install

Personalization More options

il
@ Network & internet
uf

Apps < Get the latest updates as soon as they're available

Be among the first to get the latest non-security updates, fixes, and improvements as they roll out. Learn more off .
:. Accounts
P Time & language 00 Pause updates —
& Gaming
W Accessibility D Update history ,

W/ Privacy & security
Advanced options
Delivery optimization, optional updates, active hours, other update settings

| @ Windows Update
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Account Management

Section 2 ‘
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<= Account Groups

www.uscyberpatriot.org

System Accounts

Admin Accounts User Accounts
 The most advanced accounts * Allow people to share a computer and network

» Typically held by IT Staff only

« Admins can change security settings

) accounts
for other users, install resources, and

access and modify all files on a
network

resources, but still have their own files and settings
» Have fewer rights and permissions than Admin

Domain Accounts
* Allow users to access their accounts
from any computer in the network

» Username and password reside on a
domain controller (a type of server that
manages all of the accounts on a
network)

Local Accounts
* Allow access to a specific
computer only

* Username and password
are stored on the computer
itself
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== Microsoft Management Console (MMC)

 The Windows component that allows

administrators to make group and detailed B v Vou o Winion i T e
security settings is the Microsoft Management bl o —
Console or MMC. MMC can be found using | % e srenotems toshow nthisview, | ConsoleRaot -
Search. It cannot be accessed through | sotremocsmpin. T |
Windows Settings or Control Panel. . T e

« MMC allows settings to be made to user and
group permissions.

=

«  Snap-ins are the tools the MMC accesses to B =
making settings. Snap-ins must be opened in
MMC. They do not automatically appear when
MMC |S executed_ Enables you to add snap-ins to o remove them from the snap-in console, !

« To access MMC: Search - “mmc” - Click “yes" to allow changes to computer
 To access Snap-ins in MMC: Click File > Add/Remove Snap-ins

*The following slides will show you how to control user access through Control Panel and through the Local Users and
Groups Console. Other methods exist and you can choose which to use based on personal preference.
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<= Local Users and Groups Console

« Windows categorizes accounts as user or
administrator accounts so that it can
automatically apply the relevant
permissions and rights

» Define a user’s level of access by

categorizing his or her account as a user or
administrator

» To set up the Local Users and Groups
Console:

Start Menu - Search “mmc”—> Click “yes” to
allow changes to computer - Click File -
Add/Remove Snap-ins - Select “Local Users
and Groups —> Select “Add” - Select “Finish”
— Click “OK”

www.uscyberpatriot.org

Available snap-ns:

Snap-n Vendar

2| NAP Client Configur... Microsoft Cor...
'Z%‘E‘:lﬁ' Performance Monitor ~ Microsoft Cor...
&1 Print Management Microsoft Cor...

\=[ Resultant Set of Policy  Microsoft Cor...

Ex‘_;, Security Configurati,.. Microsoft Cor...

51‘_:3, Security Templates Microsoft Cor...

i SErVices Microsoft Cor...
[] Shared Folders Microsoft Cor... |
{ E—' Task Scheduler Microsoft Cor... |~
" TPM Management Microsoft Cor...
9Windows Firewall wi... Microsoft Cor...
ﬂf\ﬁ WMI Control Microsoft Cor...  _

Description:

Selected snap-ins:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

| Console Root

Edit Extensions...
Remave

Advanced...

The ActiveX Control snap-in enables you to add an MMC node with a results view containing an ActiveX control.

l OK l l Cancel
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~— Best Practice: Secure the Built-in Administrator Account

 Add a password

* Obfuscate (hide) the account by changing the name
— Attackers will target known Admin accounts because successfully infiltrating those

accounts will give them advanced permissions and access to the network

« Restrict use of the account
— Use the Properties menu to remove unnecessary accounts from the Administrators group

E Consolel - [Console Root\Local Users and Groups (Local)\Users]
& File Action View Favorites Window Help
e nm XE = HIE

*| Console Root
v | ocal Users and Groups (Local|| g =
¥ Rt inistrator

| Groups

S

www.uscyberpatriot.org
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== Best Practice: Restrict Administrator Group Membership

Windows 10:

« Windows Settings - Accounts - Other
people - Click User Name

 OR Control Panel - User Accounts -
Manage another account - Click User Name

Account Type

v P #2 « Change an Account » Change Account Type v ) | Search Control Pane

Choose a new account type for patrick

patrick
{O\ Local Account
Administrator

(@ Standard

Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.,

() Administrator

Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC,

Why is a standard account recommended?

Change Account Type Cancel

Windows 11:

« Control Panel - User Accounts - User

accounts - Manage another account - Click
User Name

53_3 > Control Panel » User Accounts » User Accounts > Manage Accounts » Change an Account » Change Account Type

Choose a new account type for AzureAD\Alex

AzureAD\Alex
AzureAD\Alex
Password protected

© Standard

Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.

\

() Administrator

Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC. y

Why is a standard account recommended?

Change Account Type Cancel
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~— Best Practice: Disable the Built-in Guest Account

« Disable this account so people cannot anonymously access a computer

 While someone on a Guest account will not have direct access to other users’ information, he
or she can still significantly disrupt the resources of the local computer

« Click on Users - Right-click on Guest - Select Properties 2> Check “Account is
disabled” - Click Apply - Click OK

Console option:

Belnp

Administrator Properties 7 *
1 @ Consolel - [Console Root\Local Users and Groups (Lecal)\Users] - O X 2
— . General i
& Fle Action View Favorites Window Help nr Member Of  Profils
e | HFXEE BE
- - Administrator
| Console Root Name Full Name Description Actions &
~ & Local Users and Groups (Local - . :
> 0 | Administrator Built-in account for administerin g... Users
SErs
: Group DEFEUItA ((((( = More Actions b
& Gue u Full name: | |
el Hon Set Password... Buit for homegroup Guest e
More Actions M Description: Builtin accourt for administering the ‘

All Tasks

computer/domain

EEEEE

Opens the properties dialog box for the current selection.

Cancel Apply Help

www.uscyberpatriot.org
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S Best Practice: Restrict Administrator Group Membership

Administrator accounts allow people to efficiently make changes across a network or
computer and to monitor and control the use of shared resources
— Because of those advanced permissions, administrator accounts need to be especially well-
protected and limited to only a few individuals
Remove unnecessary users from the Administrators Group

Click on Groups - Administrators - “Unnecessary User” > Remove - OK
Console option: Guest Propertes . x

General Member Of Profile

computer/domain

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

OK Cancel App Help
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— Best Practice: Set Passwords for all Accounts

 Make sure all accounts are password protected®
» Users - Right click name - Set password

Console option:

E File Action View Favorites Window Help
e | 2@ XE = HE

_| Console Root Name Full Mame Description
4 !;- Local Users and Groups (Local) &AIE}( Alex

| Users 9 Alexi Alexi

G
- mretps BiBecki Becki I Set Password... l
A CyberPatriot  CyberPatriot
. All Tasks r

#, Dobby Dobby Built-in account for
- Delete

Mew passwoard: | for Rename

Confirm password: Properties

/1, Fyou click OK, the following will occur: Help

This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal securty certificates.

If you click Cancel, the password will not be changed and no data loss wil
oCoUr.

oKk || Cancel
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— Best Practice: Set Passwords for all Accounts

«  Windows Settings will not allow the changing of passwords for all accounts.
« Use Control Panel - User Accounts - User Accounts - Manage another account - Click

User Name

www.uscyberpatriot.org

82, User Accounts

& = « 4 HY > ControlPanel > UserAccounts > User Accounts

Control Panel Home

Manage your credentials
Create a password reset disk

Manage your file encryption
certificates

E;' Configure advanced user

profile properties

Change my envircnment
variables

Make changes to your user account
Make changes to my account in PC settings

¥ Change your account name

¥ Change your account type

L= Manage ancther account

) Change User Account Control settings

W
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= Removing Users

« Only current, authorized employees should have access to an organization’s network
 Make sure your user directory is up-to-date and remove unnecessary accounts
» Click Users - Right-click any unnecessary accounts - Select Delete - Select Yes

1 . filoamdtionmicrpnlavori e indrumblcln 2 R Each user account has a unigue identifier in addition to their user name.
da | H | XE=H l . Deleting a user account deletes this identifier and it cannot be restored,
= even if you create a new account with an identical user name. This can
1 Console Root Name Full Name Description prevent the user from accessing resources they currently have
a §- L?cal Users and Groups (Local) &A\Ex Alex permission to access
Sers
- R plexi Alexi
| Groups A Becki Becki Are you sure you want to delete the user Isa?
&iCyberPatriot  CyberPatriot
#/Dobby Dobby Built-in account for administering... (
AiEric Eric
2 Guest Built-in account for guest accesst... | Vs ’ No
Al Hodecki Hodecki
AiHodor Hedor
& Iso Iso
& joseph Joseph
&l cith Keith
AiNadia Madia
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<= Removing Users

* Windows Settings - Accounts - Other people - Click User Name - Click Remove
e OR Control Panel > User Accounts > Remove user accounts - Click User Name — Click Delete the

account
Windows Settings and Control Panel Options
Note: When removing a user
52 User Accounts account the option of deleting the
& 3= SR Coamitad 2 e Agem >0 user’s files will appear. Deleting
Control Panel Home T user files is a policy decision.
System and Security Uid E;Changeacc-:unttype[ ) Remove user accounts ]

Metwork and Internet |§1] Credenti
=l Manage W

3!, Change an Account —

Hardware and Scund
Programs = « 4~ 82 <« UserAccounts » Manage Accounts > Change an Account w 0 Search Cor
e User Accounts

Appearance and

P lizati '
mreneenen _ Make changes to cramon’s account
Clock, Language, and Region

Ease of Access Change the account name

Change the password

Cra
Change the account type R Local Account
Password protected

Delete the account

Manage ancther account
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<= Adding Users

« When adding new accounts, make sure to put the account in the right User Group
and password protect the new user’s account

« Users - Action > New User

1 E File Action View Favorites Window Help 2
- — User name: Hedwig
= E o= HE
| Console Reot Name Full Name Description Full name: Hedwig
a ﬁ- Local Users and Groups (Lecal) &‘Alex Alex

Description:
- gsers & plexi Mlexi / pt
- reups & Becki Becki
& CyberPatriot  CyberPatriot

. sssssssss
#, Dobby Dobby Built-in account for administering... Refresh Password:
. - )
> Eric Eric . Export List.. Confirm password: sssssssss
?+ Guest Built-in account for guest access t...
&/ Hodecki Hodecki View b | User must change password at next logon
& Hodor Heodor T o ;

ser cannot change passwor
& Joseph Joseph Arrange Icons 3 | Iser cannot change passwon
A Keith Keith Line upIcons Password never expires
& Nadia Nadia Account is disabled

Help

Help Create Close
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<= Adding Users

Windows Settings and Control Panel Options
« Windows Settings -2 Accounts - Other people - Click + Add someone else to this
PC
(Note: You may choose to add a user without sign-in information or a Microsoft account.)
 OR Control Panel - User Accounts - User Accounts - Manage another account—>
Click Add a new user in PC settings

2, Manage Accounts

Add a new user in PC settings
iAf*'AFA
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