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<= Learning Objectives

* PIl Protection

— Understand what makes certain information more
sensitive and how to keep it secure

« Cyber ethics

— Understand responsible and respectful use of internet
resources

* Cyberbullying

— Define Cyberbullying and discuss strategies to help
yourself or others in this type of situation

» Real world scenarios

— Analyze and discuss real world example(s) and use
what they’ve learned to determine a course of action
for each scenario
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g Personally Identifiable Information (PlIl)
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Pll is any information specific to

an individual (see examples). =
OI= - sl —=
Pll can be used by hackers to @ — = = =

CREDIT CARD NUMBER MEDICAL RECORDS

steal someone’s identity, bank  socwereioomon B
funds, etc. 5 \\ - /

Hackers also use Pl to
impersonate victims and gain — 2z \
access to a different person or | / \.

an organization’s network. [ =
This type of information should

only be shared with trusted,
verified individuals.
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Presenter Notes
Presentation Notes
Source: https://dataprivacymanager.net/what-is-personally-identifiable-information-pii/ ​
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<= Online Safety: The Basics
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Never share your password.
Only share PIl when absolutely necessary.

Do not download any suspicious or unknown
software.

Always log out when you are done.

Never post anything you do not want public.

— You might think you're being safe and limiting your
posts to only friends, but anything you post can be
easily copied and pasted and sent to someone else.

If you're unsure about anything you do online,
ask your parent or guardian if it is OK.
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<= Safe Browsing

Use a trustworthy web browser.

Check that your connection is secure.

— Do not use public Wi-Fi to access sites with sensitive information.
Check the address for spoofs.

Use a secure website, especially when submitting PII.

— Look for an "s" after “http” in the web address .

— Caution sign is an alert. i) httpy//bankVfamerica.com

— Look for a ‘padlock’ in the browser address bar.
)@ https://login.microsoftonline.com/

Do not directly click on any unknown URL.
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=== Browser Tools

« Use automatic updates

» Use and regularly update built-in safety features
— Pop-up blockers
— Anti-spyware
— Anti-virus
— Anti-phishing
* Do not use “"Save Password” or “Remember Me” functions

< @ ricfox @ chrome

Microsoft Edge
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<= Social Media Tips

Q\B
* Be picky

— Only accept or follow friends you know in real life |
* Do not post your location @

* Be careful with apps
— Games and geo-tracking apps may give away your location or other PlI

« Assume everything you post online is permanent
— Colleges and employers check social media accounts

* Don’t over-share
— Just because a site asks for information doesn’'t mean it's required to set up an
account

« Customize and update your security settings
— Default settings are weak
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& Digital Citizenship & Cyber Ethics

Digital Citizenship is the responsible, ethical, and safe use of technology and the
internet, encompassing the rights and responsibilities of users in the digital world.
Cyber ethics establishes a moral code of conduct for online interactions.

Generally, computers improve our lives, but they can also cause serious harm.
The basic idea of cyber ethics is that you should never do something in
cyberspace that would be considered wrong or illegal to do in everyday life.

Always be responsible and respectful when using technology.

S, | |
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Digital Citizenship has

never been soimportant, |
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Presenter Notes
Presentation Notes
Source: https://mediasmarts.ca/digital-media-literacy/general-information/digital-media-literacy-fundamentals/what-digital-citizenship#:~:text=Teaching%20digital%20citizenship%20in%20the,these%20things%20ethically%20and%20effectively. ​
​
Photo by Unknown Author is licensed under CC BY-NC-ND​​
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== Principles of Cyber Ethics

The principles listed below have been adapted and adopted by CyberPatriot as the ethical
guidelines for the program. Use this code of conduct to help you navigate the choices you make.

Do not use a computer to harm other people.

Do not interfere with other people's computer work.

Do not snoop around in other people's computer files.

Do not use a computer to steal.

Do not copy or use proprietary software for which you have not paid.

Do not use other people's computer resources without authorization or proper compensation.
Do not appropriate other people's intellectual output.

Do think about the social consequences of the program you are writing or the system
you are designing.

Do always use a computer in ways that ensure consideration and respect for your
fellow humans.

COO0O0D0DDOO
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g Netiquette

(Network Etiquette) is the polite or acceptable way of communicating
online. Think manners, but for digital spaces.

Here are some examples:

Vo
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Share with Rcspect people’s Fact check \
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Presenter Notes
Presentation Notes
Image source: https://www.vecteezy.com/vector-art/9725209-netiquette-manners-rectangle-infographic-template-data-visualization-with-5-steps-process-timeline-info-chart-workflow-layout-with-line-icons ​
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& Cyberbullying

 Bullying refers to any unwanted, aggressive
behavior.

« Cyberbullying refers to any bullying that takes
place through use of electronic technology.

 Forms:
— Hurtful comments, texts or emails
— Rumors through virtual platforms
— Fake profiles
— Embarrassing photos or videos

« Studies suggest 46%-55% of teens have
experienced a form cyberbullying.
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Presenter Notes
Presentation Notes
Source: http://www.stopbullying.gov/cyberbullying/
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g Cyberbullying: If it Happens to You

* Make your accounts private.

* Do not respond to any
messages, posts or emails

* Block offenders.

« Document or screenshot and
report the behavior so it can be
addressed.

« Report the content so other
people aren’t hurt by it as well.
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Presenter Notes
Presentation Notes
Source: http://www.stopbullying.gov/cyberbullying/
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<= Reporting Cyberbullying

 To schools:

— Inform your school administration of any cyberbullying as you would
with other types of bullying

— Provide screenshots or records of bullying

* To your parents and law enforcement, especially if it involves any
of the following:
— Threats of violence
— Explicit messages or photos

— Taking a photo or video of someone in a place where he or she would
expect privacy
— Stalking and hate crimes
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Presenter Notes
Presentation Notes

Purpose
This exercise will help students understand how ethical situations might present themselves in the real world. 

Description
Students are presented with a variety of situations and courses of action. Students are then asked to choose the most ethical course of action in each situation. In some situations, there are answers that are clearly more ethical than others, but this is meant to be an activity with ambiguity. 
This activity is designed to have two parts. In the first part, students are split into groups of 3 or 4 and asked to discuss the scenarios and choose a course of action as a group. It is important to keep the groups small so that students can discuss the issues among themselves and everyone gets a chance to talk. In larger groups students may feel overwhelmed and less likely to share their views, especially if they go against the group.
In the second part of the activity, the class should have a brief discussion of each of the scenarios. This can allow for a larger discussion of some of the key issues. This portion can be skipped if time is short.

Estimated Completion Time
10-15 Minutes. Estimated time is for completion of 2-3 scenarios.


To Hack, or Not to Hack?

Scenario A
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S Scenario A: To Hack, or Not to Hack?

Emily posted a picture of your friend Jayden on Instagram.
The picture makes it look as if Jayden is consuming alcohal,
but you know that he wasn’t. Your friend Jayden is very
upset and Emily refuses to take the picture down. Jayden
asks for your help in getting into Emily’s Instagram account
to remove the picture.

What should she do?

#}\T&FA
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g Scenario A: To Hack, or Not to Hack?

1.

You don't want Jayden to get into trouble, so you tell him that you're only going to
help this once. Then you use a tool that you found on the Internet to help Jayden
get into Emily's Instagram account and remove the picture.

You let Jayden know that Instagram allows people to report images that violate
their rules. You help Jayden contact Instagram to have them remove the picture.
You let him know that it may take a few days to get an answer.

You don't want to be a bad friend, so you help Jayden remove the picture. Then,
you change Emily’s password so she can't repost the picture. Later, you borrow
Emily’s phone and delete the picture so that this situation will be over.

You explain to Jayden that it's his fault for being in the picture in the first place and
Emily shouldn’t have to take down the picture. You also explain how things can
stay on the Internet forever and that you don't want to be friends with people who
don’'t make good decisions.
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Presenter Notes
Presentation Notes
Answers and Teaching Points
Incorrect:  Even if it’s just one time and you promise never to do it again, breaking into someone else’s account is unethical.
Correct: As security professionals we aim not only to secure cyber systems, but also to guide others through difficult processes to remediate conflicts.
Incorrect: This response only further compounds an ethical breach by further locking someone out of their account, and then intentionally deleting information from another person. This is possibly a worse solution than response A.
Incorrect: Although this may seem like a valid response (albeit, harsh), ethical practices also encompasses how we treat others. Also, there exists the possibly that Jayden may go to someone else to try to remedy his issue, which may allow the unethical practice to occur. Not only should we not engage in unethical practices, but we should try to mitigate them as well.
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g Scenario A: To Hack, or Not to Hack?

Discussion



Presenter Notes
Presentation Notes
Discussion Guide
This activity is designed to place students in an ethical dilemma that would be similar to something they would encounter in the real world. As students continue to learn cybersecurity methodologies, they will become familiar with the techniques that “hackers” use to break into sites. Knowing this, friends could ask them to use their skill sets to help get them out of a bad situation. 
It is important that students understand that just because you may want to help a friend out, it doesn’t mean that you should engage in unethical behavior. We ask students to judge the actions of a person who is under pressure to protect their interests and are thus placed in an ethical dilemma.​
While Jayden may feel that the picture casts him in a bad light, Emily may not feel the same way. 
She may feel that Jayden is overreacting and see no reason to remove the picture. 
In situations like this, it is easy to feel forced to “choose a side.” 
Ultimately, we don’t have to be the judge, jury, and executioner for all of the disputes between our friends. 
In this case, we can help Jayden take the appropriate steps without having to “choose a side.”
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<= Scenario B: Privileged Information

Jessica has a group project due tomorrow. She and her friends have
been working diligently and are very proud of their final product.
Yesterday, her group gave the final copy to Derek so that he could
print it out and turn it in. Unfortunately, Derek is out sick today and
not answering his phone. The group is at risk of getting a lower
grade if the project is turned in late. Jessica has seen Derek type in
his password multiple times and knows that she can get into his
email account where their project is stored.

What should she do?
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== Scenario B: Privileged Information

1.

She should use the password just this once to retrieve and print the assignment so
that the group doesn't get a bad grade. It would be unfair if the group were punished
because one person was sick. Derek certainly wouldn't want them to get a bad
grade.

She should use the password to print the assignment. When Derek gets back, she
should tell him what happened and help him choose a new password. This way it
won'’t be a big deal because she told him what happened, and she and her friends
won't get a bad grade.

She should tell the teacher the situation and ask the teacher to allow the group to
turn in the project late. In the future, she should always make sure that multiple
people in the group have access to the final project to avoid this type of situation.

She should log into Derek's account to print the assignment. Then she should
iImmediately change the password and let Derek know the new password when he
gets back. She should also show him how to avoid other people learning his
password by watching him type.
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Presenter Notes
Presentation Notes
Answers and Teaching Points
Incorrect: It is difficult to predict the behavior that Derek would have towards this action. Not only is it unethical, but Derek may report the incident as academic dishonesty. This behavior is not only unethical, but can place the group in a worse situation than just a late grade.
Incorrect: This action is similar to the above action, but Jessica informs Derek about what she did. Remember, just because a person may disregard, or “play-off,” an unethical practice doesn’t make it okay.
Correct: The right thing to do isn’t always the easiest thing to do. The outcome here is based on chance and circumstance. You may have a teacher that understands your situation and you may have a teacher that feels it is your responsibility to plan better. Whatever the outcome, we could potentially make it worse by behaving unethically.
Incorrect: This response reminds us that even if the action can be rationalized as meaning well, it is still unethical.
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== Scenario B: Privileged Information

Discussion



Presenter Notes
Presentation Notes
Discussion Guide
This scenario is designed to help students understand that at times acting ethically can seemingly have negative consequences for them. It is a culmination of the concepts outlined in the other scenarios (they have privileged knowledge, good intentions, and are in situation that seems unfair). On top of those ideas, students are asked to choose between self-interest, the greater good, and what might be considered more ethical behavior.When dealing with information or computer security, there may be a time when we are in possession of "privileged information."  
It's important that we have clear ethical standards for these types of situations. 
We must understand that there are times when it's wrong to use that information even if the outcome would be worse for us if we do not.
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Presenter Notes
Presentation Notes
This scenario is designed to place students in an ethical dilemma that might occur during a CyberPatriot National Finals Competition.  It aims to help students understand that acting ethically means doing the right thing, even if that means self-reporting.


== Scenario C: Responsible Actions

Joel is a competitor in the CyberPatriot National Finals Competition.
During the competition you can overhear a member of another team
talking from across another partition. You're not actively trying to hear his
conversation, but he is a little louder than the others, and his voice
projects rather well.

You overhear him suggest checking a port number that you didn’t think
about, and it inspires you to check the same port for vulnerability. The
CyberPatriot Rules Book states that you should receive no outside
assistance which includes direct and indirect advice.

What should he do?
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Presenter Notes
Presentation Notes
Discussion Guide
This activity is designed to place students in an ethical dilemma that would be similar to something they would encounter in the real world. As students continue to learn cybersecurity methodologies, they will become familiar with the techniques that “hackers” use to break into sites. Knowing this, friends could ask them to use their skill sets to help get them out of a bad situation. It is important that students understand that just because you may want to help a friend out, it doesn’t mean that you should engage in unethical behavior.
Self-reporting is a difficult thing to do, and we often fear the consequences of it. However, self-reporting really shows others that you value integrity over self-interest; sometimes the right thing to do is the difficult thing to do.
Self-reporting is a difficult thing to do, and we often fear the consequences of it.
However, self-reporting really shows others that you value integrity over self-interest;  sometimes, the right thing to do is the difficult thing to do.
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== Scenario C: Responsible Actions

1. Is Joel obligated to report what he has overheard? Why or why not?

2. What if Joel tells the participant to quiet down and that he can hear him
talking? Does that excuse Joel from using what he overheard?

www.uscyberpatriot.org
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Presenter Notes
Presentation Notes
Answers and Teaching Points
Yes, Joel should report what he has heard to the officials. It is the officials' responsibility to determine if what you have overheard is something that could potentially skew the fairness of the competition.
No, telling the other participant that he can hear him talking does not exculpate Joel. Joel cannot unlearn what he has heard. An official will have to determine an appropriate response.
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== Scenario C: Responsible Actions

Discussion
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